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Privacy Principles
Andrey Prozorov,  CISM, CIPP/E, CDPSE, LA 27001
www.patreon.com/AndreyProzorov
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	2. www.linkedin.com/in/andreyprozorov
www.patreon.com/AndreyProzorov
Andrey Prozorov
CISM, CIPP/E,  CDPSE, LA 27001
Cybersecurity and Privacy expert
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	3. Privacy principles: a  set of shared values
governing the privacy protection of personally
identifiable information (PII) when processed in
information and communication technology systems
ISO/IEC 29100:2011 Privacy framework
3
 


	4. Privacy principles should  be used to guide the design,
development, and implementation of privacy policies and
privacy controls. Additionally, they can be used as a
baseline in the monitoring and measurement of
performance, benchmarking and auditing aspects of
privacy management programs in an organization.
ISO/IEC 29100:2011 Privacy framework
4
 


	5. 5
  


	6. 1. GDPR: Principles  relating to processing of personal data -
https://eur-lex.europa.eu/eli/reg/2016/679/oj and https://ico.org.uk/for-
organisations/guide-to-data-protection/guide-to-the-general-data-protection-
regulation-gdpr
2. The privacy principles of ISO/IEC 29100 -
https://www.iso.org/standard/45123.html
3. Fair Information Practice Principles (FIPPs) -
https://iapp.org/resources/article/fair-information-practices
4. APEC Information Privacy Principles -
https://www.apec.org/publications/2017/08/apec-privacy-framework-(2015)
5. PIPEDA’s 10 fair information principles -
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-
information-protection-and-electronic-documents-act-pipeda/p_principle
6. The SCF Privacy Management Principle -
https://www.securecontrolsframework.com/privacy-management-principles
7. The Australian Privacy Principles (APPs) -
https://www.oaic.gov.au/privacy/australian-privacy-principles/read-the-
australian-privacy-principles
8. OECD Privacy Principles - http://oecdprivacy.org
9. Privacy implementation toolkit (all mindmaps) -
https://www.patreon.com/posts/privacy-toolkit-66191153
External links
6
 


	7. 7
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	9. “Compliance with the  spirit of these key principles is
a fundamental building block for good data
protection practice.” - ICO UK
9
 


	10. 10
1. Lawfulness,
fairness and
transparency
Personal  data shall be:
a) processed lawfully, fairly and in a transparent manner in relation to
the data subject (‘lawfulness, fairness and transparency’)
• We must identify ‘lawful basis’ for collecting and using personal
data (GDPR: Consent, Contract, Legal obligation, Vital interests,
Public task, Legitimate interests).
• We must use personal data in a way that is fair.
This means we must not process the data in a way that is unduly
detrimental, unexpected or misleading to the individuals concerned.
• We must be clear, open and honest with people from the start about
how we will use their personal data. ‘Right to be informed’
 


	11. 11
Right to be
informed
•  Individuals have the right to be informed about the collection
and use of their personal data.
• We must provide individuals with information including: our
purposes for processing their personal data, our retention
periods for that personal data, and who it will be shared with. -
”privacy information”
• We must provide privacy information to individuals at the time
we collect their personal data from them.
• The information we provide to people must be concise,
transparent, intelligible, easily accessible, and it must use clear
and plain language.
• Getting the right to be informed can help us to build trust with
data subjects.
 


	12. Data
Protection
Policy
Notices
Contact
point for
requests
(DPO)
12
  


	13. The Policy shall:
1.  Be available as documented information
2. Be communicated within the organization
3. Be available to interested parties, as appropriate
The Policy should:
1. Be tailored to the objectives, priorities and
the context of the organization
2. Be short, clear and valuable
3. Not include confidential information
4. Be approved by executive management
5. Be easily accessible (website / internal portal /
meeting rooms)
6. Be reviewed on a regular basis
13
 


	14. 14
2. Purpose
limitation
Why are  we
processing?
Personal data shall be:
b) collected for specified, explicit and legitimate purposes and not
further processed in a manner that is incompatible with those purposes;
further processing for archiving purposes in the public interest, scientific
or historical research purposes or statistical purposes shall, in
accordance with Article 89(1), not be considered to be incompatible with
the initial purposes (‘purpose limitation’)
• We must be clear about our purposes.
• We need to record our purposes as part of our documentation
obligations and specify them in our privacy information for
individuals.
• We can only use the personal data for a new purpose if either this is
compatible with our original purpose, we get consent, or we have a
clear obligation or function set out in law.
• + Data protection by design and by default
 


	15. 15
3. Data
minimisation and
proportionality
What  exactly do
we need for our
purpose?
Personal data shall be:
c) adequate, relevant and limited to what is necessary in relation to the
purposes for which they are processed (‘data minimisation’)
We must ensure the personal data we are processing is:
• Adequate – sufficient to properly fulfil our stated purpose;
• Relevant – has a rational link to that purpose; and
• Limited to what is necessary – we do not hold more than we need
for that purpose.
+ Data protection by design and by default
 


	16. 16
4. Accuracy
Making sure  that
the data is correct
Personal data shall be:
d) accurate and, where necessary, kept up to date; every reasonable
step must be taken to ensure that personal data that are inaccurate,
having regard to the purposes for which they are processed, are erased
or rectified without delay (‘accuracy’)
• We should take all reasonable steps to ensure the personal data we
hold is not incorrect.
• We may need to keep the personal data updated, although this will
depend on what we are using it for.
• If we discover that personal data is incorrect or misleading, we must
take reasonable steps to correct or erase it as soon as possible.
• +Right to rectification
 


	17. 17
5. Data retention
(storage
limitation)
How  long will we
keep the data?
Personal data shall be:
e) kept in a form which permits identification of data subjects for no
longer than is necessary for the purposes for which the personal data are
processed; personal data may be stored for longer periods insofar as the
personal data will be processed solely for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes in
accordance with Article 89(1) subject to implementation of the
appropriate technical and organisational measures required by this
Regulation in order to safeguard the rights and freedoms of the data
subject (‘storage limitation’);
• We must not keep personal data for longer than we need it.
• We need to think about – and be able to justify – how long we keep
personal data. This will depend on our purposes for holding the data.
• We need a data retention policy.
• We should also periodically review the data we hold, and erase or
anonymise it when we no longer need it.
• +Right to be forgotten
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6. Data security
(integrity  and
confidentiality)
How can we keep
the data safe
against the risk of
interference?
Personal data shall be:
f) processed in a manner that ensures appropriate security of the
personal data, including protection against unauthorised or unlawful
processing and against accidental loss, destruction or damage, using
appropriate technical or organisational measures (‘integrity and
confidentiality’).
• We must ensure that we have appropriate security measures in place
to protect the personal data we hold.
 


	19. 19
Art. 32 GDPR
Security  of
processing
1. Taking into account the state of the art, the costs of implementation
and the nature, scope, context and purposes of processing as well as the
risk of varying likelihood and severity for the rights and freedoms of
natural persons, the controller and the processor shall implement
appropriate technical and organisational measures to ensure a level of
security appropriate to the risk, including inter alia as appropriate:
• the pseudonymisation and encryption of personal data;
• the ability to ensure the ongoing confidentiality, integrity, availability
and resilience of processing systems and services;
• the ability to restore the availability and access to personal data in a
timely manner in the event of a physical or technical incident;
• a process for regularly testing, assessing and evaluating the
effectiveness of technical and organisational measures for ensuring
the security of the processing.
2. In assessing the appropriate level of security account shall be taken in
particular of the risks that are presented by processing, in particular from
accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to personal data transmitted, stored or otherwise
processed.
 


	20. 20
ISO 27001:
ISMS +
information
security  controls
 


	21. 21
7. Accountability
Accountability
Lawfulness,
fairness and
transparency
Purpose
limitation
Data
minimisation
Accuracy
Storage
limitation
Integrity  and
confidentiality
(security)
The controller shall be responsible for, and
be able to demonstrate compliance with,
paragraph 1 [6 principles] (‘accountability’)
 


	22. 22
• Accountability is  directly addressed to the
controller (either public or private entity).
• The controller is responsible for ensuring
compliance with data protection principles and
obligations as stipulated in the GDPR and to be
able to demonstrate compliance both to
individuals and to the DPA on an ongoing basis.
• The principle of accountability requires
documenting compliance and being able to provide
such documentation upon request to the
competent DPA (concept of proactive and
demonstrable compliance).
 


	23. 23
7 principles
GDPR sets  out seven key principles:
1. Lawfulness, fairness and transparency
2. Purpose limitation
3. Data minimisation
4. Accuracy
5. Storage limitation
6. Integrity and confidentiality (security)
7. Accountability
ICO UK: ”These principles should lie at the heart of our
approach to processing personal data.”
 


	24. 24
One more
recommendation:
Focus on  the
principles during
assessments
1. Gap analysis
2. DPIA / PIA
3. Internal audit
4. Management Review
 


	25. 25
Thanks, and good  luck!
www.linkedin.com/in/andreyprozorov
www.patreon.com/AndreyProzorov
My Privacy Implementation Toolkit -
www.patreon.com/posts/privacy-toolkit-66191153
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