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the ISMS Implementation Toolkit
by Andrey Prozorov, CISM, CIPP/E, CDPSE, LA 27001
www.patreon.com/AndreyProzorov
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	2. Agenda
2
1. What is  an ”ISMS Toolkit”?
2. What's important to know about ISMS toolkits?
3. TOP 5 ISMS Toolkits
4. My ISMS Implementation Toolkit
5. How to implement an ISMS using the ISMS Implementation Toolkit
(20+1 steps)
 


	3. 3
What is an
”ISMS  Toolkit”?
Toolkit is a set of tools used for a particular purpose.
The objective of ISMS toolkits: to help implement, improve
and prepare the ISMS for certification.
An ISMS toolkit typically contains the following:
1. Diagrams and mindmaps
2. Lists (e.g., List of ISMS documents)
3. Checklists (e.g., ISMS Audit Preparation Checklist)
4. Templates and Examples (policies, procedures, records)
5. Recommendations and Guidelines
6. Presentations
…
 


	4. 4
What's important to
know  about ISMS
toolkits?
1. Toolkits are not a silver bullet! Use them primarily for your
inspiration.
2. Toolkits usually need to be significantly modified and aligned
with your organisation's specifics and process maturity.
3. Toolkits may contain errors and outdated information
(e.g., ISO 27001:2013). It all depends on the developer's
expertise and the update date.
4. Don't buy stolen toolkits! Appreciate the authors' time and
efforts.
5. You can find lots of templates and recommendations just by
using google search. Or ask ChatGPT J
6. The rightsholder may impose limitations on the use of the
toolkit. For example, for resale or consulting purposes.
(If you want to use my toolkit for these purposes, you shall choose
the ”For companies (White-label product)” subscription)
 


	5. 5
TOP 5
ISMS Toolkits
(ISO  27001)
1. ISO27k Toolkit by ISO27k Forum (Free) -
https://lnkd.in/eC5Kh5d6
2. ISMS Implementation Toolkit by Andrey Prozorov
(28$ per month) - https://lnkd.in/enzZdZ9
3. ISO 27001 Documentation Toolkit by Advisera (897$) -
https://lnkd.in/euYBc-SW
4. ISO 27001 Toolkit by CertiKit (950€) -
https://lnkd.in/ePxZUjHe
5. ISO 27001 Toolkit by IT Governance (595£ per year) -
https://lnkd.in/eAwTcuE6
 


	6. 6
ISMS Implementation
Toolkit by  Andrey
Prozorov
www.patreon.com/posts/
47806655
 


	7. How to implement  an ISMS using
the ISMS Implementation Toolkit
 


	8. ISMS Implementation plan
8
0.  Read ISO 27001 and additional materials
1. Conduct awareness trainings for the top
management
2. Conduct a Gap analysis
3. Understand the Context
4. Plan the implementation
5. Conduct the first IS Committee meeting
6. Establish Information Security Policy and Information
Security Objectives
7. Take an inventory of the assets
8. Define a method of risk assessment, identify and
assess information security risks
9. Prepare Statement of Applicability (SoA) and Risk
Treatment Plan (RTP)
10.Define requirements for documentation management
11.Develop ISMS Framework and define roles and
responsibilities
12.Develop and implement a set of ISMS policies
and procedures
13.Plan and implement additional information
security measures
14.Plan, prepare and conduct awareness trainings
15.Operate the ISMS
16.Monitor the ISMS
17.Audit the ISMS
18.Conduct ISMS Management reviews
19.Practice continual improvement
20.Prepare for the certification audit
www.patreon.com/posts/74660190
 


	9. 9
Step 0.
Read ISO  27001 and
additional materials
My mindmaps:
Presentations and other documents:
• My presentation “ISO Survey 2021: ISO 27001 certificates”
• My presentation “ISO 27001:2022. What has changed?”
• ISO 27001:2022. ISMS Requirements and Information security controls
• ISMS Required activities - https://www.patreon.com/posts/68742734
• Introduction to Information Security -
www.patreon.com/posts/introduction-to-76100531
• The ISO 27000 Family of Standards
• ISO 27000:2018 ISMS. Overview and
vocabulary
• ISO 27001:2022, ISMS Requirements
• ISO 27002:2022, Information security
controls
• ISO 27003:2017 ISMS Guidance
• ISO 27004:2016 Monitoring,
measurement, analysis and evaluation
• ISO 27005:2022, Guidance on managing
information security risks
• ISO 27014:2020 Governance of
information security
• ISO 27018:2014 Code of practice for
protection of PII in public clouds acting
as PII processors
• ISO 27021:2017, Competence
requirements for ISMS professionals
• ISO 27022:2021, Guidance on
information security management
system processes
• ISO 27035 Information security incident
management
• ISO 27035 Information security incident
management
• ISO 27701:2019 Privacy Information
Management
• …
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	11. 11
www.patreon.com/posts/58444935
  


	12. 12
www.patreon.com/posts/my-presentation-73750394
  


	13. 13
Step 1.
Conduct awareness
trainings  for the top
management
www.patreon.com/posts/75055047
 


	14. 14
Step 2.
Conduct a  Gap analysis
Important recommendations and templates:
• My presentation "ISO 27001:2022. How to conduct an ISMS
Gap Analysis"- https://www.patreon.com/posts/83039255
• Request documents for GAP analysis (ISMS and PIMS) -
https://www.patreon.com/posts/72537520
• List of documents (template) -
https://www.patreon.com/posts/72537520
• ISMS Gap Analysis Report (template) -
https://www.patreon.com/posts/isms-gap-report-73712573
• ISMS Questionary - https://www.patreon.com/posts/isms-
questionary-83587489
• GAP Analysis Report and SoA Visualization (template) -
https://www.patreon.com/posts/79093001
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Step 3.
Understand the  Context
Important recommendations and templates:
• ISMS Pain Points and Trigger Events (example) -
https://www.patreon.com/posts/34186195
• Information Security and Data Protection context, mindmap -
https://www.patreon.com/posts/41972080
• List of interested parties (example) -
https://www.patreon.com/posts/54253983
• List of Requirements (template) -
https://www.patreon.com/posts/61383934
• My presentation "ISO 27001: ISMS Scope" -
https://www.patreon.com/posts/my-presentation-86343838
• ISMS Scope (template) -
https://www.patreon.com/posts/61383934
• ISMS Communication plan (example and template) -
https://www.patreon.com/posts/62937551
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www.patreon.com/posts/my-presentation-86343838
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Step 4.
Plan the  implementation
Important recommendations:
• ISO 27001 implementation steps (Approaches) -
https://www.patreon.com/posts/62373578
• ISMS Implementation Plan -
https://www.patreon.com/posts/74660190
• ISMS Implementation Schedule -
https://www.patreon.com/posts/isms-plan-and-73457506
• ISMS process reference model (ISO 27022) -
https://www.patreon.com/posts/isms-process-iso-84149715
• ISMS core processes by Knut Haufe -
https://www.patreon.com/posts/68982237
• ISMS Required activities - https://www.patreon.com/posts/68742734
• Information Security and Data Protection Integrated Approach -
https://www.patreon.com/posts/74949425
• My presentation "How to use ChatGPT for an ISMS implementation" -
https://www.patreon.com/posts/how-to-use-for-83553386
• My presentation "ISO 27001:2022 Tips and Tricks. How to accelerate
the implementation" - https://www.patreon.com/posts/iso-27001-
2022-83898406
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www.patreon.com/posts/62373578
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Program Evaluation Review  Technique (PERT) is a project management planning tool
used to calculate the amount of time it will take to realistically finish a project
ISMS Implementation plan (example)
www.patreon.com/posts/isms-plan-and-73457506
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www.patreon.com/posts/74949425
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Step 5.
Conduct the  first IS
Committee meeting
www.patreon.com/posts/75635782
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Step 6.
Establish Information
Security  Policy and
Information Security
Objectives
Important recommendations and templates:
• Checklist for Information Security Policy and
Data Protection Policy -
https://www.patreon.com/posts/30921087
• Information Security Policy (example) -
https://www.patreon.com/posts/33946586
• Information Security Principles -
https://www.patreon.com/posts/68732864
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Step 7.
Take an  inventory of
the assets
Important recommendations and templates:
• Information Asset Categories by SoGP 2022 -
https://www.patreon.com/posts/67132102
• Supporting assets mindmap by EBIOS RM -
https://www.patreon.com/posts/supporting-by-rm-42388590
• List of information assets (template) -
https://www.patreon.com/posts/30651642
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www.patreon.com/posts/30651642
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Step 8 (1).
Define  a method of risk
assessment, identify
and assess information
security risks
Important recommendations:
• Risk Management Principles by ISACA -
https://www.patreon.com/posts/risk-management-78502190
• ISO 27005:2022 Guidance on managing information security risks,
mindmap - https://www.patreon.com/posts/74605979
• ISO 27005:2022 Overview - https://www.patreon.com/posts/iso-
27005-2022-73952552
• ISO 31000:2018 Risk management. Guidelines, mindmap -
https://www.patreon.com/posts/41985578
• ISO 27005:2022. Risk Assessment and Treatment processes,
mindmaps - https://www.patreon.com/posts/73950726
• ISO 27005:2022. Information security risk assessment and
treatment processes - https://www.patreon.com/posts/74014713
• Information Risk Assessment Methodology 2 (IRAM2), mindmap -
https://www.patreon.com/posts/54781453
• COBIT Focus Area. Information and Technology Risk, mindmap -
https://www.patreon.com/posts/51438110
• EU Risk Management (ENISA): Threat Catalogue -
https://www.patreon.com/posts/79044370
• …
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www.patreon.com/posts/iso-27005-2022-73952552
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www.patreon.com/posts/73950726
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Step 8 (2).
Define  a method of risk
assessment, identify
and assess information
security risks
Important templates:
• My list of information security threat events -
https://www.patreon.com/posts/my-list-of-73288336
• Information Security Risk Register and Risk Treatment Plan -
https://www.patreon.com/posts/75666341
• Risk Register Template by ISACA -
https://www.patreon.com/posts/51394220
• Risk Register Template by NIST -
https://www.patreon.com/posts/51913376
• IS Risk Management: Examples of Scales -
https://www.patreon.com/posts/is-risk-examples-78499773
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Step 9.
Prepare Statement  of
Applicability (SoA) and
Risk Treatment Plan
(RTP)
Important templates:
• Information Security Risk Register and Risk Treatment Plan -
https://www.patreon.com/posts/75666341
• ISMS Maturity Levels and Statement of Applicability (SoA),
2013 and 2022 - https://www.patreon.com/posts/62806755
• My presentation "All about a Statement of Applicability (SoA)" -
https://www.patreon.com/posts/79852780
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www.patreon.com/posts/79852780
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My SoA template  2022
1. General requirements (cl.4-10) + Maturity Level
2. SoA: 2 lists of controls, 2013 and 2022
3. Additional columns: Description, Documents and Records,
Responsible (Owners), #Attributes, Comments and Links
www.patreon.com/posts/62806755
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Step 10.
Define requirements  for
documentation
management
Important recommendations and templates:
• Requirements for documented information in ISO 27001 and
ISO 27701 - https://www.patreon.com/posts/53206865
• ISMS Interested Parties and IS-Related Information (example)
- https://www.patreon.com/posts/78943054
• ISMS Documented Information Policy (template) -
https://www.patreon.com/posts/74435974
• Simple Policy Template -
https://www.patreon.com/posts/simple-policy-59082061
• Sanity checklist for ISMS/PIMS documentation -
https://www.patreon.com/posts/58143837
• The principles of good records management -
https://www.patreon.com/posts/81411410
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Step 11.
Develop ISMS
Framework  and define
roles and responsibilities
Important recommendations and templates:
• ISMS Framework (mindmap) -
https://www.patreon.com/posts/33936319
• ISMS RACI Chart (example) -
https://www.patreon.com/posts/38011597
• Chief Information Security Officer (CISO) by ACSC
- https://www.patreon.com/posts/67891632
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ISMS RACI (template)  - www.patreon.com/posts/38011597
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Step 12.
Develop and  implement
a set of ISMS policies
and procedures
Important recommendations and templates:
• My ISMS documentation pyramid -
https://www.patreon.com/posts/50033405
• The shortest list of ISMS Documents (ISO 27001) -
https://www.patreon.com/posts/79682225
• An extended list of ISMS Documents -
https://www.patreon.com/posts/65000774
• All about Information Security Policies -
https://www.patreon.com/posts/65000693
• Information Security Policies. Templates and resources for
inspiration - https://www.patreon.com/posts/59048655
• Information Security Policies generated by ChatGPT -
https://www.patreon.com/posts/information-by-76101772
• NIST Cybersecurity Policies - https://www.patreon.com/posts/nist-
policies-84499657
• Clear Desk and Clear Screen Policy (template) -
https://www.patreon.com/posts/74474660
• …
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www.patreon.com/posts/65000774
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Step 13.
Plan and  implement
additional information
security measures
Recommendations:
• Information Security Controls. People Controls by ISO
27002:2022 - https://www.patreon.com/posts/information-
by-73708490
• Good Practices for Supply Chain Cybersecurity -
https://www.patreon.com/posts/good-practices-86573309
• Information Security and Data Protection requirements in
supplier agreements -
https://www.patreon.com/posts/information-and-77104690
• Standard information request from suppliers -
https://www.patreon.com/posts/standard-request-84152754
• Security Levels of Shredders -
https://www.patreon.com/posts/66955928
• Preparing for a personal data breach -
https://www.patreon.com/posts/71917299
• ...
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www.patreon.com/posts/good-practices-86573309
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Step 14.
Plan, prepare  and
conduct awareness
trainings
Important recommendations:
• ISO 27021 Competence requirements for ISMS professionals,
mindmap - https://www.patreon.com/posts/iso-27021-for-85866320
• Interview questions for CISOs and DPOs -
https://www.patreon.com/posts/68684462
• Information Security and Data Protection awareness -
https://www.patreon.com/posts/58225833
• Information Security and Data Protection Awareness Topics -
https://www.patreon.com/posts/66540078
• How to develop an IS awareness program, mindmap -
https://www.patreon.com/posts/74335469
• Information Security awareness in practice (presentation) -
https://www.patreon.com/posts/30781079
• How to be the best DPO/CISO? -
https://www.patreon.com/posts/how-to-be-best-76120620
• Information Security Beneficial Behaviors -
https://www.patreon.com/posts/78943692
• …
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www.patreon.com/posts/58225833
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Step 15.
Operate the  ISMS
Recommendations and templates:
• Emergency Contact List: Information Security Incident
Response - https://www.patreon.com/posts/75625598
• Incident management: Severity Matrix (example) -
https://www.patreon.com/posts/53061488
• Data Breach Notification (template) -
https://www.patreon.com/posts/65708038
• Data Breach Register, mindmap -
https://www.patreon.com/posts/40996027
• Personal Data Breach Notification (requirements) -
https://www.patreon.com/posts/40925948
• …
 


	49. 49
Step 16.
Monitor the  ISMS
Important recommendations and templates:
• Objective and Key Results (OKRs), mindmap -
https://www.patreon.com/posts/67122757
• ISMS Key Objectives and Metrics (example) -
https://www.patreon.com/posts/75659116
• ISNPS: Information Security Net Promoter Score -
https://www.patreon.com/posts/isnps-security-77277952
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Step 17 (1).
Audit  the ISMS
Recommendations:
• Guidelines for ISMS auditing (mindmap) -
https://www.patreon.com/posts/44005904
• Internal ISMS Audit. Mapping to ISO 19011 and ISO 27007 -
https://www.patreon.com/posts/68726274
• ISO 19011:2018 Guidelines for auditing management systems,
Mindmap - https://www.patreon.com/posts/32391752
• Desired personal behaviour of the auditor (ISO 19011 and
ISO/IEC 17021) - https://www.patreon.com/posts/44214248
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Step 17 (2).
Audit  the ISMS
Important templates:
• ISMS Audit Preparation Checklist (short template) -
https://www.patreon.com/posts/31763395
• High-Level Office Summary. Template for audits -
https://www.patreon.com/posts/high-level-for-78125619
• Internal Audit Plan (template) -
https://www.patreon.com/posts/42735025
• Internal Audit Report (template) -
https://www.patreon.com/posts/43742470
• Nonconformity Report (template) -
https://www.patreon.com/posts/44068349
• List of Nonconformities (NCs) -
https://www.patreon.com/posts/list-of-ncs-75824665
• Audit Meetings Checklist -
https://www.patreon.com/posts/44212807
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www.patreon.com/posts/44215838
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Step 18.
Conduct ISMS
Management  reviews
Important template:
• ISMS Management Review Report (template)
- https://www.patreon.com/posts/44877830
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Step 19.
Practice continual
improvement
Template:
•  ISMS issues and feedback register -
https://www.patreon.com/posts/74634496
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Step 20.
Prepare for  the
certification audit
Important recommendations and templates:
• My presentation "ISO 27001:2022 How to prepare for a
certification audit" -
https://www.patreon.com/posts/75354838
• Reminder for employees before the audit (example) -
https://www.patreon.com/posts/reminder-for-77504388
• ISMS Audit Preparation Checklist (short template) -
https://www.patreon.com/posts/31763395
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www.patreon.com/posts/iso-27001-2022-75354838
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www.patreon.com/posts/reminder-for-77504388
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If you like  my approach (and templates),
you can support my nonprofit project by
subscribing to my Patreon:
• Just thanks! (€6 per month)
• Only ISMS Toolkit (28$ per month)
• All Toolkits for Experts (+Privacy toolkits,
Project Management Toolkit and all
mindmaps) (50$ per month)
You can cancel your subscription at any time
without any restrictions.
Your support is helping this project to grow.
My ISMS Implementation Toolkit -
https://www.patreon.com/posts/47806655
 


	59. Thanks, and good  luck!
www.linkedin.com/in/andreyprozorov
www.patreon.com/AndreyProzorov
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	60. My other ISMS-related  presentations - www.patreon.com/posts/quick-links-75788060
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