



Submit Search


Upload
Supply management 1.1.pdf
•
1 like•3,744 views


Andrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001Follow
My presentation "Information security in supplier relationships: Standards and Frameworks"Read less

Read more
Presentations & Public Speaking




Report
Share








Report
Share



1 of 32Download NowDownload to read offline









































































Recommended
Assuring the Security of the Supply Chain - Designing best practices for cybe...
Assuring the Security of the Supply Chain - Designing best practices for cybe...Ollie Whitehouse 


All about a DPIA by Andrey Prozorov 2.0, 220518.pdf
All about a DPIA by Andrey Prozorov 2.0, 220518.pdfAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 


How can the ISO 27701 help to design, implement, operate and improve a privac...
How can the ISO 27701 help to design, implement, operate and improve a privac...Hernan Huwyler, MBA CPA 


GDPR
GDPRYounes Boukamher 


ISO Survey 2021: ISO 27001.pdf
ISO Survey 2021: ISO 27001.pdfAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 


ISO 27001 How to accelerate the implementation.pdf
ISO 27001 How to accelerate the implementation.pdfAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 


Risk assessments and applying organisational controls for GDPR compliance
Risk assessments and applying organisational controls for GDPR complianceIT Governance Ltd 


ISO/IEC 27001:2022 – What are the changes?
ISO/IEC 27001:2022 – What are the changes?PECB  







More Related Content
What's hot
GDPR Are you ready for auditing privacy ?
GDPR Are you ready for auditing privacy ?Patrick Soenen 



Iso iec 27001 foundation training course by interprom
Iso iec 27001 foundation training course by interpromMart Rovers 



Implementing of a Cyber Security Program Framework from ISO 27032 to ISO 55001
Implementing of a Cyber Security Program Framework from ISO 27032 to ISO 55001PECB  



GDPR
GDPRGopi PD 



Information Security Management System ISO/IEC 27001:2005
Information Security Management System ISO/IEC 27001:2005ControlCase 



Iso27001- Nashwan Mustafa
Iso27001- Nashwan MustafaFahmi Albaheth 



How to use ChatGPT for an ISMS implementation.pdf
How to use ChatGPT for an ISMS implementation.pdfAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



GDPR infographic
GDPR infographicMarketing Team at Crown Worldwide Group 



ISO 27005:2022 Overview 221028.pdf
ISO 27005:2022 Overview 221028.pdfAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



The GDPR and its requirements for implementing data protection impact assessm...
The GDPR and its requirements for implementing data protection impact assessm...IT Governance Ltd 



ISO 27001_2022 What has changed 2.0 for ISACA.pdf
ISO 27001_2022 What has changed 2.0 for ISACA.pdfAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



Information Security Management System with ISO/IEC 27000:2018
Information Security Management System with ISO/IEC 27000:2018Goutama Bachtiar 



Data Flow Mapping and the EU GDPR
Data Flow Mapping and the EU GDPRIT Governance Ltd 



Iso 27001 awareness
Iso 27001 awarenessÃsħâr Ãâlâm 



Project plan for ISO 27001
Project plan for ISO 27001technakama 



ISO Survey 2022: ISO 27001 certificates (ISMS)
ISO Survey 2022: ISO 27001 certificates (ISMS)Andrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



General Data Protection Regulations (GDPR): Do you understand it and are you ...
General Data Protection Regulations (GDPR): Do you understand it and are you ...Cvent 



NQA ISO 27001 Implementation Guide
NQA ISO 27001 Implementation GuideNQA  



ISO 27001:2013 Implementation procedure
ISO 27001:2013 Implementation procedureUppala Anand 



27001.pptx
27001.pptxAvniJain836319 





What's hot (20)
GDPR Are you ready for auditing privacy ?
GDPR Are you ready for auditing privacy ? 


Iso iec 27001 foundation training course by interprom
Iso iec 27001 foundation training course by interprom 


Implementing of a Cyber Security Program Framework from ISO 27032 to ISO 55001
Implementing of a Cyber Security Program Framework from ISO 27032 to ISO 55001 


GDPR
GDPR 


Information Security Management System ISO/IEC 27001:2005
Information Security Management System ISO/IEC 27001:2005 


Iso27001- Nashwan Mustafa
Iso27001- Nashwan Mustafa 


How to use ChatGPT for an ISMS implementation.pdf
How to use ChatGPT for an ISMS implementation.pdf 


GDPR infographic
GDPR infographic 


ISO 27005:2022 Overview 221028.pdf
ISO 27005:2022 Overview 221028.pdf 


The GDPR and its requirements for implementing data protection impact assessm...
The GDPR and its requirements for implementing data protection impact assessm... 


ISO 27001_2022 What has changed 2.0 for ISACA.pdf
ISO 27001_2022 What has changed 2.0 for ISACA.pdf 


Information Security Management System with ISO/IEC 27000:2018
Information Security Management System with ISO/IEC 27000:2018 


Data Flow Mapping and the EU GDPR
Data Flow Mapping and the EU GDPR 


Iso 27001 awareness
Iso 27001 awareness 


Project plan for ISO 27001
Project plan for ISO 27001 


ISO Survey 2022: ISO 27001 certificates (ISMS)
ISO Survey 2022: ISO 27001 certificates (ISMS) 


General Data Protection Regulations (GDPR): Do you understand it and are you ...
General Data Protection Regulations (GDPR): Do you understand it and are you ... 


NQA ISO 27001 Implementation Guide
NQA ISO 27001 Implementation Guide 


ISO 27001:2013 Implementation procedure
ISO 27001:2013 Implementation procedure 


27001.pptx
27001.pptx 






Similar to Supply management 1.1.pdf
Cybersec Supply Chain Risks and Governance v0.1.pdf
Cybersec Supply Chain Risks and Governance v0.1.pdfDaveNjoga1 



Cybersecurity Assessment Framework - Slideshare.pptx
Cybersecurity Assessment Framework - Slideshare.pptxAzra'ee Mamat 



Strategies for Conducting GxP Vendor Assessment of Cloud Service Providers - ...
Strategies for Conducting GxP Vendor Assessment of Cloud Service Providers - ...Montrium 



Tech Connect Live 30th May 2018 ,GDPR Summit Anne quinn
Tech Connect Live 30th May 2018 ,GDPR Summit Anne quinnEvents2018 



Traceability Primer
Traceability PrimerShantalla   



General Data Protection Regulation and Compliance - GDPR: Sharique M Rizvi
General Data Protection Regulation and Compliance - GDPR: Sharique M RizviSharique Rizvi 



Soc 2 Compliance.pdf
Soc 2 Compliance.pdfroguelogics 



Soc 2 Compliance.pdf
Soc 2 Compliance.pdfroguelogics 



2016-06-08 FDA Inspection Readiness - Mikael Yde
2016-06-08 FDA Inspection Readiness - Mikael Ydemikaelyde 



OEB Cyber Security Framework
OEB Cyber Security FrameworkNorbi Hegedus 



Business Continuity (ISO22301) is relevant to PCI DSS v3.2.1 【Continuous Study】
Business Continuity (ISO22301) is relevant to PCI DSS v3.2.1 【Continuous Study】Jerimi Soma 



Ch06 Policy
Ch06 Policyphanleson 



Iso   private security
Iso   private securityEytan Magal, CPP 



How to Manage Vendors and Third Parties to Minimize Privacy Risk
How to Manage Vendors and Third Parties to Minimize Privacy RiskTrustArc 



File000169
File000169Desmond Devendran 



ISO Cloud Security add-on & PCI DSS mapping 【Continuous Study】
ISO Cloud Security add-on & PCI DSS mapping 【Continuous Study】Jerimi Soma 



Iso 27001 isms presentation
Iso 27001 isms presentationMidhun Nirmal 



BANKING INTELLIGENCE THROUGH ARTIFICIAL  INTELLIGENCE
BANKING INTELLIGENCE THROUGH ARTIFICIAL  INTELLIGENCEPARAMASIVANCHELLIAH 



Kmicro Cybersecurity Offerings 2020
Kmicro Cybersecurity Offerings 2020Manuel Guillen 



Security review using SABSA
Security review using SABSAMaganathin Veeraragaloo 





Similar to Supply management 1.1.pdf (20)
Cybersec Supply Chain Risks and Governance v0.1.pdf
Cybersec Supply Chain Risks and Governance v0.1.pdf 


Cybersecurity Assessment Framework - Slideshare.pptx
Cybersecurity Assessment Framework - Slideshare.pptx 


Strategies for Conducting GxP Vendor Assessment of Cloud Service Providers - ...
Strategies for Conducting GxP Vendor Assessment of Cloud Service Providers - ... 


Tech Connect Live 30th May 2018 ,GDPR Summit Anne quinn
Tech Connect Live 30th May 2018 ,GDPR Summit Anne quinn 


Traceability Primer
Traceability Primer 


General Data Protection Regulation and Compliance - GDPR: Sharique M Rizvi
General Data Protection Regulation and Compliance - GDPR: Sharique M Rizvi 


Soc 2 Compliance.pdf
Soc 2 Compliance.pdf 


Soc 2 Compliance.pdf
Soc 2 Compliance.pdf 


2016-06-08 FDA Inspection Readiness - Mikael Yde
2016-06-08 FDA Inspection Readiness - Mikael Yde 


OEB Cyber Security Framework
OEB Cyber Security Framework 


Business Continuity (ISO22301) is relevant to PCI DSS v3.2.1 【Continuous Study】
Business Continuity (ISO22301) is relevant to PCI DSS v3.2.1 【Continuous Study】 


Ch06 Policy
Ch06 Policy 


Iso   private security
Iso   private security 


How to Manage Vendors and Third Parties to Minimize Privacy Risk
How to Manage Vendors and Third Parties to Minimize Privacy Risk 


File000169
File000169 


ISO Cloud Security add-on & PCI DSS mapping 【Continuous Study】
ISO Cloud Security add-on & PCI DSS mapping 【Continuous Study】 


Iso 27001 isms presentation
Iso 27001 isms presentation 


BANKING INTELLIGENCE THROUGH ARTIFICIAL  INTELLIGENCE
BANKING INTELLIGENCE THROUGH ARTIFICIAL  INTELLIGENCE 


Kmicro Cybersecurity Offerings 2020
Kmicro Cybersecurity Offerings 2020 


Security review using SABSA
Security review using SABSA 









More from Andrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001
NIST Cybersecurity Framework (CSF) 2.0: What has changed?
NIST Cybersecurity Framework (CSF) 2.0: What has changed?Andrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



pr ISMS Documented Information (lite).pdf
pr ISMS Documented Information (lite).pdfAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



12 Best Privacy Frameworks
12 Best Privacy FrameworksAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



Cybersecurity Frameworks for DMZCON23 230905.pdf
Cybersecurity Frameworks for DMZCON23 230905.pdfAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



My 15 Years of Experience in Using Mind Maps for Business and Personal Purposes
My 15 Years of Experience in Using Mind Maps for Business and Personal PurposesAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



From NIST CSF 1.1 to 2.0.pdf
From NIST CSF 1.1 to 2.0.pdfAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



ISO 27001 How to use the ISMS Implementation Toolkit.pdf
ISO 27001 How to use the ISMS Implementation Toolkit.pdfAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



pr Privacy Principles 230405 small.pdf
pr Privacy Principles 230405 small.pdfAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



ISO 27001:2022 Introduction
ISO 27001:2022 IntroductionAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



ISO 27001:2022 What has changed.pdf
ISO 27001:2022 What has changed.pdfAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



Employee Monitoring and Privacy.pdf
Employee Monitoring and Privacy.pdfAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



GDPR RACI.pdf
GDPR RACI.pdfAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



GDPR and Personal Data Transfers 1.1.pdf
GDPR and Personal Data Transfers 1.1.pdfAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



GDPR and Security.pdf
GDPR and Security.pdfAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



GDPR EU Institutions and bodies.pdf
GDPR EU Institutions and bodies.pdfAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



Data protection RU vs EU
Data protection RU vs EUAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



IS Awareness in practice, isaca moscow 2019 10
IS Awareness in practice, isaca moscow 2019 10Andrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



Про работу на Западе (Прозоров)
Про работу на Западе (Прозоров)Andrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



About TM for CISO (rus)
About TM for CISO (rus)Andrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 



IAPP certification programs overview
IAPP certification programs overviewAndrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 





More from Andrey Prozorov, CISM, CIPP/E, CDPSE. LA 27001 (20)
NIST Cybersecurity Framework (CSF) 2.0: What has changed?
NIST Cybersecurity Framework (CSF) 2.0: What has changed? 


pr ISMS Documented Information (lite).pdf
pr ISMS Documented Information (lite).pdf 


12 Best Privacy Frameworks
12 Best Privacy Frameworks 


Cybersecurity Frameworks for DMZCON23 230905.pdf
Cybersecurity Frameworks for DMZCON23 230905.pdf 


My 15 Years of Experience in Using Mind Maps for Business and Personal Purposes
My 15 Years of Experience in Using Mind Maps for Business and Personal Purposes 


From NIST CSF 1.1 to 2.0.pdf
From NIST CSF 1.1 to 2.0.pdf 


ISO 27001 How to use the ISMS Implementation Toolkit.pdf
ISO 27001 How to use the ISMS Implementation Toolkit.pdf 


pr Privacy Principles 230405 small.pdf
pr Privacy Principles 230405 small.pdf 


ISO 27001:2022 Introduction
ISO 27001:2022 Introduction 


ISO 27001:2022 What has changed.pdf
ISO 27001:2022 What has changed.pdf 


Employee Monitoring and Privacy.pdf
Employee Monitoring and Privacy.pdf 


GDPR RACI.pdf
GDPR RACI.pdf 


GDPR and Personal Data Transfers 1.1.pdf
GDPR and Personal Data Transfers 1.1.pdf 


GDPR and Security.pdf
GDPR and Security.pdf 


GDPR EU Institutions and bodies.pdf
GDPR EU Institutions and bodies.pdf 


Data protection RU vs EU
Data protection RU vs EU 


IS Awareness in practice, isaca moscow 2019 10
IS Awareness in practice, isaca moscow 2019 10 


Про работу на Западе (Прозоров)
Про работу на Западе (Прозоров) 


About TM for CISO (rus)
About TM for CISO (rus) 


IAPP certification programs overview
IAPP certification programs overview 






Recently uploaded
DENSO Company Presentation
DENSO Company PresentationDENSO Group Germany 



Project summary iNASHR ICARDA - Laura.pdf
Project summary iNASHR ICARDA - Laura.pdfFrancois Stepman 



Rivera_Victor_BUS_PB1_2024-January03.pdf
Rivera_Victor_BUS_PB1_2024-January03.pdfvxrivera 



Vazquez_Gabriel_SPCASTNG_PB1_2024-02.pdf
Vazquez_Gabriel_SPCASTNG_PB1_2024-02.pdfgabev3104 



Relationships in Teaching By Dr. Cherinet Aytenfsu Weldearegay (2023).pdf
Relationships in Teaching By Dr. Cherinet Aytenfsu Weldearegay (2023).pdfDr. Cherinet Aytenfsu Weldearegay 



Psychological Safety in Teams - FlowCon France 2024 - Ben Linders
Psychological Safety in Teams - FlowCon France 2024 - Ben LindersBen Linders 



TheSimpsons_Fandom_Assignment_4.5pc.pptx
TheSimpsons_Fandom_Assignment_4.5pc.pptxStevenLuker3 



YA Presentation 2024 03 03_ Service.pptx
YA Presentation 2024 03 03_ Service.pptxFamilyWorshipCenterD 



Reflection Vs Technical Rationality - By Dr. Cherinet Aytenfsu Weldearegay (2...
Reflection Vs Technical Rationality - By Dr. Cherinet Aytenfsu Weldearegay (2...Dr. Cherinet Aytenfsu Weldearegay 



Presentazione tesi magistrale procentese.pptx
Presentazione tesi magistrale procentese.pptxAntonioProcentese1 



Discover the expertise of Dr. Pankaj Shukla
Discover the expertise of Dr. Pankaj Shuklapsdrpankajshukla 



From north to south the Mediterranean coastline joins Barcelona and Villarico...
From north to south the Mediterranean coastline joins Barcelona and Villarico...Eduardo Marín Zirotti 



Exploring Wisdom-Based Leadership.pptx
Exploring Wisdom-Based Leadership.pptxAkash Das 



Garcia_RobertDaniel_SPCSTA_PB1_2024-02.pptx
Garcia_RobertDaniel_SPCSTA_PB1_2024-02.pptx0461620 



Data Storytelling in Gender Equity Advocacy.pdf
Data Storytelling in Gender Equity Advocacy.pdfWAIHIGA K.MUTURI 



📢 𝗧𝗢𝗣 10 𝗦𝗜𝗧𝗘𝗦 𝗙𝗢𝗥 𝗬𝗢𝗨𝗥 𝗖𝗔𝗥𝗘𝗘𝗥:
📢 𝗧𝗢𝗣 10 𝗦𝗜𝗧𝗘𝗦 𝗙𝗢𝗥 𝗬𝗢𝗨𝗥 𝗖𝗔𝗥𝗘𝗘𝗥:Maavi  Ali 



URBREATH WP7 Kickoff FHGURBREATH WP7 Kickoff FHGURBREATH WP7 Kickoff FHG
URBREATH WP7 Kickoff FHGURBREATH WP7 Kickoff FHGURBREATH WP7 Kickoff FHGvj8pcsccj9 



Freeman_Abigail Personal Brand Exploration
Freeman_Abigail Personal Brand Explorationabbytoliver 





Recently uploaded (18)
DENSO Company Presentation
DENSO Company Presentation 


Project summary iNASHR ICARDA - Laura.pdf
Project summary iNASHR ICARDA - Laura.pdf 


Rivera_Victor_BUS_PB1_2024-January03.pdf
Rivera_Victor_BUS_PB1_2024-January03.pdf 


Vazquez_Gabriel_SPCASTNG_PB1_2024-02.pdf
Vazquez_Gabriel_SPCASTNG_PB1_2024-02.pdf 


Relationships in Teaching By Dr. Cherinet Aytenfsu Weldearegay (2023).pdf
Relationships in Teaching By Dr. Cherinet Aytenfsu Weldearegay (2023).pdf 


Psychological Safety in Teams - FlowCon France 2024 - Ben Linders
Psychological Safety in Teams - FlowCon France 2024 - Ben Linders 


TheSimpsons_Fandom_Assignment_4.5pc.pptx
TheSimpsons_Fandom_Assignment_4.5pc.pptx 


YA Presentation 2024 03 03_ Service.pptx
YA Presentation 2024 03 03_ Service.pptx 


Reflection Vs Technical Rationality - By Dr. Cherinet Aytenfsu Weldearegay (2...
Reflection Vs Technical Rationality - By Dr. Cherinet Aytenfsu Weldearegay (2... 


Presentazione tesi magistrale procentese.pptx
Presentazione tesi magistrale procentese.pptx 


Discover the expertise of Dr. Pankaj Shukla
Discover the expertise of Dr. Pankaj Shukla 


From north to south the Mediterranean coastline joins Barcelona and Villarico...
From north to south the Mediterranean coastline joins Barcelona and Villarico... 


Exploring Wisdom-Based Leadership.pptx
Exploring Wisdom-Based Leadership.pptx 


Garcia_RobertDaniel_SPCSTA_PB1_2024-02.pptx
Garcia_RobertDaniel_SPCSTA_PB1_2024-02.pptx 


Data Storytelling in Gender Equity Advocacy.pdf
Data Storytelling in Gender Equity Advocacy.pdf 


📢 𝗧𝗢𝗣 10 𝗦𝗜𝗧𝗘𝗦 𝗙𝗢𝗥 𝗬𝗢𝗨𝗥 𝗖𝗔𝗥𝗘𝗘𝗥:
📢 𝗧𝗢𝗣 10 𝗦𝗜𝗧𝗘𝗦 𝗙𝗢𝗥 𝗬𝗢𝗨𝗥 𝗖𝗔𝗥𝗘𝗘𝗥: 


URBREATH WP7 Kickoff FHGURBREATH WP7 Kickoff FHGURBREATH WP7 Kickoff FHG
URBREATH WP7 Kickoff FHGURBREATH WP7 Kickoff FHGURBREATH WP7 Kickoff FHG 


Freeman_Abigail Personal Brand Exploration
Freeman_Abigail Personal Brand Exploration 











Supply management 1.1.pdf

	1. Information security in
supplier  relationships:
Standards and Frameworks, 1.1
Andrey Prozorov, CISM, CIPP/E, CDPSE, LA 27001
www.patreon.com/AndreyProzorov
27.05.2022
 


	2. Most (if not  all) organizations around the world, whatever their size or domains of
activities, have relationships with suppliers of different kinds that deliver products
or services.
Such suppliers can have either a direct or indirect access to the information and
information systems of the acquirer, or will provide elements (software, hardware,
processes, or human resources) that will be involved in information processing.
Acquirers can also have physical and/or logical access to the information of the
supplier when they control or monitor production and delivery processes of the
supplier.
Thus, acquirers and suppliers can cause information security risks to each other.
These risks need to be assessed and treated by both acquirer and supplier
organizations through appropriate management of information security and the
implementation of relevant controls.
By ISO 27036
 


	3. Key terms (by  ISO 27036)1
Acquirer - stakeholder that procures a product or service from another party.
Note 1 to entry: Procurement may or may not involve the exchange of monetary funds.
Acquisition - process for obtaining a product or service.
Outsourcing - acquisition of services (with or without products) in support of a
business function for performing activities using supplier’s resources rather than
the acquirer’s.
 


	4. Supplier - organization  or an individual that enters into agreement with the
acquirer for the supply of a product or service.
Note 1 to entry: Other terms commonly used for supplier are Contractor, Producer, Seller, or
Vendor.
Note 2 to entry: The acquirer and the supplier can be part of the same organization.
Note 3 to entry: Types of suppliers include those organizations that permit agreement negotiation
with an acquirer and those that do not permit negotiation with agreements, e.g. end-user license
agreements, terms of use, or open source products copyright or intellectual property releases.
Supplier - Product and service providers used for an organization’s internal
purposes (e.g., IT infrastructure) or integrated into the products of services
provided to that organization’s Buyers.
Vendor - Enterprise that sells products or services to other enterprises.
Key terms (by ISO 27036, NIST and COBIT)2
 


	5. Key terms (by  ISO 27036)3
Supplier relationship - agreement or agreements between acquirers and suppliers
to conduct business, deliver products or services, and realize business benefit.
Supply chain - set of organizations with linked set of resources and processes, each
of which acts as an acquirer, supplier, or both to form successive supplier
relationships established upon placement of a purchase order, agreement, or other
formal sourcing agreement.
Note 1 to entry: A supply chain can include vendors, manufacturing facilities, logistics providers,
distribution centres, distributors, wholesalers, and other organizations involved in the
manufacturing, processing, design and development, and handling and delivery of the products, or
service providers involved in the operation, management, and delivery of the services.
Note 2 to entry: The supply chain view is relative to the position of the acquirer.
 


	6. By ISO 27036
  


	7. Major standards and  frameworks
Supply Chain Management is a important part of the ISMS:
• ISO 27001 / ISO 27002:2022 Information security, cybersecurity and privacy
protection — Information security controls:
• 5.19. Information security in supplier relationships
• 5.20. Addressing information security within supplier agreements
• 5.21. Managing information security in the ICT supply chain
• 5.22. Monitoring, review and change management of supplier services
• 5.23. Information security for use of cloud services
• The ISF Standard of Good Practice for Information Security, 2022
(SC. Supply Chain Management)
• NIST Cybersecurity Framework, 1.1 (ID.SC Supply Chain Risk Management)
• NIST SP 800-53 Rev. 5 (3.20 Supply Chain Risk Management)
 


	8. 5.19 Information security  in supplier relationships
Control Processes and procedures should be defined and implemented to manage the information security risks
associated with the use of supplier’s products or services.
Purpose To maintain an agreed level of information security in supplier relationships.
5.20 Addressing information security within supplier agreements
Control Relevant information security requirements should be established and agreed with each supplier based on the
type of supplier relationship.
Purpose To maintain an agreed level of information security in supplier relationships.
5.21 Managing information security in the ICT supply chain
Control Processes and procedures should be defined and implemented to manage the information security risks
associated with the ICT products and services supply chain.
Purpose To maintain an agreed level of information security in supplier relationships.
5.22 Monitoring, review and change management of supplier services
Control The organization should regularly monitor, review, evaluate and manage change in supplier information
security practices and service delivery.
Purpose To maintain an agreed level of information security and service delivery in line with supplier agreements.
5.23 Information security for use of cloud services
Control Processes for acquisition, use, management and exit from cloud services should be established in accordance
with the organization’s information security requirements.
Purpose To specify and manage information security for the use of cloud services.
ISO 27002:2022
 


	9. ISF SoGP SC.  Supply Chain Management
SC1 External Supplier Management SC2 Cloud Services
SC1.1 Supplier Management Framework
Principle A supplier management framework should be established that includes
appropriate external supplier security steering groups, policies, processes, registers,
information risk assessments and security arrangements.
Objective To ensure information risks are identified and managed effectively throughout
all stages of the relationship with external suppliers (including organisations in the supply
chain).
SC1.2 Supplier Procurement
Principle A process should be established to integrate security into the procurement of
products and services from external suppliers.
Objective To identify and employ only those external suppliers that adequately meet
security requirements.
SC1.3 Supplier Contracts
Principle The use of products and services provided by external suppliers should be
supported by contracts that include appropriate security requirements.
Objective To define security requirements for products and services provided by external
suppliers and specify how they will be met.
SC1.4 Supplier Assurance
Principle Security arrangements of external suppliers should be regularly monitored and
assessed.
Objective To provide assurance that external suppliers are meeting security requirements.
SC2.1 Cloud Security Management
Principle A comprehensive, documented
security management approach for the
acquisition and use of cloud services should
be developed and communicated to all
individuals who may purchase, develop,
configure or use cloud services.
Objective To ensure all necessary security
arrangements are implemented for the use of
cloud services, and that information risks are
managed in cloud environments.
SC2.2 Core Cloud Security Controls
Principle A set of fundamental cloud security
controls should be created and implemented
effectively, tailored to the needs of the
organisation, that cover a broad range of the
most common cloud security issues.
Objective To address weak or insufficient
cloud security controls and help the
organisation use cloud services securely in a
heterogeneous, multi-cloud environment.
 


	10. NIST CSF. Supply  Chain Risk Management (ID.SC)
Cyber SCRM activities may include:
• Determining cybersecurity
requirements for suppliers
• Enacting cybersecurity requirements
through formal agreement (e.g.,
contracts)
• Communicating to suppliers how
those cybersecurity requirements
will be verified and validated
• Verifying that cybersecurity
requirements are met through a
variety of assessment
methodologies, and
• Governing and managing the above
activities
ID.SC The organization’s priorities, constraints, risk tolerances, and assumptions
are established and used to support risk decisions associated with managing
supply chain risk. The organization has established and implemented the
processes to identify, assess and manage supply chain risks.
ID.SC-1: Cyber supply chain risk management processes are identified,
established, assessed, managed, and agreed to by organizational stakeholders.
ID.SC-2: Suppliers and third party partners of information systems, components,
and services are identified, prioritized, and assessed using a cyber supply chain
risk assessment process.
ID.SC-3: Contracts with suppliers and third-party partners are used to implement
appropriate measures designed to meet the objectives of an organization’s
cybersecurity program and Cyber Supply Chain Risk Management Plan.
ID.SC-4: Suppliers and third-party partners are routinely assessed using audits,
test results, or other forms of evaluations to confirm they are meeting their
contractual obligations.
ID.SC-5: Response and recovery planning and testing are conducted with
suppliers and third-party providers.
 


	11. NIST SP 800-53  Rev.5. Supply Chain Risk Management
SR-1 Policy and procedures
SR-2 Supply chain risk management plan
SR-3 Supply chain controls and processes
SR-4 Provenance
SR-5 Acquisition strategies, tools, and methods
SR-6 Supplier assessments and reviews
SR-7 Supply chain operations security
SR-8 Notification agreements
SR-9 Tamper resistance and detection
SR-10 Inspection of systems or components
SR-11 Component authenticity
SR-12 Component disposal
 


	12. Special guides
• ISO  27036 Securing supplier relationshiips
• Part 1: Overview and concepts
• Part 2: Requirements
• Part 3: Guidelines for ICT supply chain security
• Part 4: Guidelines for security of cloud services
• NIST SP 800-161 rev. 1 (2022) Cybersecurity Supply Chain Risk Management
Practices for Systems and Organizations
• PCI DSS Information Supplement: Third-Party Security Assurance
• The ISF Supply Chain Assurance Framework (SCAF)
• ISO 37500 Guidance on outsourcing
 


	13. ISO 27036
ISO 27036-1  provides an overview of the guidance intended to assist organizations
in securing their information and information systems within the context of supplier
relationships.
ISO 27036-2:
a) specifies fundamental information security requirements for defining,
implementing, operating, monitoring, reviewing, maintaining and improving
supplier and acquirer relationships;
b) facilitates mutual understanding of the other party’s approach to information
security and tolerance for information security risks;
c) reflects the complexity of managing risks that can have information security
impacts in supplier and acquirer relationships;
d) is intended to be used by any organization willing to evaluate the information
security in supplier or acquirer relationships;
e) is not intended for certification purposes;
f) is intended to be used to set a number of defined information security
objectives applicable to a supplier and acquirer relationship that is a basis for
assurance purposes.
 


	14. Examples of IS  risks
By ISO 27036-1
 


	15. By ISO 27036-2
  


	16. These requirements are  structured given following
supplier relationship life cycle processes:
a) Supplier relationship planning process;
b) Supplier selection process;
c) Supplier relationship agreement process;
d) Supplier relationship management process;
e) Supplier relationship termination process.
By ISO 27036-2
 


	17. NIST SP 800-161  Rev.1
NIST SP 800-161 Rev.1 Cybersecurity Supply Chain
Risk Management Practices for Systems and
Organizations
Cybersecurity Supply Chain Risk Management (C-
SCRM) is a systematic process for managing
exposure to cybersecurity risks throughout the
supply chain and developing appropriate response
strategies, policies, processes, and procedures
The purpose of this publication is to provide
guidance to enterprises on how to identify, assess,
select, and implement risk management processes
and mitigating controls across the enterprise to
help manage cybersecurity risks throughout the
supply chain.
 





	21. Implementation
Level
Associated C-SCRM Practices
Foundational  • Establish a C-SCRM PMO
• Obtain leadership support for C-SCRM
• C-SCRM policies across enterprise-levels
• Define C-SCRM hierarchy
• C-SCRM governance structure
• Well-documented, consistent C-SCRM
processes
• Establish a C-SCRM aware culture
• Quality and reliability program
• Integrate C-SCRM into acquisition/procurement
policies
• Determine FIPS 199 impact levels
• Explicit roles for C-SCRM
• Adequate and dedicated C-SCRM resources
• Defined C-SCRM control baseline
• C-SCRM internal checks and balances to assure
compliance
• Supplier management program
• C-SCRM included in an established incident management
program
• Processes to ensure suppliers disclose vulnerabilities
Sustaining • Threat-informed security program
• Use of third-party assessments, site visits, and
formal certification
• Formal supplier monitoring program
• Defined C-SCRM risk appetite and risk
tolerances
• Formalized information-sharing processes (e.g.,
engages w/ FASC)
• Regular reporting of C-SCRM risks to
executives/ risk committees
• Formal C-SCRM training program
• C-SCRM integrated into SDLC
• C-SCRM integrated into contractual agreements
• Suppliers participate in incident response, disaster
recovery, and contingency planning
• Collaborate with suppliers to improve their cybersecurity
practices
• Formally defined, collected, and reported C-SCRM
metrics
Enhancing • C-SCRM process automation
• Use quantitative risk analysis
• Predictive and adaptive C-SCRM strategies and processes
• Establish or participate in a community of practice
 


	22. Other frameworks
• COBIT  2019 (APO10. Managed Vendors)
• Vendor Management: Using COBIT 5
• ISO/IEC 20000-1:2018 Information technology. Service management.
Part 1: Service management system requirements (8.3.4 Supplier
management)
• ITIL v4 Service Design (Supplier Management)
• Guide to the Project Management Body of Knowledge 6,
PMBOK® Guide) (Project Procurement Management processes)
 


	23. COBIT 2019. APO10  — Managed Vendors
Description: Manage I&T-related
products and services provided by all
types of vendors to meet enterprise
requirements. This includes the search
for and selection of vendors,
management of relationships,
management of contracts, and reviewing
and monitoring of vendor performance
and vendor ecosystem (including
upstream supply chain) for effectiveness
and compliance.
Purpose: Optimize available I&T
capabilities to support the I&T strategy
and road map, minimize the risk
associated with nonperforming or
noncompliant vendors, and ensure
competitive pricing.
APO10.01 Identify and evaluate vendor relationships and contracts.
Continuously search for and identify vendors and categorize them into type, significance and
criticality. Establish criteria to evaluate vendors and contracts. Review the overall portfolio of
existing and alternative vendors and contracts.
APO10.02 Select vendors.
Select suppliers according to a fair and formal practice to ensure a viable best fit based on
specified requirements. Requirements should be optimized with input from potential suppliers.
APO10.03 Manage vendor relationships and contracts.
Formalize and manage the supplier relationship for each supplier. Manage, maintain and
monitor contracts and service delivery. Ensure that new or changed contracts conform to
enterprise standards and legal and regulatory requirements. Deal with contractual disputes.
APO10.04 Manage vendor risk.
Identify and manage risk relating to vendors’ ability to continually provide secure, efficient and
effective service delivery. This also includes the subcontractors or upstream vendors that are
relevant in the service delivery of the direct vendor.
APO10.05 Monitor vendor performance and compliance.
Periodically review overall vendor performance, compliance to contract requirements and
value for money. Address identified issues.
 


	24. COBIT 2019: Inputs  and Outputs, RACI
 


	25. Vendor Management: Using  COBIT5
This publication on vendor management provides additional and more detailed practical
guidance and facilitates the vendor management process for IT and business professionals.
The first action to mitigate vendor-related risk is to establish an effective vendor
management process with goals and objectives that ensure the following:
• Vendor management strategy is consistent with enterprise goals.
• Effective cooperation and governance models are in place.
• Service, quality, cost and business goals are clear.
• All parties perform as agreed.
• Vendor risk is assessed and properly addressed.
• Vendor relationships are working effectively, as measured according to service
objectives.
 




	28. 22 mitigation actions  by COBIT
1. Diversify sourcing strategy to avoid overreliance
or vendor lockin
2. Establish policies and procedures for vendor
management
3. Establish a vendor management governance
model
4. Set up a vendor management organization
within the enterprise
5. Foresee requirements regarding the skills and
competencies of the vendor employees
6. Use standard documents and templates
7. Formulate clear requirements
8. Perform adequate vendor selection
9. Cover all relevant life-cycle events during
contract drafting
10. Determine the adequate security and controls
needed during the relationship
11. Set up SLAs
12. Set up operating level agreements (OLAs) and
underpinning contracts
13. Set up appropriate vendor performance/service
level monitoring and reporting
14. Establish a penalties and reward model with
the vendor
15. Conduct adequate vendor relationship
management during the life cycle
16. Review contracts and SLAs on a periodic basis
17. Conduct vendor risk management
18. Perform an evaluation of compliance with
enterprise policies
19. Perform an evaluation of vendor internal
controls
20. Plan and manage the end of the relationship
21. Use a vendor management system
22. Create data and hardware disposal stipulations
 


	29. ISO/IEC 20000 Service  management
 


	30. 8.3.4 Supplier management
8.3.4.1  Management of external suppliers
The organization shall have one or more designated individuals responsible for managing the relationship, contracts and performance of
external suppliers.
For each external supplier, the organization shall agree a documented contract. The contract shall include or contain a reference to:
a) scope of the services, service components, processes or parts of processes to be provided or operated by the external supplier;
b) requirements to be met by the external supplier;
c) service level targets or other contractual obligations;
d) authorities and responsibilities of the organization and the external supplier.
The organization shall assess the alignment of service level targets or other contractual obligations for the external supplier against SLAs
with customers, and manage identified risks.
The organization shall define and manage the interfaces with the external supplier.
At planned intervals, the organization shall monitor the performance of the external supplier. Where service level targets or other
contractual obligations are not met, the organization shall ensure that opportunities for improvement are identified.
At planned intervals, the organization shall review the contract against current service requirements. Changes identified for the contract
shall be assessed for the impact of the change on the SMS and the services before the change is approved.
Disputes between the organization and the external supplier shall be recorded and managed to closure.
8.3.4.2 Management of internal suppliers and customers acting as a supplier
For each internal supplier or customer acting as a supplier, the organization shall develop, agree and maintain a documented agreement
to define the service level targets, other commitments, activities and interfaces between the parties.
At planned intervals, the organization shall monitor the performance of the internal supplier or the customer acting as a supplier. Where
service level targets or other agreed commitments are not met, the organization shall ensure that opportunities for improvement are
identified.
By ISO 20000
 


	31. Summary. Key topics
1.  Governance model (roles and responsibilities)
2. Information security policy for supplier
relationships / Supplier management
framework
3. Information risk assessments of suppliers
4. Information security requirements
5. Supplier selection criteria
6. Procurement processes
7. Register of suppliers
8. Supplier Contracts and Agreements (+SLA/OLA)
9. Confidentiality agreement (NDA)
10. Information classification, labeling and
handling
11. Information transfer
12. Communication and notification
13. Incident handling
14. Change management (and notification)
15. Monitoring, evaluation and assurance activities
(e.g. audits)
16. Cloud security management
17. Core cloud security controls
18. Outsourcing and Outstaffing
19. Personal Data protection and compliance
20. Cross-border/multi-jurisdictional legislative and
regulatory requirements
21. Exit strategy / termination process (return,
transfer, or verified secure destruction of
physical assets and revocation of access rights)
 


	32. Thanks!
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