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	7. SOUNDARYA EDUCATIONAL TRUST  (R)
SOUNDARYA INSTITUTE OF MANAGEMENT & SCIENCE
Soundarya Nagar, Sidedahalli, Hessaraghatta Main Road, Bangalore
73 Department of Computer Science
BCA- 603: Cryptography and Network Security
Answer the following each carries two marks
UNIT – 1
1. What is information security?
Information security is the state of being protected against the unauthorized access or use
of information. It is also referred as ‘Infosec’.
Example: Disclosure, disruption, modification or destruction of information.
2. What is data integrity?
Data integrity refers to the accuracy and consistency of data stored in a database. It is a
fundamental component of information security and must be imposed when sending data
through a network. It can be achieved by error checking and correction protocols.
3. Who is cryptanalyst?
Cryptanalyst is a person expert in analyzing and breaking codes and ciphers, also able to
decrypt new pieces of cipher text without additional information. The idea for a
cryptanalyst is to extract the secret key.
4. What are the basic properties of divisibility?
If a=1, then a = ±1.
• If a|b and b|a, then a = ±b.
• If a | b and b | c, then a | c
• If a|b and a|c, then a|(m*b + n*c) where m and n are arbitrary integers.
5. What is Brute Force Attack?
The attacker tries every possible key on a piece of cipher text until an intelligible translation
into plaintext is obtained. On average, half of all possible keys must be tried to achieve
success
6. Define Cryptography.
Cryptography is a basic building block in computer security. It originates from Greek
where crypto means secret and graphy means writing, the art of transforming messages to
make them secure and immune to attacks involving three distinct mechanisms: symmetric-
key encipherment, asymmetric-key encipherment and hashing.
 


	8. 7. Distinguish between  active and passive attacks
Active Attack: It is a network exploit in which a hacker attempts to make changes to data on the
target or data en-route to the target.
Passive Attack: They are in the nature of eavesdropping on or monitoring of transmissions.
The goal of the opponent is to obtain information that is being transmitted.
8. Define integrity and non repudiation. (2018)
Integrity: It is designed to protect data from modification, insertion, deletion and replaying by
adversary.
Non-repudiation: It prevents either sender or receiver from denying a transmitted message.
9. Define symmetric key cryptography.
In symmetric key the encryption and decryption keys are known both to the sender and
receiver. It is a cryptographic algorithm that uses the same key for encryption and
decryption.
10. What is FIPS?
Federal Information Processing Standards is the standard publication series of National
Institute of Standard and Technology (NIST). This standard specifies the security
requirements that will be satisfied by a cryptographic model.
11. What is permutation process in cryptography?
A permutation in cryptography is a method of bit-shuffling used to permute or transpose
bits across S-boxes retaining diffusion while transposition.
12. What is co-prime? Give examples
In number theory, two integers a and b are said to be co-prime if the only positive integer
that divide both of them is 1 i.e., the only common factor of two numbers is 1.The
numerator and denominator of a reduced fraction are co-prime.
13. What is integer factorization?
It is a commonly used mathematical problem often used to secure public key encryption
systems. Common practice is to use very large semi primes as the number securing
encryption.
14. Define cipher text with an example.
Cipher text is also known as cryptogram means the encoded message resulting from an
encryption.
Example: Plain text->pay more money
Cipher text->sdbpruhprqhb
 


	9. 15. Find the  GCD of 18 and 48.
GCD(48,18)-> divide 48 by 18 to get q=2 and r=12
Then divide 18 by 12 to get q=1 and r=6
Then divide 12 by 6 to get remainder 0.
UNIT - 2
16. Define Padding in block cipher.
Padding is a way to take data that may or may not be a multiple of the block size for a
cipher and extend it out so that it is. This is required for many block cipher modes as they
require the data to be encrypted to be an exact multiple of the block size.
17. Define stream cipher
The way in which the plain text is processed such that it produces the input elements
continuously and producing output as one element at a time is called as a stream cipher.
18. What is cryptosystem?
A system which converts plain text to cipher text or cipher text to plain text by
the application of encryption/decryption algorithm is known as cryptosystem.
UNIT - 3
19. Write any two applications of RSA algorithm.
This is used regularly in >Web browsers>Chat applications >e-mail >VPN’s
Communication that require securely sending data to servers.
20. Define encryption and decryption.
Encryption is the process of translating plain text data into an unintelligible cipher text.
Decryption is the process of converting cipher text back to understandable plain text.
21. Define Resedue class.
It is a complete set of integers that are congruent modulo for some positive integers. In
modulo, there are exactly different resedue classes and corresponding to the possible
resedues.
UNIT - 4
22. What is Kerberos?
Kerberos is an authentication protocol and at the same time at a KDC that has become
very popular and they provide a centralized authentication server whose function is to
authenticate users to servers and servers to users.
23. Define hashing.
Hashing is a method of cryptography that converts any form of data into a unique string
of text. Any piece of data can be hashed and easy to calculate any hash for any given data.
 


	10. 24. What is  a session?
The associations between two end points i.e., peer to peer communication in bit-
torrent file sharing p2p session ends when the connection between two systems is
terminated.
25. What is Trapdoor one way function?
It is a function that is easy to compute in one direction, yet difficult to compute in
the opposite direction without special information called the ‘trapdoor’.
26. Explain Avalanche Effect.
The Avalanche effect is the desirable property of cryptographic algorithms, typically
block ciphers and cryptographic hash functions, wherein if an input is changed
slightly, the output changes significantly. In case of high quality block ciphers, such a
small change in either the key or the plain text should cause a drastic change in the
cipher text.
27. What is message padding?
Padding is a way to take data that may or may not be a multiple of the block size for a
cipher and extend it out so that it is. This is required for many block cipher modes as
they require the data to be encrypted to be an exact multiple of the block size.
28. Estimate the block size of MD5.
First the MD5 algorithm divides the input in blocks of 512bits each. 64 bits are
inserted at the end of the last block. These 64 bits are used to record the length of the
original input. If last block is less than 512bits some extra bits are padded
29. Define the Diffie-Hellman protocol.
It is a method for two computer users to generate a shared private key with which
there can then exchange information across an insecure channel.
30. List any 2 applications of X.509 certificate.
 Issuer name: this field identifies the CA that issued the certificate.
 Subject name: this field defines the entity that owns the public key stored in this
certificate.
 Validity period: this field defines the earliest time and the latest time during which
the certificate is valid.
 Signature: this field contains the digest of all other fields in the certificate
encrypted by CA’s private key.
 


	11. 31. What is  payload?
The essential data that is being carried within a packet or other transmission unit. It is
the bits that get delivered to the end user at the destination.
32. What is IPSec?
Internet protocol security uses cryptographic security services to protect
communication over internet protocol networks. It supports network layer, peer
authentication, data integrity, confidentiality and replaces protection.
33. Define digital signature.
A digital signature is a technique that binds a person/entity to the digital data. This
binding can be independently verified by receiver as well as any third party. They
were created in response to the rising need to verify information via electronic
systems.
UNIT - 5
34. What are the protocols used to provide IP security?
 Authentication Header (AH)
 Encapsulating Security Payload(ESP)
35. Define S/MIME.
S/MIME-Secure/Multipurpose Internet Mail Extension is a security enhancement to
the MIME internet email format standard, based on technology from RSA Data
security. It is used to send digitally signed and encrypted messages.
36. Define Hijacking
Hijacking is a type of network security attack in which the attacker takes control of a
communication.The most common type of hijacking is when malware infects
your computer and redirects your web browser, homepage, or search engine to a
malicious site or somewhere you don't want to be.
Answer the following each carries five marks
UNIT – 1
1. Explain various security mechanisms.
The various security mechanisms to provide security are as follows-
1. Encipherment:
 


	12. This is hiding  or covering of data which provides confidentiality. It is also used to
complement other mechanisms to provide other services. Cryptography and Steganography
are used for enciphering
2. Digital Integrity:
The data integrity mechanism appends to the data a short check value that has been created
by a specific process from the data itself. Data integrity is preserved by comparing check
value received to the check value generated.
3. Digital Signature:
A digital signature is a means by which the sender can electronically sign the data and the
receiver can electronically verify the signature. Public and private keys can be used.
4. Authentication Exchange:
In this two entities exchange some messages to prove their identity to each other.
5. Traffic Padding:
Traffic padding means inserting some bogus data into the data traffic to thwart the
adversary’s attempt to use the traffic analysis.
2. Explain Euclid’s algorithm with example.
The Euclidean algorithm is an efficient method to compute the greatest common
divisor of two integers. It was first published in Book VII of Euclid's Elements sometime
around 300 BC.
We write gcd (a, b) = d to mean that d is the largest number that will divide
both a and b. If gcd (a, b) = 1 then we say that a and b are co prime or relatively prime.
The gcd is sometimes called the highest common factor (hcf).
Example:
The last non-zero remainder is 1 and therefore gcd (421, 111) = 1
421 = 111 x 3 + 88 (larger number on left)
111 = 88 x 1 + 23 (shift left)
88 = 23 x 3 + 19 (note how 19 moves down the "diagonal")
23 = 19 x 1 + 4
19 = 4 x 4 + 3
4 = 3 x 1 + 1 (last non-zero remainder is 1)
3 = 1 x 3 + 0
 


	13. 3. Discuss the  classification of security goals.
 Confidentiality- Most common aspect of information security, an organization needs to
guard against those malicious actions that endanger the confidentiality of its information
 Data confidentiality: Assures the private or confidentiality information is not made
available or disclosed to unauthorized individuals.
 Privacy – Assures that individuals control or influence what information related to them
may be collected and stored and by whom and to whom that information may be
disclosed.
 Integrity-Guarding against improper information modification or destruction
 Data integrity – Assures that information and programs are changed only in a specified
and authorized manner.
 System integrity- Assures that a system performs its intended function in an unimpaired
manner, free from deliberate or inadvertent unauthorized manipulation of system.
 Availability- Ensuring timely and reliable access to and use of information.
 Authenticity _ the property of being genuine and being able to be verified and trusted
confidence in the validity of a transmission, a message, or message originator.
 Accountability- The security goal that generates the requirement for actions of an entity
to be traced uniquely to the entity.
4. Find GCD (2740, 1760) using Euclidean algorithm.
GCD of 2740 and 1760 is 20
Step1: Divide the larger number by the smaller one: 2740÷1760= 1+980;
Step 2: Divide the smaller number by the above operation’ remainder: 1760÷980= 1+780;
Step 3: Divide the remainder from the step 1 by the remainder from the step2: 980÷780=
1+200;
Step 4: Divide the remainder from the step 2 by the remainder from the step3: 780÷200=
3+180;
Step 5: Divide the remainder from the step 3 by the remainder from the step4: 200÷180=
1+20;
Step 6: Divide the remainder from the step 4 by the remainder from the step5: 180÷20=
9+0;
At this step, the remainder is zero, so we stop: 20 is the number we were looking for,
the last remainder that is not zero. This is the greatest common factor (divisor).
 


	14. Greatest (highest) common  factor (divisor): gcf, gcd (2740;1760) = 20 = 22
x 5;
q R1 R2 r
1 2740 1760 980
1 1760 980 780
1 980 780 200
3 780 200 180
1 200 180 20
9 180 20 0
GCD of 2740 and 1760 is 20
5. Compare steganography and watermarking.
The word steganography, the art of secret writing is derived from the Greek word steganos, meaning
“covered” and graphy, meaning “to write. The modern version of steganography involves hiding
information within files that contain digital pictures.
Basic components of steganosystems are:
 Cover text is an original unaltered message.
 Embedding is a process in which the sender Alice tries to hide a message by embedding it into
a cover text.
 Stegotext – (stego-data-stego-object)
 Recovering process in which the receiver Bob tries to get using the key only not the cover text
the hidden message in the stegotext.
 Security requirement is that a third person watching such a communication should not be able
to find out whether the sender has been active and when in the sense that he really embedded a
message in the cover text.
Watermarking techniques is to provide a proof of ownership of digital data by embedding copyright
statements into video or image digital products. Or in other words watermarking is the process of
hiding digital information in a carrier signal. Watermarking leaves the original file/image intact and
recognizable. Its characteristics are readily detectable, unambiguous, robust and visible. Its
classifications are:
 Based on visibility of watermarks
 Based on the content to be watermarked
 Digital wa
 


	15. 6. Explain the  practical applications of watermarking.
In a broadcast monitoring system identifying data is added to the video/audio signal prior to
transmission.
I. Two kinds of monitoring system exist
i. Passive Monitoring
 Recognize the content being broadcast
 Compares received signals against a database of known content
 Very expensive as large frames need to be compared
ii. Active Monitoring
 Rely on information that is broadcast along with the content
 Relatively easier to implement
 Identification information is easily to interpret
II. Automatic monitoring and tracking of copy-write material on WEB
 Automatic audit of radio transmissions
 Data augmentation- to add information for the benefit of the public
 Fingerprinting applications
UNIT-2
7. Explain transposition cipher with an example.
All the techniques examined so far involves the substitution of a cipher text symbol for a plaintext
symbol. A very different kind of mapping is achieved by performing some sort of permutation on the
plaintext letters. This technique is referred to as a transposition cipher.
The simplest such cipher is the rail fence technique, in which the plaintext is written down as a
sequence of diagonals and then read off as a sequence of rows.
Example: To encipher the message “meet me after the party” with a rail fence of depth 2, we write the
following:
m e m a t r h p r y
e t e f e t e a t
The encrypted message is mematrhpryetefeteat.
8. Explain Caesar cipher with an example.
The Caesar or shift cipher is earliest known use of a substitution cipher and the simplest
 


	16. was by Julius  Caesar. The Caesar cipher involves replacing each letter of the alphabet
with the letter standing 3 places further down the alphabet.
Example:
Plaintext: pay more money
Cipher text: sdb pruh prqhb
A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25
Let us assign a numerical equivalent to each letter
Note that the alphabet is wrapped around, so that letter following ‘z’ is ‘a’.
For each plaintext letter p, substitute the cipher text letter c such that
C=E(p)=(p+3) mod 26
A shift may be any amount, so that general Caesar algorithm is
C=E(p)=(p+k) mod 26
Where k takes on a value in the range 1 to 25 . The decryption algorithm is simply
P=D(C)=(C-k) mod 26.
9. With a neat diagram explain the general structure of DES.
The encryption process is made of two permutations (p-boxes), which we call initial and final
permutation and 16 fiestal rounds. Each round uses a different 48 bit round key generated from the
 


	17. cipher key according  to a predefined algorithm. The elements of DES cipher at the encryption site is
shown in the below diagram. The Data Encryption System (DES) is a symmetric key block cipher
published by the National Institute of Standards and Technology (NIST). At the encryption site, DES
takes a 64bit plaintext and creates a 64 bit cipher text, at the decryptionsite DES takes a 64 bit cipher
text and creates a 64 bit block of plaintext. The same 56 bit cipher key is used for both encryption and
decryption.
10. Differentiate between block cipher and a stream cipher.
Block cipher
 Block Cipher converts the plain text into
cipher text by taking plain text’s block at
a time.
 Block cipher uses either 64 bits or more
than 64 bits.
 The complexity of block cipher is simple.
 Block cipher Uses confusion as well as
diffusion.
 In block cipher, reverse encrypted text is
hard.
 The algorithm modes which are used in
block cipher are: ECB (Electronic Code
Book) and CBC (Cipher Block Chaining).
Stream cipher
 Stream Cipher Converts the plain text into cipher
text by taking 1 byte of plain text at a time.
 While stream cipher uses 8 bits
 While stream cipher is more complex
 While stream cipher uses only confusion
 While in stream cipher, reverse encrypted text is
easy
 The algorithm modes which are used in stream
cipher are: CFB (Cipher Feedback)
UNIT-3
11. Explain CBC mode of operation.
CBC mode of operation provides message dependence for generating ciphertext and
makes the system non-deterministic.
 


	18. The operation of  CBC mode is depicted in the following illustration. The steps are as
follows:
 Load the n-bit Initialization Vector (IV) in the top register.
 XOR the n-bit plaintext block with data value in top register.
 Encrypt the result of XOR operation with underlying block cipher with key K.
 Feed ciphertext block into top register and continue the operation till all plaintext
blocks are processed.
 For decryption, IV data is XORed with first ciphertext block decrypted. The first
ciphertext block is also fed into to register replacing IV for decrypting next
ciphertext block.
12. State the important properties of public key encryption scheme.
Characteristics of Public Encryption key:
 Public key Encryption is important because it is infeasible to determine the decryption
key given only the knowledge of the cryptographic algorithm and encryption key.
 Either of the two key (Public and Private key) can be used for encryption with other key
used for decryption.
 Due to Public key cryptosystem, public keys can be freely shared, allowing users an
easy and convenient method for encrypting content and verifying digital signatures, and
private keys can be kept secret, and ensuring only the owners of the private keys can
decrypt content and create digital signatures.
 The most widely used public-key cryptosystem is RSA (Rivest–Shamir–Adleman). The
difficulty of finding the prime factors of a composite number is the backbone of RSA.
Example:
Public keys of every user are present in the Public key Register. If B wants to send a
confidential message to C, then B encrypts the message using C Public key. When C receives
the message from B then C can decrypt it using its own Private Key. No other recipient other
than C can decrypt the message because only C know C’s private key.
 


	19. 13. What is  primality test? Explain in brief.
A deterministic primality testing algorithm accepts an integer and always outputs a prime or
composite.
Divisibility algorithm: The most elementary deterministic test for primality is the divisibility
test. We use as divisors all numbers smaller that √𝑛 . If any of the numbers divides n,
then n is composite. Algorithm shown below shows it is very inefficient form.
Divisibility (n)
{
R  2
while (r < √𝑛)
{
If(r|n) return “a composite”
R  r+1
}
return “a prime”
}
14. Explain Fermat’s little theorem.
Fermat’s little theorem plays a very important role in number theory
and cryptography. Two versions of the theorem are
First theorem: The first version says that if p is a prime and a is an integer such that p does
not divide a, then
ap-1
≡ 1 mod p
Second theorem: The second version removes the condition on a. It says that if p is a prime
and a is an integer, then
 


	20. an
≡ a mod  p
Example:
I. To find result of 610
mod 11
We have 610
mod 11=1. This is first version where p=11
II. To find result of 312
mod 11
Here the exponent (12) and the modulus(11) are not the same. With substitution this can be
solved using Fermat’s little theorem.
UNIT- 4
15. Explain digital signature process with a neat diagram.
The steps to process a digital signature are:-
 The sender uses a signing algorithm to sign the message
 The message and the signature are sent to the receiver
 The receiver receives the message and the signature and applies the verifying
algorithm to the combination if the result is true, the message is accepted, and
otherwise it is rejected.
 Need for keys: In a digital signature, the signer uses he/she uses her private key, applied
to a signing algorithm, to sign the document, the verifier, on the other hand, uses the
public key of the signer, applied to verifying algorithm, to verify the document. In digital
signature s public and private keys as used in a crypto system for confidentiality. The
sender uses the public key of the receiver to encrypt. The receivers use his/her own
private key to decrypt.
 


	21. 16. Why SHA  more secure than MD5?
 MD5 can create 128 bits long message digest while SHA1 generates 160 bits long
message digest.
 To discern the original message the attacker would need 2128
operations while using the
MD5 algorithm. On the other hand, in SHA1 it will be 2160
which makes it quite difficult
to find.
 If the attacker wants to find the two messages having the same message digest, he would
require 264
operations for MD5 whereas 280
for SHA1.
 When it comes to security by the above-given fact SHA1 hold more points relative to
MD5.
MD5 is faster than SHA1, but SHA1 is more complex as compared to MD5.
17. State and explain the principles of public key cryptography.
 Public key Encryption is important because it is infeasible to determine the decryption
key given only the knowledge of the cryptographic algorithm and encryption key.
 Either of the two key (Public and Private key) can be used for encryption with other key
used for decryption.
 Due to Public key cryptosystem, public keys can be freely shared, allowing users an
easy and convenient method for encrypting content and verifying digital signatures, and
private keys can be kept secret, and ensuring only the owners of the private keys can
decrypt content and create digital signatures.
 The most widely used public-key cryptosystem is RSA (Rivest–Shamir–Adleman). The
difficulty of finding the prime factors of a composite number is the backbone of RSA.
Example :
Public keys of every user are present in the Public key Register. If B wants to send a
confidential message to C, then B encrypt the message using C Public key. When C receives
 


	22. the message from  B then C can decrypt it using its own Private key. No other recipient other
than C can decrypt the message because only C know C’s private key.
UNIT-5
18. Explain PGP services.
o PGP stands for Pretty Good Privacy (PGP) which is invented by Phil Zimmermann.
o Pretty Good Privacy (PGP) can be used to create a secure e-mail message or to store a
file securely for future retrieval.
o PGP was designed to provide all four aspects of security, i.e., privacy, integrity,
authentication, and non-repudiation in the sending of email.
o PGP uses a digital signature (a combination of hashing and public key encryption) to
provide integrity, authentication, and non-repudiation.
o PGP is an open source and freely available software package for email security.
o PGP provides authentication through the use of Digital Signature.
19. Compare SSL and TLS protocols.
SSL Protocol TLS Protocol
Secure Socket Layer protocol Transport Layer Protocol
SSL network protocol allows data to be
transferred privately security between a web
server browser
TLS network protocol allows data to be
transferred privately security between a web
server browser
Prevents intruders from tampering TLS will add latency to your sites traffic
Preventing intruders from passively listening Hand shake is resource intensive
Secure your site using HTTPS (It is HTTP TLS will add complexity to your server
Public key
(C)
Public key
(A,B,C,D)
Encryption
Algorithm
Plain Text
Cipher Text
Plain
Text
Decryption
Algorithm
 


	23. protocol embedded within  TLS protocol
HTTP)
management uses HTTP, TLS connection
will be significantly faster
SSL is older TLS is modern encryption standard
SSL Version two or SSL V2
SSL V3- Currently used version
TLS V1.0
TLS V2.1
TLS V2.2
V1.3 currently using
20. Briefly explain the architecture of SSL.
SSL Architecture:
SSL is designed to provide security and compression services to data generated from the
application layer:
Services provided by SSL are:
 Fragmentation: Each upper layer message is fragmented into blocks of 214 bytes
(16384bytes) or less.
 Compression: Each fragment of data is compressed using one of the optionally
applied. Compression must be lossless negotiated between the client and server.
 Message Integrity: To preserve the integrity of data, SSL uses keyed-hash function to
create a MAC
 Confidentiality: To provide confidentiality, the original data and the MAC encrypted
using symmetric encryption.
 


	24.  Framing: A  header is added to the encrypted payload. The pay load is then passed to a
reliable transport layer protocol.
21. Explain tunnel mode of IPSec.
Tunnel mode provides protection to the entire IP packet. To achieve this, the header or
trailer fields are added to the IP packet, the entire packet plus security fields is treated as the
payload of new “outer” IP packet with a new outer IP header.
The entire original, or inner, packet travels through a “tunnel” from one point of an IP
network to another; no routers along the way are able to examine the inner IP header.
Because the original packet is encapsulated, the new, larger packet may have totally different
source and destination addresses, adding to the security. With the tunnel mode, a number of
hosts on the networks behind firewalls may engage in secure communications without
implementing IPSec.
Section C
Answer the following each carries fifteen marks
1) a) Explain key elements of public key encryption. 2017 QP (unit-3)
The public key can be known by everyone and is used for encrypting messages. The
intention is that messages encrypted with the public key can only be decrypted in a
reasonable amount of time using the private key.
Public-key encryption is a system that uses two keys a public key known to everyone
and a private or secret key known only to the recipient of the message. An important
 


	25. element to the  public key system is that the public and private keys are related in such a
way that only the public key can be used to encrypt messages and only the corresponding
private key can be used to decrypt them. In RSA encryption/decryption ring is public
because the modulus n is public. Anyone can send message to Bob using his public key,
encryption in RSA can be using the algorithm with polynomial time.
b) Differentiate equality and congruence with examples. (unit-1)
Equality: Two matrices are said to be equal if they have two same number of
rows and columns and corresponding elements are equal.
In other words we can say
A=B if aij=bij for all if i’s and j’s.
Congruence: This term is used instead of equality. Mapping of z to Zn is not one
to one. Infinite members of z can map to one member of Zn.
For congruence operator we will use(≡).
We add the phrase to the right side of modulus to define the value of modulus that makes the
relationship valid.
Ex: 2≡12(mod10) 2=>remainder
2) a) Draw the block diagram of DES algorithm. Explain briefly. (unit-2)
The processing on the plaintext proceeds in three phases. First, the 64bit plaintext passes
through an initial permutation (IP) that rearranges the bits to produce the permuted input.
This is followed by a phase consisting of 16 rounds of the same function, which involves
both permutation and substitution functions. The output of the last (sixteenth) round
 


	26. consists of 64  bits that are a function of the input plaintext and the key. The left and right
halves of the output are swapped to produce the pre output. Finally, the pre output is
passed through a permutation (IP-1
) that is the inverse of the initial permutation function,
to produce the 64-bit cipher text. With the exception of the initial and final permutation
function. Then, for each of the 16 rounds, a sub key (Ki) is produced by the combination
of a left circular shift and a permutation. The permutation function is the same for each
round, but a different sub key is produced because of the repeated shifts of the key bits.
b) Write a short note on multiple DES. (unit-2)
Multiple DES-Conventional Encryption Algorithms
If a block cipher has a key size, which is small in context to the present day computation
power, then a natural way out may be to perform multiple encryptions by the block cipher. As
an example, consider the DES algorithm which has a key size of 56 bits, which is short in
context to the modern computation capability. The threat is that such a key value can be
evaluated by brute force key search. Hence two DES applications give what is known as 2-
DES.
 DES and Meet in the Middle Attack
Consider a message m, which is to be encrypted. The corresponding block cipher for one
application of the DES applications is represented by EK, where k is the corresponding DES
key. The output of 2-DES is c=EK2(EK1(m)). To decrypt similarly, m=Dk1(DK2(c)). This
 


	27. cipher, 2-DES should  offer additional security, equivalent to both k1 and k2. The cipher2-DES
obtained by the composition of two ciphers. Such an idea can similarly be extended to
multiple ciphers. It may be noted that such a product on the DES cipher is expected to
provide additional security, because DES does not form a group under the composition
operation.
 Meet-in-the-middle(MIM) Attack and 3DES
There are in general two flavors of 3-DES.There are at least two flavors of implementation
of 3-DES.
 The first implementation uses three keys, namely K1, K2, K3. The cipher text of m
is thus obtained by C=DESk1[DESk2 (DESk3(m))].
 The second way to implement 3-DES using two keys, thus C=DESk1[DES-1
k2
(DESk3(m))] thus if the keys K1 and K2 are the same then we obtain a single DES.
This backward compatibility of the two key version of 3-DES is the reason why the
middle layer is a decryption. It has otherwise no security implications.
3) a) Explain Fermat’s theorem of primality test. (unit-3)
Fermat’s little theorem plays a very important role in number theory and cryptography.
Two versions of the theorem are:
FIRST THEOREM
The first version says that if p is a prime and a is an integer such that p does not divide a,
then ap-1
≡1 mod p
SECOND THEOREM
The second version removes the condition on a. It says that if p is a prime and a is an
integer, then ap
≡a mod p
Example:
i) Find the result of 610
mod 11
We have 610
mod 11=1. This is the first version of theorem where p=11
ii) Find the result of 312
mod 11
Here the exponent (12) and the modulus (11) are not the same. With substitution this can be
solved using Fermat’s little theorem.
312
mod 11= (311
* 3) mod 11= (311
mod 11) (3 mod 11) = (3*3) mod 11=9
MULTIPLICATIVE INVERSE
If p is a prime and a s an integer such that p does not divide a(p|a), then a-1
mod p=ap-2
mod
 


	28. p. This application  eliminates the use of extended Euclidean algorithm for finding some
multiplication inverses.
Example: 8-4
mod 17=817-2
mod 17=815
mod 17= 15 mod 17
b) Explain RSA algorithm with one example. (unit-3)
RSA algorithm is a public key encryption technique and is considered as the most
secure way of encryption.
The RSA algorithm holds the following features:
 RSA algorithm is a popular exponentiation in a finite field over integers including
prime numbers.
 The integers used by this method are sufficiently large making it difficult to solve.
 There are two sets of keys in this algorithm: private key and public key.
You will have to go through the following steps to work on RSA algorithm −
Step 1: Generate the RSA modulus
The initial procedure begins with selection of two prime numbers namely p and q, and then
calculating their product N, as shown −
N=p*q
Here, let N be the specified large number.
Step 2: Derived Number (e)
Consider number e as a derived number which should be greater than 1 and less than (p-1)
and (q-1). The primary condition will be that there should be no common factor of (p-1) and
(q-1) except 1
Step 3: Public key
The specified pair of numbers n and e forms the RSA public key and it is made public.
Step 4: Private Key
Private Key d is calculated from the numbers p, q and e. The mathematical relationship
between the numbers is as follows −
ed = 1 mod (p-1) (q-1)
The above formula is the basic formula for Extended Euclidean Algorithm, which takes p
and q as the input parameters.
4) a) Write a short note on Whirlpool hash function. (unit-4)
Whirlpool is a cryptographic hash function. It was designed by Vincent Rijmen and
Paulo S.L.M Barreto, who first described it in 2000. The hash has been recommended by
 


	29. the NESSIE project.  It has also been adopted by the ISO and IEC as part of the joint
whirlpool. The block cipher is a modified AES cipher that has been tailored for this
purpose. This is a 512-bit hash function three versions of whirlpool have been released,
they are
i) WHIRLPOOL-0
ii) WHIRLPOOL-T
iii) WHIRLPOOL
Steps to prepare the message:
 Whirlpool requires that the length of original message be less than 256bits.
 A message needs to be padded before being processed. The padding is a single 1-bit
followed by the necessary numbers of 0-bits to make length of padding an odd multiple
of 256 bits
 After padding a block of 256 bits is added to define length of original message.
 After padding and adding the length field, the augmented message size is an even
multiple of 256 bits or multiple of 512 bits.
 Whirlpool creates a digest of 512 bits from a multiple of 512 bit block message.
 H0 is initialized to all 0’s this becomes the cipher key for first block.
 The cipher text resulting from each block becomes the cipher key for next block after
being XO red with previous cipher key and plain text block.
 The message is the final 512-bit cipher text after the last XOR operation.
 


	30. b) Explain the  Diffie Helman key agreement. (unit-4)
In Diffie Helman protocol, two parties create a symmetric session key without the need
of a KDC.
 Before establishing a symmetric key, the two parties need to choose two numbers:
pA large prime number on the order of 300 decimal digits(1024 bits)
gA generator of order p-1 in the group<Zp*.x>
 These p and g do not need to be confidential
They can be sent through the Internet; can be public.
The following steps are as follows:
1. Alice choose a large random number x such that 0 ≤ x ≤ (p-1) and calculates R1=gx mod
p.
2. Bob chooses another large random number y such that 0 ≤ y ≤(p-1) and calculates R2=gy
mod p.
3. Alice sends R1 to Bob (but not sends the value of x)
4. Bob sends R2 to Alice (but not sends the value of y)
5. Alice calculate K=(R2)x
mod p
6. Bob calculate K=(R1)y
mod p
Where K is the symmetric key for the session
 Bob has calculate K as:
R1=gx
mod p
 


	31. K=(R1)y
mod p=( gx
mod  p)y mod p=gxy
mod p
 Alice has calculated K as:
R2=gy
mod p
K=(R2)x
mod p=( gy
mod p)x mod p=gxy
mod p
Both have reached the same value without Bob knowing the value of x and without Alice
knowing the value of y.
The symmetric (shared) key in the Diffie-Hellman method is K = gxy
mod p.
5) a) Write a short note on IKE. (unit-5)
Internet key exchange: The key management portion of IPSec involves the
determination and distribution of secret keys. A typical requirement is four keys for
communication between two applications: transmit and receive pairs for both integrity
and confidentiality.
The IPSec Architecture document mandates support for two types of key management:
 Manual: A system administrator manually configures each system with its own keys and
with the keys of other communicating systems.
 Automated: An automated system enables the on-demand creation of keys for SAS and
facilities the use of keys in a large distributed system with an evolving configuration. The
Internet Key Exchange (IKE) is a protocol designed to create both inbound and outbound
security associations.
The IKE is a complex protocol based on three other protocol :
 Oakley key determination protocol
 Secure key exchange mechanism(SKEME)
 Internet security association and key management protocol(ISAKMP)
b) Explain the modes of IPSec. (unit-5)
The types of IPSec are:
 Transport mode
 Tunnel mode
Transport mode
Transport mode provides protection primarily for upper layer protocols. That is, transport
mode protects the payload of an IP packet, the pay load to be encapsulated in the network
layer.
 


	32. Transport mode is  normally used when we need to protect end-to-end protection of data.
The sending host uses IPSec to authenticate and/or encryot the payload coming from the
transport layer. The receiving host uses IPSec to check the authentication and/or decrypt
the IP packet and send to transport layer.
Tunnel mode:
Tunnel mode provides the protection to the entire IP packet. To achieve this, the header
or trailer fields are added to the IP packet, the entire packet plus security fields is treated
as the payload of new “outer” IP packet with a new outer IP header.
The entire original, or inner, packet travels through a “tunnel” from one point of an IP
 


	33. network to another,  no routers along the way are able to examine the inner IP header.
Because the original packet is encapsulated, the new, larger packet may have totally
different source and destination addresses, adding to the security. With tunnel mode, a
number of hosts on networks behind firewalls may engage in secure communications
without implementing IPSec.
1) a) Explain in detail the taxonomy of attacks with relation to security goals. (unit-1)
2018
Attacks: Any action that compromises the security of information owned by an
organization. Three goals of security- confidentiality, integrity and availability can be
threatened by security attacks.
Passive Attacks: Attempts to learn or make use of information from the system but does not
affect system resources. They are in the nature of eavesdropping on, or monitoring of
transmissions. The goal of the opponent is to obtain information that is being transmitted.
i) Release of message contents – A telephone conversation, an electronic mail
message, and a transferred file may contain sensitive or confidential information.
 


	34. ii) Traffic analysis  – The eavesdropper analyses the traffic, determine the location,
identify communicating hosts, and observes the frequency and length of being
exchanged. Using all these information they predict the nature of communication
is analysed through network but it cannot be altered.
Active Attacks: An active is a network exploit in which a hacker attempts to make
changes to data on the target or data en-route to the target. In other words an active attack
involves some modification of the data stream or the creation of a false stream and can be
subdivided into four categories:
i) Masquerade – It may be attempted through the use of stolen login ID’s and
passwords, through finding security gaps in program or through bypassing the
authentication mechanism.
Ex: An attacker might steal the bank card and pin and pretend to be the customer.
ii) Replay attack – A hacker steals an authorized user’s log in information by
stealing the session ID. It involves the passive capture of a data unit and its
subsequent retransmission to produce an unauthorized effect.
iii) Modification of messages – An intruder alters packet header addresses to direct a
message to a different destination or modify the data on a target machine.
iv) Repudiation – Denial of service attack : Its is performed by one of the two parties
in the communication The sender of the message might later deny that she has
sent the message or receive of the message.. Might later deny that he has received
the message
b) Discuss Extended Euclidean Algorithm (unit-1)
Given two integers a & b. We need to find the other two integers s & t such that
s * a + t * b = gcd(a,b)
The purpose of extended Euclidean algorithm is in Euclidean algorithm only we are
concentrating about a, b & r. Here as an extension the value of sand t are find out by this
method.
The extended Euclidean algorithm uses the same number of step as Euclidean algorithm.
In each step, the three sets of calculations & exchanges instead of one.
The algorithm uses three set of variables r’s, s’s & t’s
 


	35. In each step  r1 r2 & r have the same values as in Euclidean algorithm. The variables r1, r2 are
initialized to the values of a and b respectively. The variables s1 * s2 are initialized to 1 &
0 respectively. The variables t1 and t2 are initialized to 0 & 1 respectively. The
calculations of r, s, & t are similar. Example:
2) a) Explain steps in DES Algorithm (unit-2)
The overall scheme for DES encryption is illustrated in the below figure. As with any
encryption scheme, there are two inputs to the encryption function: the plaintext to be
encrypted and the key. In this case, the plain text must be 64-bits in length and the key is 56
bits in length. The processing of the plaintext proceeds in three phases. First, the 64-bit
plaintext passes through an initial permutation (IP) that rearranges the bits to produce the
permuted input. This is followed by a phase consisting of 16 rounds of the same function,
which involves both permutation and substitute functions. The output of the last (sixteenth)
round consists of 64 bits that are a function of the input plaintext and the key. The left and
right halves of the output are swapped to produce the preoutput.
 


	36. Finally, the preoutput  is passed through a permutation (IP-1
) that is the inverse of the initial
permutation function, to produce the 64-bit ciphertext. With the exception of the initial and
final permutations, DES has the exact structure of a Fiestal cipher. Initially, the key is passed
through a permutation function. Then, for each of the 16 rounds, a subkey (k1) is produced by
the combination of a left circular shift and a permutation. The permutation function is the
same for each round, but a different subkey is produced because of the repeated shifts of the
key bits.
b) Discuss any two modes of operation in DES. (unit-3)
Electronic Codebook (ECB) Mode
The simplest mode of operation is called the electronic codebook (ECB) mode.
Encryption: Ci=Ek (Pi) Decryption: Pi=Dk(Ci)
 


	37. The simplest method  of running a block cipher is in the ECB mode. In this scheme,
the message to be encrypted is first broken up into blocks of data equivalent to the cipher
block size. If the fragment is less than this length, then padding can be used to ensure the
entire block of information is filled. This method is typically insecure against modern
cryptanalysis since the equal plaintext blocks always create equal ciphertext using the
same key. As a result, patterns from the plain text message can be detected in the
ciphertext output and ultimately be cracked.
Cipher Block Chaining (CBC) Mode
Encryption: Decryption:
C0=IV C0=IV
Ci=Ek(Pi⊕Ci-1) Pi=Dk(Ci)⊕Ci-1
It can be proved that each plaintext block at Alice’s site is recovered exactly at Bob’s site.
Because the encryption and decryption are inverses of each other.
Pi=Dk(Ci)⊕Ci-1=Dk(EK(Pi⊕Ci-1))⊕Ci-1=Pi⊕Ci-1⊕Ci-1=Pi
Initialization vector (IV)
The initialization vector (IV) should be known by the sender and the receiver.
In CBC mode, a single bit error in cipher text block Cj during transmission may create error
in most bits in plain text block Pj during decryption.
The CBC mode, the initialization vector is sent along with the plaintext message. The value
of the initialization vector has to be a pseudo-random or random value. It is added to the first
plaintext block using an XOR operation prior to the initial encryption operation. The cipher
text output from the first encryption block is subsequently used as the initializing vector for
the next plaintext block meant to encrypt.
 


	38. 3) a) State  and explain Chinese Remainder theorem with an example. (unit-3)
The Chinese remainder theorem (CRT) is used to solve a set of congruent equations
with one variable but different moduli, which are relatively prime, as shown below
x≡a1 (mod m1)
x≡a2 (mod m2)
x≡ak (mod mk)
The CRT states that the above equations have a unique solution if the moduli are relatively
prime
Example: x≡2 (mod 3)
x≡3 (mod 5)
x≡2 (mod 7)
The solution to this set of equations is given in the next section; for the moment, note that the
answer to this set of equations is x=23. This value satisfies all equations: 23≡2 (mod 3), 23≡3
(mod 5), and 23≡2 (mod 7).
Solution to CRT
1. Find M=m1 * m2 *…. * mk. This is the common modulus
2. Find M1=M/m1, M2=M/m2,….., Mk=M/mk
3. Find the multiplicative inverse of M1,M2,….,Mk using the corresponding moduli
(m1,m2,,….,m3). Call the inverses M1
-1
,M2
-1
,….,Mk
-1
.
4. The solution to the simultaneous equations is
X=(a1*M1*M1
-1
+a2*M2*M2
-1
+…+ak*Mk*Mk
-1
) mod M
b) Discuss different attacks on RSA (unit-3)
 


	39. Factorization Attack
The security  of RSA is based on the idea that the modulus is so large that is infeasible to
factor it in a reasonable time. Bob selects p and q and calculates n=p*q. Although n is
public, p and q are secret. If Eve can factor n and obtain p and q, she can calculate
Ҩ(n)=(p-1)(q-1).Eve then calculated d=e-1 mod Ҩ(n) because e is public. The private
exponent d is the trapdoor that Eve can use to decrypt any encrypted message.
Choosen ciphertext attack
A potential attack on RSA is based on the multiplicative property of RSA. Assume Alice
creates the cipher text sends C to Bob. Also assume that Bob will decrypt any arbitrary
cipher text for Eve, other than C.
Attacks on the encryption exponent
To reduce the encryption time, it is tempting to use a small encryption exponent e. The
common value for e is e=3.
Coppersmith theorem attack
To major low encryption exponent attack is refused to as the coppersmith theorem attack.
According to the theorem in a modulo-n-polynomial f(x) of degree e, one can use an
algorithm of the complexity log n to find the roots are smaller than n1/e
.
Broadcast attack
If one entity sends the same message to a group of recipients with the same low
encryption exponent then it is a type of broadcast attack.
Related message attack
 


	40. This attack is  discovered by Franklin Reiter. Alice encrypt two plaintexts P1 and P2
and encrypts them with e=3 and sends C1 and C2 to Bob. If P1 is related P2 by a linear
function, then Eve can recover P1 and P2 in a feasible computation time.
Short pad attack
This attack is discovered by Coppersmith. Alice as a message M to send to Bob. She
pads the message with r1 encrypts the result to get C1 and sends C1 to Bob. Eve intercepts
C1 and drops it. Bob informs Alice that he has not received message , so Alice pads the
message again with r2, encrypt it and are cipher text belonging to the same plain text.
Attacks on the decryption exponent
Two forms of attacks can be launched on the decryption exponent.
->Revealed exponent & low decryption exponent attack
Low Decryption exponent attack
Bob may think that using a small private key –d would make the decryption process
faster for him. Wiener should that if d< 1
3
⁄ n1/4
, a special type of attack based on
continuous fraction.
Plain text attacks
Plaintext and ciphertext in RSA are permutations of each other because they are
integer in the same interval (0 to n-1).
4) a) Explain digital signature process with its security mechanism. (unit-4)
• Encipherment – It is hiding or covering of data ( crypto and steganography)
• Data Integrity – This mechanism append to the data a short check value that has been
created by a specific process from data itself. The receiver receives the data and checks the
value .He creates new check value from received data and compares the newly created check
value with the one received.
• Digital signature – The data appendned to or a cryptographic transformation of a data unit
that allows a recipient of the data unit to prove the source and integrity of the data unit and
protect forgery
• Authentication Exchange – Two entities exchange some message to prove their identify to
each other – Something the user knows(unique secret) – Something the user has(security
card) – Something the user is(fingerprint, retina voice)
• Traffic padding – It means inserting some dummy data into a network and present to the
intruder different traffic pattern.
 


	41. • Routing Control  – It means selecting and continuously changing different available routes
between the sender and the receiver to prevent eavesdropping
• Notarization – It means selecting third trusted party to control the communication between
two parties. This can be done to prevent repudiation
• Access Control – It uses method to prove that user has to right to the data or resources
owned by a system
b) Write a note on Kerberos (unit-4)
Kerberos is an authentication protocol, and at the same time a KDC that has become
very popular several systems including Windows 2000, use Kerberos, originally designed at
MIT, it is named after three headed dog in Greek mythology that guards the gates of Hades.
Properties of Kerberos are:
 A workstation cannot be trusted to identify its users correctly to network services.
 A user may gain access to a particular workstation and pretend to be another user
operating from that work station.
 A user may alter the network address of a workstation so that the requests sent from the
altered workstation appear to come from the impersonated workstation.
 A user may eavesdrop on exchanges and use a replay attack to gain entrance to a server or
to disrupt operations.
 Kerberos provides a centralized authentication server whose function is to authenticate
users to servers and servers to users.
 Relies exclusively on symmetric encryption, making no use of public key encryption.
5) a) Explain Public Key Infrastructure(PKI) in detail (unit-4)
 


	42. PKI is a  model for creating, distributing and revoking certificates based on the X.509. IETF
has created the public key infrastructure X.509(PKIX).
Some duties of PKI
 Issue, renew and revoke certificates.
 Store and update private keys for members who wish to hold their private keys at
a safe place.
 Provides services to other internet security protocols that need public key info
such as IPSec and TLS.
 Provide access control i.e., levels of information stored in its database.
PKI Trust Model
For scalability, there should be many certification authorities in the world;
each CA handles a specified number of certificates.
 The PKI trust model defines the rules that specify how a user can verify a
certificate received from a CA
 As an example, the PKI hierarchical trust model defines hierarchical rules that
specify how a user can verify a certificate received from a CA.
 PKI uses the following notation to denote the certificate issued and signed by
certification authority X for entity Y. X<<Y>>
b) Differentiate between MIME and S/MIME (unit-5)
PGP/MIME is an open source software package that is designed for the purpose of email
security. Phil Zimmerman developed it. It provides the basic or fundamental needs of
cryptography. In this multiple steps such are taken to secure the email, these are:
1) Confidentiality
2) Authentication
3) Compression
4) Resemble
5) Segmentation
6) E-mail compatibility
2. Secure/Multipurpose Internet Mail Extension (S/MIME) :
S/MIME is a security-enhanced version of Multipurpose Internet Mail Extension (MIME). In
this, public key cryptography is used for digital sign, encrypt or decrypt the email. User
 


	43. acquires a public-private  key pair with a trusted authority and then makes appropriate use of
those keys with email applications.
Difference between MIME/PGP and S/MIME :
1. It is designed for processing
the plain texts
While it is designed to process email as well as
many multimedia files.
2. PGP is less costly as
compared to S/MIME.
While S/MIME is comparatively expensive.
3. PGP is good for personal as
well as office use.
While it is good for industrial use.
4. PGP is less efficient than
S/MIME.
While it is more efficient than PGP.
5. It depends on user key
exchange.
Whereas it relies on a hierarchically valid
certificate for key exchange.
6. PGP is comparatively less
convenient.
While it is more convenient than PGP due to the
secure transformation of all the applications.
7. PGP contains 4096 public
keys.
While it contains only 1024 public keys.
8. PGP is the standard for
strong encryption.
While it is also the standard for strong encryption
but has some drawbacks.
9. PGP is also be used in
VPNs.
While it is not used in VPNs, it is only used in
email services.
10. PGP uses Diffie hellman
digital signature.
While it uses Elgamal digital signature.
2019
 


	44. 1) a) Briefly  explain the model of conventional cryptosystem. (unit-2)
The encryption process consists of an algorithm and a key. The key is a value independent of
the plaintext. The algorithm will produce a different output depending on the specific key
being used at the time. Changing the key changes the output of the algorithm, i.e., the cipher
text.
Once the cipher text is produced, it may be transmitted. Upon reception, the cipher text can
be transformed back to the original plaintext by using a decryption algorithm and the same
key that was used for encryption.
 A source produces a message in plaintext, X=[X1,X2,…..,XM].
 The M elements of X are letters in some finite alphabet. Traditionally, the alphabet usually
consisted the 26 capital letters.
 For encryption, a key of the form K=[K1,K2,…..,K J] is generated. If the key is generated at the
message source, then it must also be provided to the destination by means of some secure
channel.
 With the message X and the encryption key K as input, the encryption algorithm forms the
ciphertext Y=[Y1,Y2,……,YN]. We can write this as Y=E(K,X)
 At the receiver end, in possession of the key, is able to convert the ciphertext:
X=D(K,Y) An opponent, observing Y but not having access to K or X, may attempt to recover X or
K or both X and K
It is assumed that the opponent knows the encryption[E] and decryption[D] algorithms.
If the opponent (cryptananlyst) is interested in only this particular message, then the focus of the effort
is to recover X by generating a plaintext and can also an attempt is made to recover K by generating an
estimate.
b) Explain the rules of play fair cipher with an example. (unit-1)
 


	45. The Play fair  cipher was the first practical digraph substitution cipher. The scheme was
invented in 1854 by Charles Wheatstone but was named after Lord Play fair who promoted
the use of the cipher. In play fair cipher unlike traditional cipher we encrypt a pair of
alphabets (digraphs) instead of a single alphabet.
It was used for tactical purposes by British forces in the Second Boer War and in World War
I and for the same purpose by the Australians during World War II. This was because Play
fair is reasonably fast to use and requires no special equipment.
Plaintext digraphs are encrypted with the matrix by first locating the two plaintext letters in
the matrix. They are:
(1) In different rows and columns;
(2) In the same row;
(3) In the same column;
(4) Alike.
The corresponding encryption (replacement) rules are the following:
1. When the two letters are in different rows and columns, each is replaced by the letter
that is in the same row but in the other column; i.e., to encrypt WE, W is replaced by U
and E by G.
2. When A and R are in the same row, A is encrypted as R and R (reading the row
cyclically) as M.
3. When I and S are in the same column, I is encrypted as S and S as X.
4. When a double letter occurs, a spurious symbol, say Q, is introduced so that the MM in
SUMMER is encrypted as NL for MQ and CL for ME.
5. An X is appended to the end of the plaintext if necessary to give the plaintext an even
number of letters.
 Repeating plaintext letters that would fall in the same pair are separated with a filler letter such
as ‘x’.
 Plaintext letters that fall in the same row of the matrix are each replaced by the letter to the
right, with the first element of the row following the last.
 


	46.  Plaintext letters  that fall in the same column are replaced by the letter beneath, with the top
element of the column following the last.
 Otherwise, each plaintext letter is replaced by the letter that lies in its own row and the column
occupied by the other plaintext letter.
M O N A R
C H Y B D
E F G I K
L P Q S T
U V W X Z
Example: plaintext= meet me at the school house
Splitting 2 letters as a unit= me et me at th es ch oo lh ou se
Corresponding cipher text= CL KL CL RS PD IL HY AV MP HF XL IU
2) a) Explain the procedure for RSA cryptosystem. (Unit-3)
RSA algorithm is a public key encryption technique and is considered as the most secure
way of encryption.
The RSA algorithm holds the following features:
 RSA algorithm is a popular exponentiation in a finite field over integers including
prime numbers.
 The integers used by this method are sufficiently large making it difficult to solve.
 There are two sets of keys in this algorithm: private key and public key.
You will have to go through the following steps to work on RSA algorithm −
Step 1: Generate the RSA modulus
The initial procedure begins with selection of two prime numbers namely p and q, and then
calculating their product N, as shown −
N=p*q
Here, let N be the specified large number.
Step 2: Derived Number (e)
Consider number e as a derived number which should be greater than 1 and less than (p-1)
and (q-1). The primary condition will be that there should be no common factor of (p-1) and
(q-1) except 1
Step 3: Public key
The specified pair of numbers n and e forms the RSA public key and it is made public.
 


	47. Step 4: Private  Key
Private Key d is calculated from the numbers p, q and e. The mathematical relationship
between the numbers is as follows −
ed = 1 mod (p-1) (q-1)
The above formula is the basic formula for Extended Euclidean Algorithm, which takes p
and q as the input parameters.
Encryption Formula
Consider a sender who sends the plain text message to someone whose public key
is (n,e). To encrypt the plain text message in the given scenario, use the following syntax −
C = Pe mod n
Decryption Formula
The decryption process is very straightforward and includes analytics for calculation in a
systematic approach. Considering receiver C has the private key d, the result modulus will
be calculated as −
Plaintext = Cd mod n
b) Differentiate between symmetric and asymmetric key cryptography. (Unit-4)
Symmetric key Asymmetric Key
Symmetric encryption uses a single key that
needs to be shared among the people who
need to receive the message
Asymmetrical encryption uses a pair of
public key and a private key to encrypt
and decrypt messages when
communicating.
Symmetric encryption is an old technique Asymmetric encryption is relatively new.
Symmetrical encryption model, eliminating
the need to share the key by using a pair of
public-private keys.
Asymmetric encryption was introduced to
complement the inherent problem of the
need to share the key
Symmetric encryption takes relatively less
time than the Asymmetric encryption.
Asymmetric encryption takes relatively
more time than the symmetric encryption.
In symmetric key encryption, resource
utilization is low as compared to asymmetric
key encryption.
In asymmetric key encryption, resource
utilization is high.
It is used when a large amount of data is
required to transfer.
It is used to transfer small amount of data.
 


	48. The size of  cipher text is same or smaller than
the original plain text.
The size of cipher text is same or larger
than the original plain text.
3) a) Explain the working of digital signature with neat diagram. (unit-4)
Digital signatures are the public-key primitives of message authentication. In the physical
world, it is common to use handwritten signatures on handwritten or typed messages. They
are used to bind signatory to the message.
Similarly, a digital signature is a technique that binds a person/entity to the digital data. This
binding can be independently verified by receiver as well as any third party.
Digital signature is a cryptographic value that is calculated from the data and a secret key
known only by the signer.
In real world, the receiver of message needs assurance that the message belongs to the
sender and he should not be able to repudiate the origination of that message. This
requirement is very crucial in business applications, since likelihood of a dispute over
exchanged data is very high.
The following points explain the entire process in detail −
 Each person adopting this scheme has a public-private key pair.
 Generally, the key pairs used for encryption/decryption and signing/verifying are
different. The private key used for signing is referred to as the signature key and the
public key as the verification key.
 Signer feeds data to the hash function and generates hash of data.
 Hash value and signature key are then fed to the signature algorithm which produces
the digital signature on given hash. Signature is appended to the data and then both
are sent to the verifier.
 


	49.  Verifier feeds  the digital signature and the verification key into the verification
algorithm. The verification algorithm gives some value as output.
 Verifier also runs same hash function on received data to generate hash value.
 For verification, this hash value and output of verification algorithm are compared.
Based on the comparison result, verifier decides whether the digital signature is
valid.
 Since digital signature is created by ‘private’ key of signer and no one else can have
this key; the signer cannot repudiate signing the data in future.
b) How does PGP provide confidentiality and authentication e-mail? Explain. (unit-5)
PGP (Pretty Good Privacy), is a popular program that is used to provide confidentiality and
authentication services for electronic mail and file storage. It was designed by Phil
Zimmermann way back in 1991. He designed it in such a way, that the best cryptographic
algorithms such as RSA, Diffie-Hellman key exchange, DSS are used for the public-key
encryption (or) asymmetric encryption; CAST-128, 3DES, IDEA are used for symmetric
encryption and SHA-1 is used for hashing purposes. PGP software is an open source one and
is not dependent on either of the OS (Operating System) or the processor.
The following are the services offered by PGP:
1. Authentication:
Authentication basically means something that is used to validate something as true or real.
To login into some sites sometimes we give our account name and password, that is an
authentication verification procedure.
In the email world, checking the authenticity of an email is nothing but to check whether it
actually came from the person it says. In emails, authentication has to be checked as there are
some people who spoof the emails or some spams and sometimes it can cause a lot of
inconvenience.
2. Confidentiality:
Sometimes we see some packages labeled as ‘Confidential’, which means that those packages
are not meant for all the people and only selected persons can see them. The same applies to
the email confidentiality as well. Here, in the email service, only the sender and the receiver
should be able to read the message that means the contents have to be kept secret from every
other person, except for those two.
4 a) List and explain the four protocols of SSL. (unit-5)
Secure Socket Layer (SSL) provide security to the data that is transferred between web
 


	50. browser and server.  SSL encrypt the link between a web server and a browser which ensures
that all data passed between them remain private and free from attack.
Secure Socket Layer Protocols:
 SSL record protocol
 Handshake protocol
 Change-cipher spec protocol
 Alert protocol
SSL Record Protocol:
SSL Record provide two services to SSL connection.
 Confidentiality
 Message Integrity
In SSL Record Protocol application data is divided into fragments. The fragment is
compressed and then encrypted MAC (Message Authentication Code) generated by
algorithms like SHA (Secure Hash Protocol) and MD5 (Message Digest) is appended. After
that encryption of the data is done and in last SSL header is appended to the data.
Handshake Protocol:
Handshake Protocol is used to establish sessions. This protocol allows client and server to
authenticate each other by sending a series of messages to each other. Handshake protocol
uses four phases to complete its cycle.
 Phase-1: In Phase-1 both Client and Server send hello-packets to each other. In this IP
session, cipher suite and protocol version are exchanged for security purpose.
 Phase-2: Server send his certificate and Server-key-exchange. Server end the phase-2
by sending Server-hello-end packet.
 Phase-3: In this phase Client reply to the server by sending his certificate and Client-
exchange-key.
 


	51.  Phase-4: In  Phase-4 Change-cipher suite occurred and after this Handshake Protocol
ends.
Change-cipher Protocol:
This protocol uses SSL record protocol. Unless Handshake Protocol is completed, the SSL
record Output will be in pending state. After handshake protocol the Pending state is
converted into Current state.
Change-cipher protocol consists of single message which is 1 byte in length and can have
only one value. This protocol purpose is to cause the pending state to be copied into current
state.
Alert Protocol :
This protocol is used to convey SSL-related alerts to the peer entity. Each message in this
protocol contains 2 bytes.
Level is further classified into two parts:
 Warning:
This Alert have no impact on the connection between sender and receiver.
 Fatal Error:
This Alert breaks the connection between sender and receiver.
b) Explain x.509 certificate. ( Unit-4)
 Version Number: this field is the version of X.509
 Serial number: this field is the serial number assigned to each certificate and is unique
for each certificate and is unique for each certificate issuer.
 


	52.  Signature algorithm  ID: This field identifies the signature algorithm used in the
certificate. This field is repeated in the signature field.
 Issuer name: this field identifies the CA that issued the certificate.
 Validity Period: this field defines the earliest time and the latest time during which the
certificate is valid.
 Subject name: this field defines the entity that owns the public key stored in this
certificate.
 Subject public key: this field gives the value of the public key of the owner of the
certificate and defines the public key algorithm.
 Signature: this field contains the digest of all other fields in the certificate encrypted by
the CA’s private key and also contains the ID of the signature algorithm.
 Certificate Renewal: Each certificate has a period of validity. If there is no problem with
the certificate, the CA issues a new certificate before the old one expires.
 Certificate Revocation: In some cases a certificate must be revoked before its expiration.
The revocation is done by periodically issuing a certificate revocation list that contains all
revoked certificates that have not expired on the date the CRL is issued. It includes the
fields such as:
o Signature algorithm ID
o Issuer name
o This update date
o Next update date
o Revoked certificate
o Signature
 Delta Revocation: To make revocation more efficient, the delta certificate revocation
list has been introduced. A delta CRL is created and posted on the directory if there
are changes after this update date and next update date.
5) Discuss in detail block cipher modes of operations. (Unit-2)
Block cipher is an encryption algorithm which takes fixed size of input say b bits and
produces a cipher text of b bits again. If input is larger than b bits it can be divided further.
For different applications and uses,
There are several modes of operations for a block cipher.
Electronic Code Book (ECB) –
Electronic code book is the easiest block cipher mode of functioning. It is easier because of
 


	53. direct encryption of  each block of input plaintext and output is in form of blocks of encrypted
cipher text. Generally, if a message is larger than b bits in size, it can be broken down into
bunch of blocks and the procedure is repeated.
Cipher Block Chaining –
Cipher block chaining or CBC is an advancement made on ECB since ECB compromises
some security requirements. In CBC, previous cipher block is given as input to next
encryption algorithm after XOR with original plaintext block. In a nutshell here, a cipher
block is produced by encrypting a XOR output of previous cipher block and present plaintext
block.
The process is illustrated here:
Cipher Feedback Mode (CFB) –
In this mode the cipher is given as feedback to the next block of encryption with some new
specifications: first an initial vector IV is used for first encryption and output bits are divided
 


	54. as set of  s and b-s bits the left hand side s bits are selected and are applied an XOR operation
with plaintext bits. The result given as input to a shift register and the process continues. The
encryption and decryption process for the same is shown below, both of them use encryption
algorithm.
Output Feedback Mode –
The output feedback mode follows nearly same process as the Cipher Feedback mode except
that it sends the encrypted output as feedback instead of the actual cipher which is XOR
output. In this output feedback mode, all bits of the block are send instead of sending
selected s bits. The Output Feedback mode of block cipher holds great resistance towards bit
transmission errors. It also decreases dependency or relationship of cipher on plaintext.
 


	55. Counter Mode –
The  Counter Mode or CTR is a simple counter based block cipher implementation. Every
time a counter initiated value is encrypted and given as input to XOR with plaintext which
results in cipher text block. The CTR mode is independent of feedback use and thus can be
implemented in parallel.
Its simple implementation is shown below:
6) List and explain the properties of Hash functions. (Unit-4)
The hash function is desired to possess following properties −
 Pre-Image Resistance
o This property means that it should be computationally hard to reverse a hash
function.
o In other words, if a hash function h produced a hash value z, then it should be
a difficult process to find any input value x that hashes to z.
o This property protects against an attacker who only has a hash value and is
trying to find the input.
 Second Pre-Image Resistance
o This property means given an input and its hash, it should be hard to find a
different input with the same hash.
 


	56. o In other  words, if a hash function h for an input x produces hash value h(x),
then it should be difficult to find any other input value y such that h(y) = h(x).
o This property of hash function protects against an attacker who has an input
value and its hash, and wants to substitute different value as legitimate value
in place of original input value.
 Collision Resistance
o This property means it should be hard to find two different inputs of any
length that result in the same hash. This property is also referred to as
collision free hash function.
o In other words, for a hash function h, it is hard to find any two different
inputs x and y such that h(x) = h(y).
o Since, hash function is compressing function with fixed hash length, it is
impossible for a hash function not to have collisions. This property of
collision free only confirms that these collisions should be hard to find.
o This property makes it very difficult for an attacker to find two input values
with the same hash.
o Also, if a hash function is collision-resistant then it is second pre-image
resistant.
*****
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