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Objective
To create a Proof of Concept project that monitors AWS resources and sends notifications to a
Slack channel in the event of application metrics exceeding threshold limits.
This writing is of February 2021, when the requirement of including this module was raised for
the larger project. As the project starts getting deployed on Amazon AWS, we need continuous
monitoring of the workloads and application metrics. In case of any warnings or errors, suitable
messages should be routed to Slack so that admin or dedicated team members would be notified
and then they can take suitable actions to fix the anomalies.
AWS CloudWatch
CloudWatch enables us to monitor our AWS resources and the applications in real time. It not
only gives us access to metrics, but also creates alarms for specific cases.
To establish this system, following steps were carried out.
 Create an AWS Access Key and Secret
 Create a Role
 Deploy the Lambda function
 Create an SNS topic and subscription
 Create a Cloudwatch Alarm
 


	2. Create an AWS  Access Key and Secret
Prior to getting started with this project, having an account on AWS is required. Secondly, a key-
pair is also needed. Both the prerequisites were already present, hence we can continue to the
next step.
Create a Role
The Role will be used by the Lambda function and requires permission to do certain things.
Type a role name, such as “cloudwatch-to-slack-role,” click on the newly created role in the list
and copy the ARN name. We will use it later during deployment of the Lambda function.
 


	3. Deploy the Lambda  function
To deploy the AWS Lambda function, clone this repository and have Node.js installed on your
local machine.
linux@Docker-Host:/opt$ sudo git clone https://github.com/assertible/lambda-cloudwatch-slack
Cloning into 'lambda-cloudwatch-slack'...
remote: Enumerating objects: 6, done.
remote: Counting objects: 100% (6/6), done.
remote: Compressing objects: 100% (6/6), done.
remote: Total 268 (delta 2), reused 0 (delta 0), pack-reused 262
Receiving objects: 100% (268/268), 695.88 KiB | 769.00 KiB/s, done.
Resolving deltas: 100% (131/131), done.
linux@Docker-Host:/opt$ cd /opt/lambda-cloudwatch-slack
linux@Docker-Host:/opt/lambda-cloudwatch-slack$ sudo cp .env.example .env
Open the .env file and fill in the environment variables.
linux@Docker-Host:/opt/lambda-cloudwatch-slack$ sudo vi .env
linux@Docker-Host:/opt/lambda-cloudwatch-slack$ cat .env
#KMS_ENCRYPTED_HOOK_URL= you can use ENCRYPTED_HOOK_URL if you want
UNENCRYPTED_HOOK_URL=https://hooks.slack.com/services/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
AWS_FUNCTION_NAME=cloudwatch-to-slack
AWS_REGION=us-east-2
AWS_ROLE="arn:aws:iam::386222297872:role/cloudwatch-to-slack-role"
AWS_ACCESS_KEY_ID=ABCLMNXYZXYZ
AWS_SECRET_ACCESS_KEY=ABCLMNXYZXYZABCLMNXYZXYZ
linux@Docker-Host:/opt/lambda-cloudwatch-slack$ sudo apt install npm
 


	4. Now as we  are ready to deploy, run the following command in your terminal from the folder
where the repository was cloned:
root@Docker-Host:/opt/lambda-cloudwatch-slack# npm run deploy
> lambda-cloudwatch-slack@0.4.0 deploy /opt/lambda-cloudwatch-slack
> ./scripts/deploy.sh
=> Moving files to temporary directory
=> Running npm ci --production
=> Zipping deployment package
=> Zipping repo. This might take up to 30 seconds
=> Reading zip file to memory
=> Reading event source file to memory
=> Uploading zip file to AWS Lambda us-east-2 with parameters:
{
FunctionName: 'cloudwatch-to-slack',
Code: {
ZipFile: <Buffer 50 4b 03 04 14 00 08 00 08 00 82 80 4c 52 00 00 00 00 00 00 00 00 00 00 00 00 04 00
00 00 2e 65 6e 76 6d 91 4b 6f a3 30 14 85 f7 fc 0a ab 59 13 12 a8 ... 5669872 more bytes>
},
Handler: 'index.handler',
Role: 'arn:aws:iam::386222297872:role/cloudwatch-to-slack-role',
Runtime: 'nodejs12.x',
Description: 'Better Slack notifications for AWS CloudWatch',
MemorySize: 128,
 


	5. Timeout: 60,
Publish: false,
VpcConfig:  { SubnetIds: [], SecurityGroupIds: [] },
Environment: {
Variables: {
UNENCRYPTED_HOOK_URL:
'https://hooks.slack.com/services/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'
}
},
KMSKeyArn: '',
DeadLetterConfig: { TargetArn: null },
TracingConfig: { Mode: null },
Layers: [],
Tags: {}
}
=> Done uploading. Results follow:
{
FunctionName: 'cloudwatch-to-slack',
FunctionArn: 'arn:aws:lambda:us-east-2:386222297872:function:cloudwatch-to-slack',
Runtime: 'nodejs12.x',
Role: 'arn:aws:iam::386222297872:role/cloudwatch-to-slack-role',
Handler: 'index.handler',
CodeSize: 5669922,
Description: 'Better Slack notifications for AWS CloudWatch',
Timeout: 60,
MemorySize: 128,
LastModified: '2021-02-12T16:04:22.752+0000',
CodeSha256: 'ctOhrmjW+SK0phhGvvwVwYjqk7rY1WS6zA/hqbOKbJA=',
Version: '$LATEST',
VpcConfig: { SubnetIds: [], SecurityGroupIds: [], VpcId: '' },
Environment: {
Variables: {
UNENCRYPTED_HOOK_URL:
'https://hooks.slack.com/services/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'
}
},
KMSKeyArn: null,
TracingConfig: { Mode: 'PassThrough' },
MasterArn: null,
RevisionId: '48d25390-16cb-4580-916a-7562aac9c4ea',
Layers: [],
State: 'Active',
StateReason: null,
StateReasonCode: null,
LastUpdateStatus: 'Successful',
 


	6. LastUpdateStatusReason: null,
LastUpdateStatusReasonCode: null
}
=>  All tasks done. Results follow:
{}
root@Docker-Host:/opt/lambda-cloudwatch-slack#
 


	7. Create an SNS  topic and subscription
In AWS web interface, go to the Simple Notification Service.
 


	8. In the Topics,  click Create New Topic, such as “cloudwatch-alarms” for the notification that will
be sent.
Select AWS Lambda as your Protocol and pick the endpoint with the name of your function.
Create a Cloudwatch Alarm
Navigate through Cloudwatch to your AWS account and click Create Alarm.
 


	9. Chose the metric  you would like to monitor, define the alarm configuration and select your SNS
topic name in the Send Notification To section.
 


	10. Testing AWS CloudWatch  Alarm Notification to Slack
Start or choose the AWS resource to monitor, as an ECS container in our case. For testing
purpose, decrease the value of metric suitably.
 


	11. If everything is  configured properly, you will see the message in your Slack channel.
References
Amazon CloudWatch Documentation
https://docs.aws.amazon.com/cloudwatch/index.html
AWS Lambda Documentation
https://docs.aws.amazon.com/lambda/index.html
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