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Waleed ElnaggarFollow
This document discusses security controls, which are safeguards that help minimize security risks. It describes different categories of controls, including physical, logical/technical, and administrative controls. The document also outlines different types of controls such as preventive controls that block threats, detective controls that identify issues, corrective controls that address problems, deterrent controls that discourage attacks, and compensating controls that provide alternative solutions.Read less
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	1. Domain 1 -  Security Principles
1.1: Concepts of InfoSec
1.2: Risk management process
1.3: Understand security controls
1.4: Understand (ISC)² Code of Ethics
1.5: Governance processes
Waleed Elnaggar
https://www.youtube.com/naggaracademy
 


	2. What are Security  Controls
https://www.youtube.com/naggaracademy
Safeguards or countermeasures to avoid, detect,
counteract, or minimize security risks.
The objective of security controls is reducing the risk
size to an acceptable level.
 


	3. Categories of Controls
https://www.youtube.com/naggaracademy
  


	4. Physical Controls
https://www.youtube.com/naggaracademy
Physical security  controls are mechanisms designed to
deter unauthorized access to rooms, equipment,
document, and other items. Examples include:
- Closed-circuit surveillance cameras
- Motion or thermal alarm systems
- Security guards
- Locked and dead-bolted steel doors
 


	5. Logical (Technical) Controls
https://www.youtube.com/naggaracademy
Controls  that protect the systems, networks,
and environments that process, transmit, and
store our data. Logical controls can include
items such as passwords, encryption, logical
access controls, firewalls, and intrusion
detection systems.
 


	6. Administrative Controls
https://www.youtube.com/naggaracademy
The set  of security rules, policies, procedures,
or guidelines specified by the management to
control access and usage of confidential
information
It includes all the levels of employees in the
organization and determines the privileged
access to the resources to access data
 


	7. Control Types
https://www.youtube.com/naggaracademy
  


	8. Preventive Controls
https://www.youtube.com/naggaracademy
Prevent a  malicious action from
occurring by blocking or stopping
someone or something from doing or
causing so
 Firewalls.
 Intrusion Prevention Systems (IPS)
 Security Guards.
 Biometric Access Control.
 Using Encryption.
 Fences.
 Strong Authentication.
 Locks.
 Mantraps.
 Antivirus Software.
 


	9. Detective Controls
https://www.youtube.com/naggaracademy
Detect any  malicious activities.
A detective controls doesn’t stop or
mitigate intrusion attempts; it only
identifies and reports them
 Intrusion Detection Systems (IDS)
 Alarms.
 Lights.
 Motion Detectors.
 Security Guards.
 Video Surveillance.
 Logs and Audit Trails.
 Enforcing Staff Vacations.
 


	10. Corrective Controls
https://www.youtube.com/naggaracademy
Attempt to  get the system back to
normal
 Restoring operating system or data
from a recent backup.
 Updating an outdated antivirus.
 Installing a fix.
 


	11. Deterrent Controls
https://www.youtube.com/naggaracademy
Discourage attackers  from attacking
their systems or premises. In other
words, a deterrent countermeasure
is used to make an attacker or
intruder think twice about his
malicious intents
 Fences.
 Security Guards.
 Dogs.
 Lights.
 Video Surveillance.
 Alarms.
 


	12. Compensating Controls
https://www.youtube.com/naggaracademy
An alternate  solution to a
countermeasure that is either
impossible or too expensive to
implement
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