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	1. DevOps - A  Purpose for an
Institution
@vishwasnarayan5 Vishwas N
https://hacksterdude.web.app/
 


	2. This was me  in engineering
 


	3. And I told  let's do Data Science
 


	4. Then I told  Lets DevOpsify my life
My consciousness
 


	5. Don't have this  in mind
● DevOps is not Tools
● DevOps is not the everything in a Application
● DevOps is not all about Process or People
DevOps makes and Breaks a Culture
and an Institution.
 


	6. There are some  amazing stories about DevOps
Just follow these resources:
https://docs.google.com/document/d/1fmNQiqEqHff9q3t670uglZTYQeMfbrl6rDI0r
RzUyMg/edit?usp=sharing
And many more resources and some
amazing books are :
 



	8. Organization must adapt  that's
going to be defining the core
competency for the agility.
Or else please wish for the better more easier
consequences
 


	9. Caveats from Early  Architectural
Practices
Ultimate Dream
 


	10. And make the  Practice of Reading
SEC Reports and also many more customer stories from
Different companies.
 


	11. Some institution that  marked the beginning
of the DevOps culture
 


	12. This is the  best institution for DevOps
 


	13. It's very addictive
  




	16. 28 Years of  Microsoft.com Website Design
History - 29 Images - Version Museum
 




	19. Virtual Machine
Container
  


	20. Container are very  light weight
SERVER
HOST OS
GUEST OS
HYPERVISOR
LIBRARIES/Bin
APP A
GUEST OS
LIBRARIES/Bin
APP B
VM
SERVER
HOST OS
APP A APP B
LIBRARIES LIBRARIES
CONTAINER
S
• Containers are isolated but share OS
• Increase the compute density and
memory utilization
DOCKER ENGINE
 


	21. User Interface
Business Logic
Data  Access Layer
API CALL
LAYER
DATA BASE
If you are lucky
 


	22. User Interface
Microservice
Microservice
Microservice
Microservice
Microservice
Microservice
Microservice
  


	23. DB
DB DB
DB
DB
DB DB
DB  DB DB
DB DB
DB DB
 



	25. GitHub Actions
@vishwasnarayan5 Vishwas  N
https://hacksterdude.web.app/
 


	26. Agenda
1. Understand the  magic of GitHub
2. GitHub Actions
3. GitHub Products
4. CI/CD Pipelines
5. CD and Release Management
6. Self Hosted Runners
7. Build Management
8. Package Management
9. Secret Management
 


	27. GitHub Actions
1. Fully  integrated with GitHub
2. Responds to any GitHub Events
3. Community Driven Workflows
4. Any platform,Any Language,Any Cloud
 


	28. Basically Github is  Rich
 


	29. Key Functionality
1. Linux  ,MacOS and linux with Ubuntu Containers are
used for running the application
 


	30. Key Functionality
1. Linux  ,MacOS and Ubuntu Containers are used for
running the application
2. Matrix Builds
 


	31. Key Functionality
1. Linux  ,MacOS and Ubuntu Containers are used for
running the application
2. Matrix Builds
3. Streaming,Searchable,Linkable Logs in the Build
and Deployment Process
 



	33. Key Functionality
1. Linux  ,MacOS and Ubuntu Containers are used for
running the application
2. Matrix Builds
3. Streaming,Searchable,Linkable Logs in the Build
and Deployment Process
4. Built in Encrypted Secret Store
 


	34. Some Secrets that  we care are
1. GITHUB_TOKEN
2. secret.<name>
3. CLI Management
4. Limitations
5. API
Token from GitHub
 


	35. Secrets
Hierarchy
Organization Secrets
Repository Secrets
Environment  Secrets
 


	36. Secrets
  


	37. Sorry Bro Cant
say  the Secrets
to the user itself
will I say it to you
! “LOL BRO”
 


	38. Key Functionality
1. Linux  ,MacOS and Ubuntu Containers are used for running the application
2. Matrix Builds
3. Streaming,Searchable,Linkable Logs in the Build and Deployment Process
4. Built in Encrypted Secret Store
5. Easy to Write Pipeline and also easy to share and
its more secure
 


	39. We can Automate  Workflows
Supports all kinds of Deployable platforms and also all different flavours of cloud
 


	40. So Typically this  is what we
architect towards
 


	41. So Typically this  is what we
architect towards
 


	42. Andon cord Mechanism
  


	43. In the Real  World
Dev. Stage
Test
Development Deployed
with a Review from
DevOps Engineer
 


	44. Lets DevOpsify it
Deploy  to
Production
Warning
Warning
Code
DevOps Pipeline
Policy
Staging
 


	45. Destination
  


	46. Events
GitHub Triggered Events:
●  Push to the Branch of the Version Control tool
● Pull from the Designated User
● Scheduling the Workflow
○ Cron Job and Many more concepts
 


	47. Some are very  useful
Manually Triggered Event
● workflow_dispatch
● repository_dispatch
 


	48. Workflows
1. Workflow is  nothing but pipelines which just takes care of the colloquial
commands that was suppose to written and automates it.
a. THEY LISTEN TO AN EVENT
b. RUN PRE-EXISTING ACTIONS AND/OR SHELL SCRIPTS
2. .yaml Syntax is a must before you dig in
The main jobs run in the .github/workflowfolder
 


	49. Workflow Run on
Linux  ,MacOS and Windows.
Ubuntu Containers are used for running the
application or else Docker on Linux VM
Remember :
DevOps is a Discovery
not a Destination
-Ben Rockwood
 


	50. Actions
● Reusable set  of Code
● Referencing the workflow is always considered
● We can author our custom actions
● Storing Shared Actions
● We can share the GitHub Actions to the GitHub
Marketplace
 


	51. Types of Actions
Metric  Javascript
Action
Container
Action
VIrtual Environment Linux ,MacOS and
Windows
Linux
Language Anything that compiles
with Javascript
Any Language
No Worries
Speed
User Experience
Action
Type
 



	53. GitHub Marketplace
  


	54. Actions can be
Monolithic  Actions
Chainable Actions
 


	55. Destination
Definition
Destination Setup done
Build  Functionality Complete
Event or Action
Defined
Community
Workplace
and Actions
 


	56. ?
?
?
?
  


	57. Target Machine
Community Workplace  and Actions
Target
 


	58. What you saw  is the simple CI/CD
 


	59. Deployment Logs
1. Status  of the Deployment
2. Complete History of Deployments
3. Status of the Multiple or the single Deployment
Environment or the Target is considered and analysed
here
 


	60. Let's Pump the  Skills folks
Everything will be made easier here thus be careful Listen to me carefully
 


	61. Some Troubleshooting
Tools in  GitHub Actions
1. Workflow Editor
2. Actions Debug
a. ACTION_STEP_DEBUG
b. ACTION_RUNNER_DEBUG
3. VS Code Extensions
 


	62. Fun Fact
Some packages  help you run GitHub Actions Locally
nektos/act: Run your GitHub Actions locally 🚀
 



	64. We will see  what is an
● Event
● Workflow
● Scanners
● Build
● GHCR
● How to leverage the builds and
more...
 


	65. Some Best Practices
●  Versioning
● Documentation
● Test Coverage
● Maintain Metadata
● Limit the Shell “sudo” commands
● Create a Dedicated User for the Actions to execute
● Multiple pools with specific tools
 




	68. Courses to Study  from
1. GitHub Actions: Hello World | GitHub Learning Lab
2. DevOps with GitHub Actions | GitHub Learning Lab
3. Azure DevOps Integration | HackerOne Platform
Documentation
4. HackerOne (microsoft.com)
5. snyk/snyk-images: A build toolchain for Snyk Docker
images. (github.com)
6. n3wt0n/BugGuardian: BugGuardian: Easily track you
exceptions on Azure DevOps and TFS (github.com)
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