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	3. Read this paper
  



	5. What's the deal  today?
Application Security
Professionals today Deal
with
 


	6. is a Vulnerability
•  Connections
• Users
• Content
• URLs
• Files in the endpoints
• New files
• Devices
…. And many more
Firewall AuthN AuthZ
URL Filtering
IDS/ IPS
Anti-virus
Sandboxing IoT Security
Trust issues because
 


	7. Software is Eating  the world
 


	8. Lets DevOpsify it
Deploy  to
Production
Warning
Warning
Code
DevOps Pipeline
Policy
Staging
 


	9. Automation made my  life easier
DevOps Guy
Components from
Developer Team
Fine Dont Worry I
am taking care of
Production
 


	10. We will ship
code  to
production in
two days (said
every sprint call)
We are ready
with new
features(every
sprint meet)
 


	11. So the Definition  of Happiness for us
CD = Happiness for the Dev Team
Dev Team
Ops Team
 


	12. So Apparently
Dev Team
DevOps  Team
 


	13. This is what  we all think when we see new Projects
 


	14. And now Ops  Team
Lets Break
 


	15. The reality
● DevOps  team - It is working fine in production
● Application Security Team - I have no idea if its still secure
 


	16. What are the  massive 5 moves?
Source Build Test Deploy Monitor
Everything is Important and
Everything is at stake
 


	17. “Guard Right” is  very Tough
more..
Code Scan Ship
Code I pushed is Free from known
Vulnerability
New vulnerability is published daily
We have Plugins, Agents and Alerts
Someone who has compromised the Security
Most of the Production Apps don't have SBOM
Production is out of Control and it's very
difficult to find ew bugs and there are
new risks that we might encounter
“Shift Left” is easy
 


	18. ThreatMapper for the  Security Professionals
Learn the topology and attack surface
Scan components and dependencies
Discover components and infrastructure
Supports multi-cloud, multi-modality apps
 


	19. Some Sources are  here
● OSSRA from Synopsis
● SoSSC from Sonatype
● SoOSV from WhiteSource
● Snyk Whitepaper and blogs
● And many reports ….
 


	20. What are the  massive 5 moves?
Everything is Important and
Everything is at stake for all reason
Source Build Test Deploy Monitor
 


	21. But it's time  to shift left
Source Build Test Deploy Monitor
Everything is Now made to be Secure
Security
Rules
Study the :
● Logs
● Feeds
● Artifacts
● Environment
● SDLC and ALM
 


	22. But it's time  to shift left
Source Build Test Deploy Monitor
More Early we shift left less we pay for
Redemption
Security
Rules
 


	23. But it's time  to shift left
Cost of
Remediation
***Just a Quantitative comparison
Source Build Test Deploy Monitor
 


	24. But Shift left  can never be a perfect Strategy
● Not all Vulnerabilities can be patched
before production
● 3rd party resources might not subject to
“shift left security” pipeline
● Unknown service components can be
subjected to be discover after being
deployed
“Shift left but Guard Right is the ultimate
Strategy”
 


	25. This is what  you need
● The Evolution of Security happened with questions about not trusting
something and there comes a technology to trust them.
● Re-evaluation of security trust decisions is a continuous process
● You start to trust something, there comes a vulnerability
● You start to not trust something, there evolves a technology.
 


	26. Source :Kubernetes adoption,
security,  and market trends report
2022 (redhat.com)
 


	27. Source :Kubernetes adoption,
security,  and market trends report
2022 (redhat.com)
 


	28. Source :Kubernetes adoption,
security,  and market trends report
2022 (redhat.com)
 


	29. Source :Kubernetes adoption,
security,  and market trends report
2022 (redhat.com)
 


	30. How do teams  communicate?
Want to break the silos and we want to communicate
 


	31. Indicators in the  System Design
“Indicators of Attack” is not “Indicators of Compromise”
What Deepfence uses in the mechanism?
● Use your eBPF probes to capture traffic from all nodes
● Traffic is mapped against all the threat rules to identify the reconnaissance,
exploits ,command-and-control and exfiltration activity
 


	32. The Ecosystem is  not complex
Just treat it simple
Source : Deepfence
 


	33. Compared to other  solutions
Source : Deepfence
 


	34. This is a  new age of “problem” so every day feel old
Software vulnerabilities are not the only risk:
● Secret scanning - Scan online hosts, containers, and registries for sensitive
secrets
● Compliance Benchmarking - evaluate system and infrastructure configuration
against best practice
What you cannot see, you cannot protect:
● Asset and compute specific views i.e. virtual machines, K8s, and serverless
● Attack path visualization of lateral spread and attacks exploiting sensitive
secrets
 


	35. Lets go and  do some demo
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