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	1. Security Priorities Study  2022
 


	2. 2
Security risks continue
to  plague organizations
and direct strategies
Survey purpose and goal: We conducted this research to gain a better understanding of the various security projects organizations
are focused on now and in the coming year. All survey respondents are involved in IT and/or corporate/ physical security decisions.
90%
of security executives believe
their organization is falling
short in addressing cyber risk.
Source: Foundry Security Priorities Study, 2022
 


	3. 3
Here’s where
they feel  they’re
falling short
Question: In which areas, if any, do you feel your organization is falling
short in addressing cyber risk?
Source: Foundry Security Priorities Study, 2022
• Difficulty convincing all, or parts
of their organization of the
severity of the risks they face
• Not investing enough resources
to address the risks they face
• Struggle to find, acquire,
and/or retain the technical or
professional expertise they need
• Not proactive enough when it
comes to their security strategy
 


	4. 4
Question: In which  areas, if any, do you feel your organization is falling
short in addressing cyber risk?
Source: Foundry Security Priorities Study, 2022
• Meeting governance and
compliance regulations
• Employee awareness
and training issues
• Unanticipated business risks
• Preparing for or addressing risks
from cyberthreats originated
outside of the organization
And they’re
having to redirect
their time due to
challenges
 


	5. To address obstacles,  IT and
security leaders have these
priorities on their roadmap
5
Source: Foundry Security Priorities Study, 2022
82%
report regular or frequent
engagement with the Board
of Directors.
49%
cite being appropriately
prepared to respond to a
security incident as their
number one security priority for
the upcoming year.
45%
are asking current staff to take on
more responsibilities and utilizing
technologies that automate
security priorities in order to
combat security skill shortage.
 


	6. Budget plans reflect
the  necessity at hand Investment increases are
planned in these areas:
• Cloud-based security
services (36%)
• Cloud infrastructure
management technology (35%)
• Application development
security (35%)
• Access controls (35%)
• Cloud data protection (33%)
6
Source: Foundry Security Priorities Study, 2022
Enterprise
$122M
$65M
Small and midsize
$16M
Up from $11K in 2021
Up from $5.5K in 2020
Average annual
security budget
 


	7. Priorities
It’s clear that  the threat of a cyber attack
is top of mind for security leaders
7
Source: Foundry Security Priorities Study, 2022
The number one security
priority this year, be
appropriately prepared to
respond to a security incident,
was also the number one
priority in 2021.
Leaders are taking this seriously as improve/ increase
security awareness among end-users through training
is the #3 security priority for the upcoming year.
87%
are aware of what caused their
security incidents over the past
year, with the number one cause
being non-malicious user error.
 


	8. Challenges
Security leaders keep  having
to redirect their time away
from strategic tasks due to a
larger variety of challenges.
8
Source: Foundry Security Priorities Study, 2022
Security leaders are planning
for greater alignment
82% report regular or frequent
engagement with the
Board of Directors.
54% say that their engagement with the
Board of Directors helps improve
cybersecurity/ security initiatives.
 


	9. plan to outsource  some
security functions.
Investments
As organizations struggle to
attract and retain appropriate
security talent, security
leaders invest in new
practices and technologies
to bring efficiencies.
9
Source: Foundry Security Priorities Study, 2022
How security leaders are addressing
the skills shortage
The majority of
organizations will
evaluate the efficacy
of a security solution
after two months of
use, but before
they’ve implemented
for a year.
45%
are utilizing technologies
that automate security
priorities in order to combat
security skill shortage.
42%
Key takeaway: Security vendors must
stay up to date on the status of their
clients and ensure the tools are meeting
their needs and expectations.
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