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	1. Verizon Breach Investigation  Report (VBIR)
Task Force
 


	2. Courtesy: https://www.verizon.com/business/resources/reports/dbir/
About VBIR,  a quick refresh
• Publication: Annual report by Verizon, analyzing cybersecurity incidents.
• Data Sources: Based on data from real-world incidents and investigations.
• Incident Classification: Categorizes incidents into various types.
• Incident Trends: Highlights emerging trends in cyberattacks.
• Threat Actors: Identifies the types of attackers involved.
• Motivations: Explores the reasons behind cyberattacks.
• Attack Vectors: Describes how attacks are executed.
• Industries affected: Lists industries most targeted by cyberattacks.
• Common Attack Patterns: Identifies recurrent tactics, techniques, and
procedures (TTPs).
• Recommendations: Provides cybersecurity advice for organizations.
• Global Perspective: Offers insights into cyber threats worldwide.
• Annual Updates: Each report provides the latest data and insights.
 


	3. No
Action Vectors (how  those
actions came to pass)
1 Web Application
2 Email
3 Carelessness
4 Desktop sharing software
5 Backdoor
6 EMail unknown
7 Download by malware
8 Direct install
9 LAN access
10 EMail attachment
10 Remote injection
11 Social media
12 Remote access
13 Other
No Threat Actors
1 External
2 Internal
3 Multiple
4 Partner
No
Action Verities (what
happened)
1 DoS
2 Ransomware
3 Loss
4 Use of stolen creds
5 Pretexting
6 Phishing
7 Exploit vulnerabilities
8 Backdoor or C2
9 Privilege abuse
10 Misdelivery
11 Other
No Asset(s) affected
1 Person
2 User device
3 Server
4 Application
5 Network
6 Media
No Incident classifications
1 Basic web application attacks
2 Denial of Service (DoS)
3 Lost and stolen asset
4 Privilege misuse
5 Social engineering
6 System intrusion
7 Everything else
The foundational elements
No Action Categories
1 Hacking
2 Malware
3 Error
4 Social
5 Misuse
6 Physical
7 Environmental
 


	4. Patterns over time  in incidents Patterns over time in breaches
Salient patterns
 


	5. Pretexting incidents over  time Ransomware action variety over time
Salient patterns (Contd.)
 


	6. Select key enumerations
Select  enumerations in non-error,
non-misuse breaches
Salient patterns (Contd.)
 


	7. What next?
Threat Actor
Action  Verities
MITRE TTP
Action vector
Root cause
Action Categories
Asset affected
Incident Classifications
NIST CSF
Recommended
controls horizon
Graph DB
Web App
Users
CISO CRO CIO IT InfoSec
DPO
Taxonomy
 


	8. Task for the  day
 


	9. Join this Task  Force?
Let’s connect offline!!
 


	10. Thank You
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