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	4. Overview
Common Attacks
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Personal  Experience
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	5. Common Attacks
Price Oracle  Manipulation
Improper Access Control
Improper Validation and Logic Errors
MEV Attacks (Front Running, Sandwiches)
Traditional Methods
SIM Swapping
Phishing Attacks
 


	6. Common Attacks
Traditional Methods
Vulnerable  Nodes
Abused Permissions
Abused Network
 


	7. NUWA Hack
ERC-20 Token
Price  Oracle Manipulation
Publicly Known
Liquidity Pool Imbalance
Distorted Exchange Rate
Used to Exchange At A Favorable Rate
3/22/2023
 


	8. NUWA Hack
USDT
USDT
NUWA
NUWA
(value of  NUWA
goes up)
1. Exchange
2. Exchange
NUWA
(make big money on your
existing NUWA)
 


	9. NUWA Hack
$110K profit
2.  Large
Trades
1. Price
Oracle
Manipulation
• No Instrumentation (Emission of relevant events)
• No monitoring
• No operational capabilities
Repeats?
 


	10. NUWA Hack (Reimagined)
$110K  profit
2. Large
Trades
1. Price
Oracle
Manipulation
• Emit exchange rates
• Monitor for large changes in exchange rate
• Pause contract
 


	11. Important Events/States To  Emit
Low Balances
Liquidity Pool Ratios (Or Exchange Rates)
Change in Ownership
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	12. Important Operational Capabilities
Blacklist  Wallets
Transfer Pools
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Price  Oracle Misconfiguration
Publicly Known
Implicit Decimal Point
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GMX
GMX
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(GMX overvalued)
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	15. TenderFi Hack
$114K profit
2.  Borrow
1. Deposit
• Instrumented (Borrowing amounts emitted)
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Governance Attack
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Destroyed Value
2/24/2023
 


	17. AquaDAO Hack
Existing
Stakeholders
1. Increase  your stake
3. Mint
AQUA
(make big
money selling
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2. Outvote
everyone
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	18. AquaDAO Hack
$48.5K profit
2.  Make Proposal
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4. Mint AQUA
5. Sell AQUA
1. Increase
Stake
• No Instrumentation (Emission of relevant events)
• No monitoring
• Disabled some features
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2.  Make Proposal
3. Pass Proposal
4. Mint AQUA
5. Sell AQUA
1. Increase
Stake
• Emit changes in stake
• Monitor for changes in stake
• Increase your own stake
 


	20. Exchange Hack
Hot Wallet
Abused  Privileges
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No Privileged Access Management
No Compensating Controls
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No Privileged  Access Management
No Log Aggregation
No Monitoring of Login/Logout Events
No Access Attestation
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Enterprise Network
Abused  Network
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No Compensating Controls
All Customer Data include OTP Seeds
Wouldn’t you like to know!
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	25. Exchange Hack
Flat Network
Default  Password
Zero Day (What are you going to do?)
Weak Encryption
No Flow Monitoring
Unencrypted Flows
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	26. Fintech Hack
Key Engineer
Phishing  Attack
Not Public
Lacking Cybersecurity Fundamentals
Buying Products to Solve Problems
Who Knows!
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	28. Fintech Hack
No Security  Awareness Training
No SIEM Tuning
No Threat Modeling
No Use Cases
No Flow Monitoring
No Privileged Access Management
 


	29. Trends Emerge
Built On  Existing Foundations
Old Rules Still Apply
Need To Apply Them to Web3
 


	30. Still Need to  Threat Model
Why Aren’t They Threat Modeling
Possible Reasons
Lack of Experience
Trust In The Products
Lack of Resources
 


	31. Fundamentals Still Important
Understand  The Problem
Understand The Solution
Tools Become Secondary
 


	32. Buying Products (or  Services) to Solve
Problems
Protecting Users (EDR)
Protecting Network (SASE)
Monitoring Activity (SIEM)
Secure Software (SSDLC) (Audit Services)
 


	33. Hope Is Not  A Strategy
They Are Looking for the Perfect Products
If we have the right X/Y/Z, we will never have
to worry about threats
Web3 Itself Is Seen In A Similar Fashion
Just Perform More Audits!
 


	34. Contracts Need To  Be Instrumented
Need Contract Visibility
Internal Measurements Need To Be Taken
Relevant Events Need to be Emitted
Internal State Needs to be Emitted
 


	35. Contracts Need To  Be Operationalized
Contract Needs to Be Able To Take Action
Operational Parameters Must Be Able To Be
Changed
Producing Effect Where The Contract Can Deny
Some Activity Based On Perceived Threat
 


	36. Brighter Future
Law of  the Jungle
Reality Catches Up
Critical Mass
Has Anyone Heard of Shrinkage?
 


	37. Key Factors
Startups Mature  (or Get Bought)
Broader Risk Management
Controls
Insurance
Toolset Will Broaden
Strategies Will Evolve
 


	38. Conclusion
Don’t repeat mistakes  of the past
There are no easy fixes
Don’t forget your foundations
Hope Is Not A Strategy
Be Proactive
It Will Get Better
 


	39. Why Aren’t You  Doing It?
Large amounts of money (required)
I have a day job
Life complicated enough
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