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	1. Generative AI and  Security
Testing
Arnab Chattopadhayay, CTO, FireCompass
Bikash Barai, CEO, Firecompass
 


	2. Generative AI -  Discussion Flow
Generative AI (GAI) - definition
Types of Generative AI
1
4
The Journey - ANN to Generative AI
2
Evolution of Generative AI
3
 


	3. Generative AI (GAI)  - Definition
● Subset of AI focused on generating new content that is similar to human-created
content.
● Involves training AI models to generate data, such as images, text, audio, or other
forms of information, that resembles what a human might produce.
● Models aim to capture patterns, structures, and styles present in existing data
and use that knowledge to produce novel and coherent content.
Generative Adversarial
Network (GAN)
Variational Encoders
(VAE)
Autoregressive Models
Large Scale Models (LLM
like GPT)
 


	4. The Journey -  Artificial Neural Network to Generative AI
 


	5. Generative AI Evolution
AlexNet
2012
Generative  AI
2023
Computer
Vision
with ANN,
VAEs
2013
GAN
2022
2014
Residual
Nets, RNN,
LSTM
2015
AlphaGo
2016
Transformer
Architecture
2017
GPT-1, BERT,
Graph Neural
Network
2018
GPT-2 ,
Improved
Generative
Models
2019
GPT-3, Self
Supervised
Learning
2020
AlphaFold 2,
DALL-E,
GitHub Copilot
2021
ChatGPT, Stable
Diffusion
 


	6. Types of Generative  AI
● Text Generation
○ GPTs for Human like text generation, RNNs for sequential data generation
● Image Generation
○ VAEs for image style transfer, GAN for image creation, deepfake generation
● Audio Generation
○ WaveGAN, Text-to-Speech
● Multimodal Generation
○ DALL-E generating image from text, CLIP text-based image classification
● Video Generation
○ Video GAN, VAE-Video
● Music Generation
○ RNNs for Music, Transformer-based models
● 3D Object Generation
○ 3D GAN
● Conditional Generation
○ cGAN generates content based on specific conditions or inputs
● Style Transfer
○ Neural Style Transfer - combining content/image of various artistic styles
● Creative AI
○ Generate poetry, art, literature etc.
 


	7. GPT Use Cases  for Security Testing
● Malware Generation and Analysis
● Adversarial Attack Simulation
● Phishing Email Generation
● Attack Payload Generation for VA
● Synthetic User Behavior Creation
● Password Cracking
● Deepfake Image Creation
● Firewall Rule Testing
● Incident Response Training
● Content Filter Testing
● NLP for Threat Intelligence
● Security Policy Validation
● Security Documentation Review
Pentesting Assistant !!!
 


	8. FireCompass AI Assistant  for Pen Testers
RESEARCH DEMO
 


	9. GPT - Conceptual  Building Blocks
● Transformer Architecture - Encoder, Decoder
● Self-Attention Mechanism
● Positional Encoder
● Multi-Head Attention
● Stacked Transformer Layers
● Layer Normalization and Feedforward Network
● Vocabulary and Token Embeddings
● Positional Embeddings
● Pre-Trained and Fine Tuning
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