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	3. PDF Analysis in  Brief
 


	4. PDF Analysis in  brief
• A PDF File is comprised of header, objects, cross-reference table (to locate
objects), and trailer.
• “/OpenAction” and “/AA” (Additional Action) specifies the script or action to run
automatically.
• “/Names”, “/AcroForm”, “/Action” can also specify and launch scripts or actions.
• “/JavaScript” specifies JavaScript to run.
• “/GoTo*” changes the view to a specified destination within the PDF or in
another PDF file.
• “/Launch” launches a program or opens a document.
• “/URI” accesses a resource by its URL.
• “/SubmitForm” and “/GoToR” can send data to URL.
• “/RichMedia” can be used to embed Flash in PDF.
• “/ObjStm” can hide objects inside an Object Stream.
• Be mindful of obfuscation with hex codes, such as “/JavaScript” vs.
“/J#61vaScript”
 


	5. PDF File Analysis
  


	6. • Analyzes PDF  files by looking at their characteristics in order to add
some intelligence into the determination of them being malicious or
benign.
• Example in next slide clearly describes the comparison between
malicious pdf and benign pdf.
AnalyzePDF
 


	7. AnalyzePDF
  


	8. • Pdfextracts various  information out of a PDF Document file.
pdfextract
 


	9. • -s Scans  the entire directory. It finds the pdf and test it to find
anomalies. If –f option is also specified, it scans every file in directory
• -a It displays all the names in file
• -e Display extra information like dates, Entropy etc
• -f Scans even if the file is without proper header or broken PDF or any file
• -d It disables JavaScript and auto launch in PDF.
pdfid
 


	10. pdfid
  


	11. • Peepdf aim  to provide entire package that a security researcher could need in a PDF
analysis.
• With peepdf it's possible to see all the objects in the document showing the
suspicious elements, supports the most used filters and encodings, it can parse
different versions of a file, object streams and encrypted files.
• It also provides Javascript and shellcode analysis wrappers too. Apart of this it is
able to create new PDF files, modify existent ones and obfuscate them.
peepdf
 


	12. peepdf
  


	13. peepdf
  


	14. Peepdf
  


	15. Peepdf
  


	16. Origami Framework
• origami  is a Ruby framework designed to parse, analyze, and forge PDF
documents.
• It aims at providing a scripting tool to generate and analyze malicious PDF
files.
• As well, it can be used to create on-the-fly customized PDFs, or to inject (evil)
code into already existing documents.
• Origami-extractjs provides functionality similar to Pdfextract.
• Origami-walker is very handy tool to detect javascript/shell-code/urls
strings embedded in pdf.
• Origami-pdfscan scans the pdf based upon its pre-defined policies.
 


	17. Origami Framework
  


	18. Origami Framework ->  Origami-pdfscan
 


	19. Origami Framework ->  origami-walker
 


	20. • PDF X-RAY  is an excellent tool for analyzing malicious pdf.
• This report switch allows to get a bare-bones report so we can see the PDF
in a visual form.
• Report lists MD5, SHA1, SHA256, Objects, Suspicious Objects & All objects.
• Report clearly highlights suspicious objects so that it becomes easy for
investigators to focus on such objects only.
Pdfxray_lite
 


	21. Pdfxray_lite
  


	22. Pdfxray_lite
  


	23. Pdfxray_lite
  


	24. • Pdf-parser is  a command-line program that
parses and analyses PDF documents.
• It provides features to extract raw data from
PDF documents, like compressed images. pdf-
parser can deal with malicious PDF
documents that use obfuscation features of
the PDF language.
• The tool can also be used to extract data from
damaged or corrupt PDF documents.
Features included :
• Load/parse objects and headers
• Extract meta data (author, description, ...)
• Extract text from ordered pages
• Support of compressed pdf
• Support of MAC OS Roman charset encoding
• Handling of hexa and octal encoding in text
sections
Pdf-parser
 


	25. Pdf-parser
  


	26. Pdf-parser
  


	27. • Its an  excellent tool to understand the object call flow.
• It is used with pdf-parser. It reads pdf-parser’s output and creates the
map of the objects flow diagram in DOT and .PNG file format.
pdfobjflow
 


	28. • PDFtk Free  is friendly graphical tool
for quickly merging and splitting
PDF documents and pages.
• It has both GUI and the command-
line interface.
• We can do following functionalities
like Add/remove pdfs, we can
rotate all/few pages, join, extract,
stamping, encryption etc.
• PDFTK can be used in combining
suspected pdfs into single pdf to
analyze all of them with ease.
PDFtk
 


	29. PdfStreamDumper
• This is  a free tool for the analysis of malicious PDF documents. This tool has
been made possible through the use of a mountain of open source code.
• It has specialized tools for dealing with obsfuscated javascript, low level pdf
headers and objects, and shellcode. In terms of shellcode analysis, it has an
integrated interface for libemu sctest, an updated build of iDefense sclog,
and a shellcode_2_exe feature.
• Javascript tools include integration with JS Beautifier for code formatting,
the ability to run portions of the script live for live deobsfuscation, toolbox
classes to handle extra canned functionality, as well as a pretty stable
refactoring engine that will parse a script and replace all the screwy
random function and variable names with logical sanitized versions for
readability.
Tool also supports unescaping/formatting manipulated pdf headers, as well
as being able to decode filter chains (multiple filters applied to the same
stream object.)
Note : For more information about PdfStreamDumper please visit its official site at :
http://sandsprite.com/blogs/index.php?uid=7&pid=57
 


	30. PdfStreamDumper -> Malicious  PDF Analysis
 


	31. PdfStreamDumper -> Malicious  PDF Analysis
 


	32. PdfStreamDumper -> Malicious  PDF Analysis
 


	33. PdfStreamDumper -> Malicious  PDF Analysis
 


	34. PdfStreamDumper -> Malicious  PDF Analysis
 


	35. PdfStreamDumper -> Malicious  PDF Analysis
 


	36. PdfStreamDumper -> Malicious  PDF Analysis
 


	37. PDF File Analysis
Tools  Covered So far :
• AnalyzePDF
• pdfextract
• pdfid
• peepdf
• Origami framework
• origami-extractjs
• origami-pdfscan
• origami-walker
• pdfxray_lite
• pdf-parser
• pdfobjflow
• pdftk
• PdfStreamDumper
 


	38. Microsoft Document
Analysis
  


	39. OfficeMalScanner
• OfficeMalScanner is  an efficient
tool to quicklyscan for shellcode and
encrypted PE files as well as pulling
macro details from a nasty Office
documents.
• Another utility RTFscan offers
similar functionality but it is used
for RTF functions.
Useful OfficeMalScanner Commands:
OfficeMalScanner file.doc scan brute Locate shellcode, OLE data, PE files in file.doc
OfficeMalScanner file.doc info Locate VB macro code in file.doc (no XML files)
OfficeMalScanner file.docx inflate Decompress file.docx to locate VB code (XML files)
 


	40. OfficeMalScanner
  


	41. Shellcode Extraction
  


	42. Shellcode(Unicode) to Exe
•  During the investigation, I often found malicious shellcodes embedded to
document files.
• The best way to analyse Unicode is to covert it to exe and then applying
techniques to understand the exe function.
So the steps will be as follows:
• Analyze the PDF to see whether it contains any shellcode described using Unicode
characters. Unicode characters is the series of char with %u associated with it. E.g.
%u5060, %u5558 etc.
• Copy all the Unicode characters to separate file using touch/gedit etc
• Use Unicode2hex-unescaped converts the file to hexadecimal format. E.G.
x74x78x49
• This hexadecimal file can be converted to EXE format using shellcode2exe
• Exe can be used further to analyze its content.
 


	43. Shellcode(Unicode) to Exe
  


	44. Shellcode(Unicode) to Exe
  


	45. • In previous  section, we saw
that we can covert an Unicode
expressions to exe.
• However, we can also convert
the expression to txt. I.E
Unicode to txt and we use
unicode2raw for that.
• First we are converting the
Unicode to raw output using
unicode2raw.
• Then we are using sctest with
parameter –S, -v, -s stating read
shellcode, maximum time to
run the test and be verberos
i.e. can be used multiple times
respectively.
Shellcode(Unicode) to .txt
 


	46. Shellcode Extraction
Tools Covered  So far :
• Shellcode to exe
• unicode2hex-unescaped
• shellcode2exe
• Shellcode to txt
• unicode2raw
• sctest
 


	47. Shellcode Analysis
  


	48. Shellcode Analysis ->  xxxswf.py
• xxxswf.py is a Python script for
carving, scanning, compressing,
decompressing and analyzing Flash
SWF files.
• The script can be used on an
individual SWF, single SWF or
multiple SWFs embedded in a file
stream or all files in a directory.
 


	49. • The tool  collection
includes programs
for reading SWF files,
combining them, and
creating them from
other content (like
images, sound files,
videos or
sourcecode).
• The simplest use of
swfdump is shown
here.
Shellcode Analysis -> swfdump
 


	50. • It is  another simple python utility to extract Shockwave files from
files.
Shellcode Analysis -> extract_swf
 


	51. Shellcode Analysis
Tools Covered  So far :
• Xxxswf
• Swfdump
• extract_swf
 


	52. Thank you.!
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