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	1. WEBINAR:
ISO 27001 CERTIFICATION
YOUR  IT COMPLIANCE PARTNER –
GO BEYOND THE CHECKLIST
Download ISO 27001 Compliance Checklist
ISO 27001 Compliance Blog
Schedule ISO 27001 Certification Discussion
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7. Who Needs ISO 27001?
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9. How Many Controls in ISO 27001?
10. What is the ISO 27001 Certification Process?
11. How Often Do You Need ISO 27001 Certification?
12. What are the Challenges to ISO 27001 Compliance?
13. Why ControlCase?
 


	3. CONTROLCASE INTRODUCTION
1
© 2021  ControlCase. All Rights Reserved. 3
 


	4. ControlCase Snapshot
© 2021  ControlCase. All Rights Reserved. 4
CERTIFICATION AND CONTINUOUS COMPLIANCE SERVICES
Go beyond the auditor’s checklist to:
Dramatically cut the time, cost and burden from becoming certified and maintaining IT compliance.
• Demonstrate compliance more efficiently
and cost effectively (cost certainty)
• Improve efficiencies
⁃ Do more with less resources and gain
compliance peace of mind
• Free up your internal resources to focus
on their priorities
• Offload much of the compliance burden to
a trusted compliance partner
1,000+ 275+
10,000+
CLIENTS IT SECURITY
CERTIFICATIONS
SECURITY
EXPERTS
 


	5. Solution
© 2021 ControlCase.  All Rights Reserved. 5
Certification and Continuous Compliance Services
“
I’ve worked on both sides of auditing. I
have not seen any other firm deliver
the same product and service with the
same value. No other firm provides that
continuous improvement and the level of
detail and responsiveness.
— Security and Compliance Manager,
Data Center
 


	6. ISO27001/ 2 CMMC  RPO SOC 1,2,3,&
Cybersecurity
HITRUST CSF
HIPAA PCI DSS GDPR NIST 800-53
PCI PIN PCI PA-DSS FedRAMP PCI 3DS
One Audit™
Assess Once. Comply to Many.
Certification Services
© 2021 ControlCase. All Rights Reserved. 6
“
You have 27 seconds to make a first
impression. And after our initial meeting,
it became clear that they were more
interested in helping our business and
building a relationship, not just getting
the business.
— Sr. Director, Information Risk & Compliance,
Large Merchant
 


	7. Dashboard of ISO  to One Audit™
© 2021 ControlCase. All Rights Reserved.
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	8. WHAT IS ISO  27001?
2
© 2021 ControlCase. All Rights Reserved. 8
 


	9. What is ISO  27001?
© 2021 ControlCase. All Rights Reserved. 9
INTERNATIONAL ORGANIZATION FOR STANDARDIZATION
ISO/IEC 27001 (WIDELY KNOWN AS ISO 27001) IS PART OF THE ISO/IEC 27000 FAMILY OF STANDARDS
Focused on information
security and enabling
organizations to manage
security assets.
ISO 27001 provides the
requirements for an
Information Security
Management System
(ISMS).
Takes a risk-based
approach to managing
information security.
 


	10. WHAT IS ISO  27002?
3
© 2021 ControlCase. All Rights Reserved. 10
 


	11. ISO 27001 vs  ISO 27002
© 2021 ControlCase. All Rights Reserved. 11
• ISO 27001 is the central framework of the ISO 27000
series relating to information security management.
• Lists each aspect required for the ISMS.
• ISO 27001 contains implementation requirements
for an ISMS.
• ISO 27001 is a certification.
27001 27002
• ISO 27002 is a supplementary standard that focuses on
the information security controls that organizations might
choose to implement.
• Addresses information security controls only
• ISO 27002 is not a certification
 


	12. WHAT IS ISO  27701,
ISO 27017, & ISO 27018?
4
© 2021 ControlCase. All Rights Reserved. 12
 


	13. What is ISO  27701?
© 2021 ControlCase. All Rights Reserved. 13
INTERNATIONAL ORGANIZATION FOR STANDARDIZATION
ISO/IEC 27701 is a privacy extension to ISO/IEC 27001 and ISO/IEC 27002
and provides additional guidance for the protection of privacy, which is
potentially affected by the collection and processing of personal information.
 


	14. What is ISO  27017 and 27018?
© 2021 ControlCase. All Rights Reserved. 14
Security techniques — Code of practice for information security
controls based on ISO/IEC 27002 for cloud services.
27017 27018
Security techniques - Code of practice for protection of personally
identifiable information (PII) in public clouds acting as PII processors.
• Both are add-on extensions of
the ISO 27001 standard.
• All of the clauses and
annexures apply the same as
the main 27001.
• You cannot perform either of
these without the 27001.
• ControlCase cannot perform
these if someone else has
performed the ISO 27001
Assessment.
 


	15. WHAT IS AN  ISMS?
5
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	16. What is an  ISMS?
An ISMS (Information Security Management Systems) is a framework of policies
and procedures that includes all legal, physical and technical controls involved in
an organization's information risk management processes.
© 2021 ControlCase. All Rights Reserved. 16
 


	17. WHAT IS ISO  27001
CERTIFICATION?
6
© 2021 ControlCase. All Rights Reserved. 17
 


	18. Compliance vs Certification
©  2021 ControlCase. All Rights Reserved. 18
ISO 27001 COMPLIANT
Means the organization
follows the ISO 27001 standard.
ISO 27001 CERTIFIED
Means the organization’s SO 27001
Information Security Management System
has been certified in compliance with the
standard by auditors known as Certification
Bodies (such as ControlCase InfoSec).
 


	19. WHO NEEDS
ISO CERTIFICATION?
7
©  2021 ControlCase. All Rights Reserved. 19
 


	20. Who Needs ISO  27001 Certification?
Any organisation that wishes or is required to formalise and improve business
processes around information security, privacy and securing its information assets.
The size/turnover of a business does not dictate the need for ISO 27001.
© 2021 ControlCase. All Rights Reserved. 20
 


	21. WHAT IS COVERED
IN  ISO 27001?
8
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	22. What is Covered  in ISO 27001
© 2021 ControlCase. All Rights Reserved. 22
Information Security
Policies
Organization of
Information Security
Human Resource
Security
Asset
Management
Access
Control
Cryptography
Physical and
Environmental Security
Operations
Security
Communications
Security
SDLC
Supplier
Relationship
Incident
Management
Business
Continuity
Compliance
 


	23. HOW MANY CONTROLS
IN  ISO 27001?
9
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	24. ControlCase ISO 27001  Questions
© 2021 ControlCase. All Rights Reserved. 24
Total: 108 Questions
Common ISO Scoping Questions ISO 27001 Assessment Questions Document Release Questions
6 Questions 98 Questions 4 Questions
 


	25. WHAT IS THE  ISO 27001
CERTIFICATION PROCESS?
10
© 2021 ControlCase. All Rights Reserved. 25
 


	26. ControlCase Certification Methodology  – YEAR 1
© 2021 ControlCase. All Rights Reserved. 26
ITERATIVE PRE-ASSESSMENT ISO STAGE 1 AUDIT ISO STAGE 2 AUDIT DELIVERABLES
• Consolidated Pre-Assessment
(ControlCase 250 Assessment).
• Using ControlCase Compliance
Hub and Integrated Checklist.
• Evaluation of policies and
procedures.
• Multiple rounds of assessment
before Stage 1 and Stage 2
Audit.
Onsite/ Remote
Average of 4 days
Onsite/ Remote
Average of 6 days
• ISO 27001 Certificate
issued
• Extension Documents
Released
PHASE PHASE
3
1 2
PHASE
Minimum 10 days between Stage 1 – 2
2A 2B
AVERAGE TIMELINE FOR PHASE 1 – 3 IS 6 MONTHS
 


	27. ISO Surveillance Audits  – YEAR 2 and YEAR 3
© 2021 ControlCase. All Rights Reserved. 27
ISO 27001 REQUIRES THAT SURVEILLANCE AUDITS
BE COMPLETED FOR YEAR 2 AND YEAR 3.
Surveillance audits are mini audits
assessing the certified client's management
system’s is still compliant to ISO 27001.
Surveillance audits are not
full system audits.
 


	28. HOW OFTEN DO  YOU
NEED ISO 27001?
11
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	29. How Often Do  You Need ISO 27001?
© 2021 ControlCase. All Rights Reserved. 29
INTERNATIONAL ORGANIZATION FOR STANDARDIZATION
ISO Certification is
valid for 3 years.
Surveillance audits are
required in year 2 and year 3.
 


	30. WHAT ARE THE  CHALLENGES
TO ISO 27001 COMPLIANCE?
12
© 2021 ControlCase. All Rights Reserved. 30
 


	31. General Compliance Challenges
©  2021 ControlCase. All Rights Reserved. 31
Takes people away from
their core responsibilities
Proving and maintaining compliance places
a significant burden on organizations.
Strains already
taxed resources
ORGANIZATIONS STRUGGLE WITH:
Dealing with multiple
regulations.
Keeping up with changing
regulations and
compliance requirements.
Understanding and
translating compliance
frameworks.
The lack of visibility into
their compliance posture.
The time spent
preparing for audits.
TRADITIONAL AUDITOR’S CHECKLIST APPROACH ISN’T ENOUGH.
 


	32. Common Challenges to  ISO 27001/27701
Business
Associate
Vulnerability
Management
Logging &
Monitoring
Encryption PII Policies
& Training
• Agreements to be
formalized
• Vendor
management
process
• Periodic
vulnerability
management
• Patching devices
• Application
code rewrite
• 24X7X365
monitoring
• Managing volume
of logs
• Encryption of PII • Annual training
• Documented PII
policies and
procedures
© 2021 ControlCase. All Rights Reserved. 32
 


	33. WHY CONTROLCASE?
13
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	34. ISO 27001-2 CCPA  SOC 1,2,3,&
Cybersecurity
CMMC RPO HIPAA FedRAMP
PCI DSS NIST CSF PCI PIN PCI PA-DSS CSA Star Microsoft SSPA
One Audit™
© 2021 ControlCase. All Rights Reserved. 34
Assess Once. Comply to Many.
 


	35. ControlCase Compliance Hub®
©  2021 ControlCase. All Rights Reserved. 35
Automated
Compliance
Engine
(ACE)
• Collect evidence such
as configurations
remotely.
ControlCase
Data Discovery
(CDD)
• Scan end user
workstations for PII.
Vulnerability
Assessment &
Penetration Testing
(VAPT)
• Perform remote
vulnerability scans and
penetration tests.
Automated Log
Analysis
(LOGS)
• Review log settings
and identify missing
logs remotely.
 


	36. Continuous Compliance Services
ControlCase  Addresses Common non-compliant situations that may leave you vulnerable:
© 2021 ControlCase. All Rights Reserved. 36
In-scope assets
not reporting logs
In-scope assets missed
from vulnerability scans
Critical, overlooked
vulnerabilities due to volume
Risky firewall rule sets
go undetected
Non-compliant user access
scenarios not flagged
FEATURE: Package 1 - With Cybersecurity Services* Package 2 - Without Cybersecurity Services*
Quarterly Review of 15 to 25 Compliance Questions ✓ ✓
Quarterly Review of Scope ✓ ✓
Collecting & Analyzing Data through connectors from client systems — ✓
Vulnerability Assessment ✓ —
Penetration Testing ✓ —
Sensitive Data Discovery ✓ —
Firewall Ruleset Review ✓ —
Security Awareness Training ✓ —
Logging & Automated Alerting ✓ —
* Hybrid package can be selected.
 


	37. Summary – Why  ControlCase
© 2021 ControlCase. All Rights Reserved. 37
“They provide excellent service,
expertise and technology. And,
the visibility into my compliance
throughout the year and during
the audit process provide a lot
of value to us.
— Dir. of Compliance,
SaaS company
 


	38. THANK YOU FOR  THE OPPORTUNITY
TO CONTRIBUTE TO YOUR IT
COMPLIANCE PROGRAM.
www.controlcase.com
contact@controlcase.com
Download ISO 27001 Compliance Checklist
ISO 27001 Compliance Blog
Schedule ISO 27001 Compliance Discussion
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