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	1. v1.0.0
Software Engineering applied  to the Software
Development Lifecycle
Ploigos Ecosystem
Bill Bensing March 2, 2022
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	2. v1.0.0
Symptoms of a  Diseased SDLC
2
▸ Inability extend SDLC workflow, or swap technologies (at scale)
without investments that resemble large re-write efforts
▸ High Toil, linear, or exponential, increase in effort as use of system
increases.
 


	3. v1.0.0
The Organization Problem
3
1.  Low SDLC Cohesion
a. Little or no design, a series of tools & integration
b. No formalized business architecture (workflow)
2. Highly Coupled & Brittle Implementation
a. Low, or no, testability
b. Approach to scale - copy “business logic”
3. Attestable Information
a. Hard tell what happened, or when
b. Very high toil
 


	4. v1.0.0
Workflow, Tools, &  Services
Enabling Constraints - Gold Path Workflow
4
The same thing, the same way, regardless of tech stack
▸ Minimum - Most Basic Flow
▸ Typical - Shift-Left Security
▸ Everything - 100% Automated Governance
 


	5. v1.0.0
SOLID Software Delivery  Lifecycle
5
Why Not Apply Software Engineering Principles?
▸ S - Single Responsibility
▸ O - Open-Closed Principle
▸ L - Liskov Substitution
▸ I - Interface Segregation
▸ D - Dependency Inversion
 


	6. v1.0.0
What If There  Was…
6
A technology-agnostic canonical
implementation of SDLC tooling, with default
workflow implementations, that allows one to
layer in current, and future unknown concerns,
which are independent of SDLC tool execution?
 


	7. v1.0.0
Ploigos Step Runner
7
A  technology-agnostic canonical
implementation of SDLC tooling, with default
workflow implementations, that allows one to
layer in current, and future unknown concerns,
which are independent of SDLC tool execution.
 


	8. v1.0.0
Ploigos Ecosystem
8
https://github.com/ploigos
  


	9. v1.0.0
Ploigos Step Runner
9
How  It Works
CI Tool Static
Scanning
Lines & Lines of
Imperative
Logic
 


	10. v1.0.0
Ploigos Step Runner
10
How  It Works
CI Tool
$ psr static-scan
Ploigos
Step Runner
Step Runner Config
Retrieve
Configuration
Invoke Tools
 


	11. v1.0.0
Ploigos Step Runner
11
How  It Works
▸ Procedural
▸ Declarative
▸ SOLID
･ S - Single Responsibility
･ O - Open-Closed Principle
･ L - Liskov Substitution
･ I - Interface Segregation
･ D - Dependency Inversion
 


	12. v1.0.0
Ploigos Step Runner
12
Source:  Step Runner Diagram
 


	13. v1.0.0
The Modern Governance  Strategy - Coherent Actions
13
Unit Tested
Workflow
Advantages
Integration Tested
Tools
A workflow &
tool set as a service
 


	14. v1.0.0
Ploigos Step Runner
14
How  It Works - Automated Governance
CI Tool
$ psr static-scan
Ploigos
Step Runner
Step Runner Config
Retrieve
Configuration
Collect, Serialize,
Sign,& Persist
Outcomes
Invoke Tools
Store Outcome
Attestation
 


	15. v1.0.0
Ploigos Step Runner
15
How  It Works
Evidence
Attestation Persisted Evidence
Cross Reference
Eachother
 


	16. v1.0.0
16
The Modern Governance  Strategy - Coherent Actions
Automated Control Gate Activity
Collect Material
Normalized
Material
Retrieve
Attestation
Validate & Audit
Attestation
Attest To
(Sign) Material
& Persist
Retrieve
Policy
Evidence & Attestation
Procedure
Policy Enforcement Point
Procedure
 


	17. v1.0.0
The Modern Governance  Strategy - Coherent Actions
Serialize Material is Key to Externalized Policy
17
Evidence & Attestation - How to Codify Policy, Security, & Compliance
 


	18. v1.0.0
The Modern Governance  Strategy - Coherent Actions
Externalize Governance - Audit Against Business Interface
18
Policy Enforcement Point - How to Codify Policy, Security, & Compliance
 


	19. v1.0.0
The Modern Governance  Strategy - Coherent Actions
Continuous Integration as Evidence
19
Evidence Collection & Attestation of CI Process & Outcomes
 


	20. v1.0.0
The Modern Governance  Strategy - Coherent Actions
Validateable Continuous Deployment
20
Audits Are the First Part of the Deployment Process
 


	21. v1.0.0
The Modern Governance  Strategy - Coherent Actions
100% Automated - Commit to Production
21
Automated Governance = Compliance as Code + Policy as Code
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