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ISO/IEC 27005:2018  ISO/IEC 27005:2022
Information technology —
Security techniques —
Information security risk management
Information security, cybersecurity and
privacy protection —
Guidance on managing information
security risks
 


	6. Main changes
1. All  guidance text has been aligned with ISO/IEC 27001:2022,
and ISO 31000:2018
2. The terminology has been aligned with the terminology in
ISO 31000:2018
3. The structure of the clauses has been adjusted to the layout
of ISO/IEC 27001:2022
4. Risk scenario concepts have been introduced
5. The event-based approach is contrasted with the asset-based
approach to risk identification
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into a single annex. + More examples and models
 


	7. Abstract
7
ISO/IEC 27005:2018 ISO/IEC  27005:2022
This document provides guidelines for information
security risk management.
This document supports the general concepts
specified in ISO/IEC 27001 and is designed to
assist the satisfactory implementation of
information security based on a risk management
approach.
Knowledge of the concepts, models, processes
and terminologies described in ISO/IEC 27001
and ISO/IEC 27002 is important for a complete
understanding of this document.
This document is applicable to all types of
organizations (e.g. commercial enterprises,
government agencies, non-profit organizations)
which intend to manage risks that can
compromise the organization's information
security.
This document provides guidance to assist
organizations to:
• fulfil the requirements of ISO/IEC 27001
concerning actions to address information
security risks;
• perform information security risk management
activities, specifically information security risk
assessment and treatment.
This document is applicable to all organizations,
regardless of type, size or sector.
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	10. Introduction
This document provides  guidance on:
• implementation of the information security risk requirements specified in ISO/IEC 27001;
• essential references within the standards developed by ISO/IEC JTC 1/SC 27 to support information
security risk management activities;
• actions that address risks related to information security (see ISO/IEC 27001:2022, 6.1 and Clause 8);
• implementation of risk management guidance in ISO 31000 in the context of information security.
This document contains detailed guidance on risk management and supplements
the guidance in ISO/IEC 27003.
This document is intended to be used by:
• organizations that intend to establish and implement an information security management system
(ISMS) in accordance with ISO/IEC 27001;
• persons that perform or are involved in information security risk management
(e.g. ISMS professionals, risk owners and other interested parties);
• organizations that intend to improve their information security risk management process.
10
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ISO/IEC 27005:2018  ISO/IEC 27005:2022
This document supports the general concepts
specified in ISO/IEC 27001 and is designed to
assist the satisfactory implementation of
information security based on a risk management
approach.
Knowledge of the concepts, models, processes
and terminologies described in ISO/IEC 27001
and ISO/ IEC 27002 is important for a complete
understanding of this document.
This document is applicable to all types of
organizations (e.g. commercial enterprises,
government agencies, non-profit organizations)
which intend to manage risks that can
compromise the organization’s information
security.
This document provides guidance to assist
organizations to:
• fulfil the requirements of ISO/IEC 27001
concerning actions to address information
security risks;
• perform information security risk management
activities, specifically information security risk
assessment and treatment.
This document is applicable to all organizations,
regardless of type, size or sector.
 


	12. 3. Terms and  definitions
12
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N/A, just a reference to ISO 27000 and
databases:
• ISO Online browsing platform:
www.iso.org/obp
• IEC Electropedia: www.electropedia.org
3.1 Terms related to information security
risk (17):
external context, internal context, risk,
risk scenario, risk owner, risk source, risk criteria, risk
appetite, threat, vulnerability, event, information
security incident, likelihood, consequence, level of risk,
control, residual risk
3.2 Terms related to information security
risk management (10):
risk management process, risk communication and
consultation, risk assessment, risk identification, risk
analysis, risk evaluation, risk treatment, risk acceptance,
risk sharing, risk retention
”Risk scenario - sequence or combination of events leading from the initial cause to the unwanted consequence.”
 


	13. 4. Structure of  this document
This document is structured as follows:
• Clause 5: Information security risk management;
• Clause 6: Context establishment;
• Clause 7: Information security risk assessment process;
• Clause 8: Information security risk treatment process;
• Clause 9: Operation;
• Clause 10: Leveraging related ISMS processes.
Except for the descriptions given in general subclauses, all risk management activities as presented
from Clause 7 to Clause 10 are structured as follows:
• Input: Identifies any required information to perform the activity. Action: Describes the activity.
• Trigger: Provides guidance on when to start the activity, for example because of a change within
the organization or according to a plan or a change in the external context of the organization.
• Output: Identifies any information derived after performing the activity, as well as any criteria that
such output should satisfy.
• Guidance: Provides guidance on performing the activity, keyword and key concept.
13
 


	14. 5. IS risk  management
Risk management process - systematic application of
management policies, procedures and practices to the activities of
communicating, consulting, establishing the context, and
identifying, analysing, evaluating, treating, monitoring and
reviewing risk.
• Classic scheme (2018) + Documented Information (2022)
• Risk treatment cyclical process (2018) -> Risk treatment iterative
process (2022):
— formulating and selecting risk treatment options;
— planning and implementing risk treatment;
— assessing the effectiveness of that treatment;
— deciding whether the remaining risk is acceptable;
— taking further treatment if not acceptable.
• Added IS risk management cycles: strategic (overall context) and
operational (scenarios)
• Many changes in the activity descriptions, additional
recommendations. See further… 14
 


	15. 6 Context establishment
15
ISO/IEC  27005:2018, pages 5-8 ISO/IEC 27005:2022, pages 9-16
7.1 General considerations
7.2 Basic criteria
• 7.2.1 Risk management approach
• 7.2.2 Risk evaluation criteria
• 7.2.3 Impact criteria
• 7.2.4 Risk acceptance criteria
7.3 Scope and boundaries
7.4 Organization for information security risk
management
6.1 Organizational considerations
6.2 Identifying basic requirements of interested parties
6.3 Applying risk assessment
6.4 Establishing and maintaining information security
risk criteria
• 6.4.1 General
• 6.4.2 Risk acceptance criteria
• 6.4.3 Criteria for performing information security
risk assessments
• 6.4.3.1 General
• 6.4.3.2 Consequence criteria
• 6.4.3.3 Likelihood criteria
• 6.4.3.4 Criteria for determining the level of risk
6.5 Choosing an appropriate method
 


	16. 7. Information security  risk assessment process
16
ISO/IEC 27005:2018, pages 8-16 ISO/IEC 27005:2022, pages 16-23
8.1 General description of information security risk
assessment
• 8.2 Risk identification
8.2.1 Introduction to risk identification
• 8.2.2 Identification of assets
• 8.2.3 Identification of threats
• 8.2.4 Identification of existing controls
• 8.2.5 Identification of vulnerabilities
• 8.2.6 Identification of consequences
8.3 Risk analysis
• 8.3.1 Risk analysis methodologies
• 8.3.2 Assessment of consequences
• 8.3.3 Assessment of incident likelihood
• 8.3.4 Level of risk determination
8.4 Risk evaluation
7.1 General
7.2 Identifying information security risks
• 7.2.1 Identifying and describing information security
risks
• 7.2.2 Identifying risk owners
7.3 Analysing information security risks
• 7.3.1 General
• 7.3.2 Assessing potential consequences
• 7.3.3 Assessing likelihood
• 7.3.4 Determining the levels of risk
7.4 Evaluating the information security risks
• 7.4.1 Comparing the results of risk analysis with the
risk criteria
• 7.4.2 Prioritizing the analysed risks for risk
treatment
 


	17. 17
  


	18. Approaches to perform  risk identification
18
Event-based (scenarios) Asset-based
Identify strategic scenarios through a consideration of
risk sources, and how they use or impact interested
parties to reach those risk’s desired objective.
Identify operational scenarios, which are detailed in
terms of assets, threats and vulnerabilities.
The underlying concept is that risks can be identified
and assessed through an evaluation of events and
consequences.
The underlying concept is that risks can be identified
and assessed through an inspection of assets, threats
and vulnerabilities.
• An event-based approach can establish high level
or strategic scenarios without spending a
considerable amount of time in identification of
assets on a detailed level.
• This allows the organization to focus its risk
treatment efforts on the critical risks.
• Interviews with top management
• Top-down
• An asset is anything that has value to the
organization and therefore requires protection.
• If all valid combinations of assets, threats and
vulnerabilities can be enumerated within the scope
of the ISMS, then, in theory, all the risks would be
identified.
• The asset-based approach can identify asset-
specific threats and vulnerabilities and allows the
organization to determine specific risk treatment on
a detailed level.
• Bottom-up
 


	19. 8. Information security  risk treatment process
19
ISO/IEC 27005:2018, pages 16-20 ISO/IEC 27005:2022, pages 23-30
9.1 General description of risk treatment
9.2 Risk modification
9.3 Risk retention
9.4 Risk avoidance
9.5 Risk sharing
10 Information security risk acceptance
8.1 General
8.2 Selecting appropriate information security risk
treatment options
8.3 Determining all controls that are necessary to
implement the information security risk treatment
options
8.4 Comparing the controls determined with those in
ISO/IEC 27001:2022, Annex A
8.5 Producing a Statement of Applicability
8.6 Information security risk treatment plan
8.6.1 Formulation of the risk treatment plan
8.6.2 Approval by risk owners
8.6.3 Acceptance of the residual information security
risks
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	21. 9. Operations, page  31
21
9.1 Performing information security risk
assessment process
9.2 Performing information security risk
treatment process
Input: Documents about the information
security risk assessment process including risk
assessment and risk acceptance criteria.
Action: The risk assessment process should be
performed in accordance with Clause 7.
Trigger: The need of the organization to assess
risks, at planned intervals or based on events.
Output: Evaluated risks.
Implementation guidance: …
Input: Evaluated risk(s).
Action: The risk treatment process should be
performed in accordance with Clause 8.
Trigger: The need of the organization to treat
risks, at planned intervals or based on events.
Output: Retained or accepted residual risks.
Implementation guidance: …
 


	22. 10. Leveraging related  ISMS processes, pages 32-40
22
ISMS Actions
10.1 Context of the organization All relevant data should be considered to identify and describe internal and external issues influencing
information security risk management and requirements of interested parties.
10.2 Leadership and commitment Appropriate level of management should consider results related to information security risks, to
decide on or endorse further actions.
10.3 Communication and consultation Information on risks, their causes, consequences, their likelihood and the controls being taken to
treat them should be communicated to, or obtained from, the external and internal interested parties.
10.4 Documented information Information about the information security risk assessment and treatment processes and results
should be documented and retained.
10.5 Monitoring and review Risks and their factors (i.e. value of assets, consequences, threats, vulnerabilities, likelihood of
occurrence) should be monitored and reviewed to identify any changes in the context of the
organization at an early stage, and to maintain an overview of the complete risk picture.
10.6 Management review The results of information security risk assessment and status of the information security risk
treatment plan should be reviewed to confirm that residual risks meet risk acceptance criteria, and
that the risk treatment plan addresses all relevant risks and their risk treatment options.
10.7 Corrective action Revise the risk treatment plan and implement it to modify the residual risk to an acceptable level.
10.8 Continual improvement The information security risk management process should be continually monitored, reviewed and
improved as necessary.
+Inputs/Outputs, Triggers, Implementation guidance
 


	23. Annexes
23
ISO/IEC 27005:2018, pages  24-52 ISO/IEC 27005:2022, pages 41-61
Annex A. Defining the scope and boundaries of the
information security risk management process
• A.1 Study of the organization
• A.2 List of the constraints affecting the organization
• A.3 List of the constraints affecting the scope
Annex B. Identification and valuation of assets and impact
assessment
• B.1 Examples of asset identification (primary and
supporting)
• B.2 Asset valuation
• B.3 Impact assessment
Annex C. Examples of typical threats (+ Origin of threat)
Annex D. Vulnerabilities and methods for vulnerability
assessment
• D.1 Examples of vulnerabilities
• D.2 Methods for assessment of technical vulnerabilities
Annex E. Information security risk assessment approaches
• E.1 High-level information security risk assessment
• E.2 Detailed information security risk assessment
Annex F. Constraints for risk modification
Annex A. (informative) Examples of techniques in support of
the risk assessment process
A.1 Information security risk criteria
• A.1.1 Criteria related to risk assessment
• A.1.2 Risk acceptance criteria
A.2 Practical techniques
• A.2.1 Information security risk components
• A.2.2 Assets
• A.2.3 Risk sources and desired end state
• A.2.4 Event-based approach
• A.2.5 Asset-based approach
• A.2.6 Examples of scenarios applicable in both approaches
• A.2.7 Monitoring risk-related events
 


	24. Annexes. Tables
24
ISO/IEC 27005:2018  ISO/IEC 27005:2022
Examples of typical threats
Origin of threats
Examples of typical vulnerabilities
Table E.1 — The asset values, and the threat and vulnerability
levels
Table E.2 — Results from the consideration of the likelihood
of an incident scenario, mapped against the estimated
business impact
Table E.3 — The factors of consequences (asset value) and
likelihood of threat occurrence (taking account of vulnerability
aspects)
Table E.3 — Combination of the likelihood of the threat
occurring and the ease of exploitation of the vulnerability
Table E.4 — The intersection of asset value and likelihood
value
Table A.1 — Example of consequence scale
Table A.2 — Example of likelihood scale
Table A.3 — Example of qualitative approach to risk criteria
Table A.4 — Example logarithmic likelihood scale
Table A.5 — Example logarithmic consequence scale
Table A.6 — Example of evaluation scale combined with
three-colour risk matrix
Table A.7 — Examples and usual methods of attack
Table A.8 — Example classification of motivations to express
the DES
Table A.9 — Examples of target objectives
Table A.10 — Examples of typical threats
Table A.11 — Examples of typical vulnerabilities
Table A.12 — Examples of risk scenarios in both approaches
Table A.13 — Example of risk scenario and monitoring risk-
related events relationship
 


	25. New examples of  typical threats
25
ISO/IEC 27005:2018 ISO/IEC 27005:2022
1. Physical damage (6)
2. Natural events (5)
3. Loss of essential services (3)
4. Disturbance due to radiation (3)
5. Compromise of information (11)
6. Technical failures (5)
7. Unauthorized actions (5)
8. Compromise of functions (5)
Total: 43
1. Physical threats (6)
2. Natural threats (6)
3. Infrastructure failures (8)
4. Technical failures (3)
5. Human actions (26)
6. Compromise of functions or services (4)
7. Organizational threats (4)
Total: 56
 


	26. New risk sources
26
ISO/IEC  27005:2018 ISO/IEC 27005:2022
Annex C, part of threat examples
Human threat sources:
1. Hacker, cracker
2. Computer criminal
3. Terrorist
4. Industrial espionage (Intelligence, companies,
foreign governments, other government
interests)
5. Insiders (poorly trained, disgruntled,
malicious, negligent, dishonest, or terminated
employees)
Table with Motivation and Possible consequences
Table A.7 Examples and usual methods of attack
Risk source:
1. State-related (States, Intelligence agencies)
2. Organized crime (Cybercriminal organizations
(mafias, gangs, criminal outfits))
3. Terrorist (Cyber-terrorists, cyber-militias)
4. Ideological activist (Cyber-hacktivists, interest
groups, sects)
5. Specialized outfits (“Cyber-mercenary”)
6. Amateur
7. Avenger
8. Pathological attacker
 


	27. Qualitative approach (new  matrix and scales)
27
ISO/IEC 27005:2018 ISO/IEC 27005:2022
 


	28. Quantitative approach (examples),  2022
28
 


	29. Annexes. New figures
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Instead of a  conclusion:
1. General procedures (Assessment and Treatment)
are OK, as usual. J J
2. Two approaches: asset-based and event-based
(scenarios), finally J
3. «9.Operation» and «10.Leveraging related ISMS
processes» are useful for the ISMS
implementation. J J
4. Tables «A.10 Examples of typical threats», and
«A.11 Examples of typical vulnerabilities»,
likelihood and consequence scales can be used
for inspiration. J
5. «A.2 Practical techniques» are poorly designed
and described. New figures and the examples of
scenarios are useless. L L
6. ISO 27005:2022 is a very complicated standard
and every new version makes it more difficult. L
In my opinion, the ISACA IT Risk and IRAM2 are
much more useful and practical. I recommend using
them.
 


	31. Thanks!
www.linkedin.com/in/andreyprozorov
www.patreon.com/AndreyProzorov
31
  


	32. Have you seen  my previous presentation?
32
www.patreon.com/posts/my-presentation-73750394
 


	33. My ISMS Implementation  Toolkit (ISO 27001)
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www.patreon.com/posts/47806655
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