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	3. Agenda
3
About ISO 27001  Changes in the new revision If we have time…
1. ISO 27002/27001
History
2. The ISMS family
of standards
3. ISO Survey 2021
4. General information (purchasing,
new name, abstract, content,
terminology databases)
5. Changes in the main body (4-10)
6. NEW Annex A. IS Controls
7. Recommendations for migration
to the new revision
8. Transition period
9. ISMS Implementation steps
10. New revision of
ISO 27005:2022
I will answer questions and comments after each part
 


	4. My comments :)))
4
  


	5. ISO 27002/27001 History
5
advisera.com/27001academy/blog/2022/02/09/iso-27001-iso-27002
  


	6. The ISMS family  of standards
6
The ISMS family of standards
includes standards that:
a) define requirements for an
ISMS and for those certifying
such systems;
b) provide direct support, detailed
guidance and/or interpretation
for the overall process to
establish, implement, maintain,
and improve an ISMS;
c) address sector-specific
guidelines for ISMS; and
d) address conformity assessment
for ISMS.
70+ standards - www.patreon.com/posts/65866414
 


	7. Why is ISO  27001 so popular?
1. It is simple (ISMS + IS controls)
2. It is aligned with other management systems (e.g., QMS, PIMS, SMS, BCMS)
3. It is time-tested
4. It contains simple but valuable principles (e.g., continual improvement,
process-based approach, risk-based approach)
5. Many recommendations, guidelines (including the ISMS Family) and courses
6. You can certify your ISMS (for some countries/industries this is a mandatory
requirement)
7. Many other IS standards and framework are inspired by ISO 27001
7
 


	8. 8
ISO 27001 is  the Coach
 


	9. ISO Survey 2021
The  latest results of the Survey shows an
estimation of the number of valid
certificates as of 31 December 2021.
Global 2020: 44486 (+32%) / 84166
Finland 2020: 102 (+76%) / 185
www.iso.org/the-iso-survey.html
Total valid certificates Total number of sites
ISO 9001:2015 1,077,884 1,447,080
ISO 14001:2015 420,433 610,924
ISO 45001:2018 294,420 369,897
ISO IEC 27001:2013 58,687 99,755
ISO 22000:2005&2018 36,124 42,937
ISO 13485:2016 27,229 38,503
ISO 50001:2011&2018 21,907 54,778
ISO 20000-1:2011&2018 11,769 13,998
ISO 37001:2016 2,896 7,982
ISO 22301:2012&2019 2,559 5,969
ISO 39001:2012 1,285 2,357
ISO 28000:2007 584 1,106
ISO 55001:2014 488 1,993
ISO 20121:2012 253 712
ISO 29001:2020 157 795
ISO 44001:2017 136 186
 


	10. TOP 15 Countries
Certificates  Sites
China 18446 18569
Japan 6587 17784
United Kingdom of Great Britain
and Northern Ireland
5256 8647
India 2775 6024
Italy 1924 3474
United States of America 1742 4504
Germany 1673 3486
Netherlands 1508 2421
Taiwan, Province of China 1129 3147
Israel 1056 1083
Romania 951 1211
Spain 949 1444
Poland 876 2210
Australia 775 2311
Turkey 706 1169
 


	11. TOP 15 sectors
Unknown  38009
Information technology 10644
Transport, storage and communication 6909
Other Services 1693
Financial intermediation, real estate, renting 645
Engineering services 630
Wholesale & retail trade, repairs of motor vehicles,
motorcycles & personal & household goods
562
Construction 527
Electrical and optical equipment 477
Health and social work 393
Public administration 338
Education 262
Other social services 219
Printing companies 172
Electricity supply 120
Machinery and equipment 113
 


	12. Life cycle
12
  


	13. 13
www.iso.org/standard/82875.html
≈119 Euro
  


	14. New Name
14
ISO/IEC 27001:2013  ISO/IEC 27001:2022
Information technology —
Security techniques —
Information security management
systems — Requirements
Information security, cybersecurity
and privacy protection —
Information security management
systems — Requirements
 


	15. 15
www.iso.org
  


	16. This document specifies  the requirements for establishing,
implementing, maintaining and continually improving an
information security management system within the
context of the organization.
This document also includes requirements for the assessment
and treatment of information security risks tailored to the
needs of the organization.
The requirements set out in this document are generic and
are intended to be applicable to all organizations, regardless
of type, size or nature.
Excluding any of the requirements specified in Clauses 4 to 10
is not acceptable when an organization claims conformity to
this document. [New 2022]
16
Abstract
 


	17. ISO 27000:2018. What  is an ISMS?
An ISMS consists of the policies, procedures, guidelines,
and associated resources and activities, collectively
managed by an organization, in the pursuit of protecting its
information assets.
An ISMS is a systematic approach for establishing,
implementing, operating, monitoring, reviewing,
maintaining and improving an organization’s information
security to achieve business objectives.
It is based on a risk assessment and the organization’s risk
acceptance levels designed to effectively treat and manage
risks.
…
17
https://standards.iso.org/ittf/PubliclyAvailableStandards
 


	18. Number of pages
18
ISO/IEC  27001:2013 ISO/IEC 27001:2022
23 19
 


	19. Content
19
• New 6.3  Planning of changes
(missing from the table of contents J)
• 10.1 and 10.2 have been swapped
 


	20. New terminology databases
20
ISO/IEC  27001:2013 ISO/IEC 27001:2022
3 Terms and definitions
For the purposes of this document, the
terms and definitions given in ISO/IEC
27000 apply.
3 Terms and definitions
For the purposes of this document, the
terms and definitions given in ISO/IEC
27000 apply.
ISO and IEC maintain terminology databases
for use in standardization at the following
addresses:
— ISO Online browsing platform: available
at https://www.iso.org/obp
— IEC Electropedia: available at
https://www.electropedia.org
 


	21. New relevant requirements,  4.2
21
ISO/IEC 27001:2013 ISO/IEC 27001:2022
4.2 Understanding the needs and
expectations of interested parties
The organization shall determine:
a) interested parties that are relevant to the
information security management system;
and
b) the requirements of these interested
parties relevant to information security.
4.2 Understanding the needs and
expectations of interested parties
The organization shall determine:
a) interested parties that are relevant to the
information security management system;
b) the relevant requirements of these
interested parties;
c) which of these requirements will be
addressed through the information
security management system.
 


	22. More focus on  processses, 4.4 ISMS
22
ISO/IEC 27001:2013 ISO/IEC 27001:2022
4.4 Information security management
system
The organization shall establish, implement,
maintain and continually improve an
information security management system, in
accordance with the requirements of this
International Standard.
4.4 Information security management
system
The organization shall establish, implement,
maintain and continually improve an
information security management system,
including the processes needed and
their interactions, in accordance with the
requirements of this document.
 


	23. New requirements for  6.2 IS objectives
23
ISO/IEC 27001:2013 ISO/IEC 27001:2022
6.2 Information security objectives and
planning to achieve them
The organization shall establish information
security objectives at relevant functions and
levels.
The information security objectives shall:
a) be consistent with the information security
policy;
b) be measurable (if practicable);
c) take into account applicable information
security requirements, and results from risk
assessment and risk treatment;
d) be communicated; and
e) be updated as appropriate.
6.2 Information security objectives and
planning to achieve them
The organization shall establish information
security objectives at relevant functions and
levels.
The information security objectives shall:
a) be consistent with the information security
policy;
b) be measurable (if practicable);
c) take into account applicable information
security requirements, and results from risk
assessment and risk treatment;
d) be monitored;
e) be communicated;
f) be updated as appropriate;
g) be available as documented information.
 


	24. Requirements for documented  information
24
Requirements ISO 27001 ISO 27701
1. Scope of the ISMS / PIMS 4.3 5.2.3
2. Information security policy (ISMS Policy) / PIMS policy 5.2 5.3.2
3. Information security risk assessment process 6.1.2 5.4.1.2
4. Information security risk treatment process 6.1.3 5.4.1.3
5. Statement of Applicability (SoA) 6.1.3 d) 5.4.1.3
6. Information security objectives / Privacy objectives 6.2 5.4.2
7. Evidence of competence 7.2 d) 5.5.2
8. Documented information determined by the organization as being necessary for the
effectiveness of the ISMS / PIMS
7.5.1 b) 5.5.5.1
9. Operational planning and control 8.1 5.6.1
10. Results of the information security risk assessments 8.2 5.6.2
11. Results of the information security risk treatment 8.3 5.6.3
12. Evidence of the monitoring and measurement results 9.1 5.7.1
13. Evidence of the audit programme(s) and the audit results 9.2 g) 5.7.2
14. Evidence of the results of management reviews 9.3 5.7.3
15. Evidence of the nature of the nonconformities and any subsequent actions taken 10.1 f) 5.8.1
16. Evidence of the results of any corrective action 10.1 g) 5.8.2
ISO 27007:2020
www.patreon.com/posts/53206865
 


	25. Planning for changes  (NEW)
25
ISO/IEC 27001:2013 ISO/IEC 27001:2022
-
6.3 Planning of changes
When the organization determines the need
for changes to the information security
management system, the changes shall be
carried out in a planned manner.
 


	26. New requirements for  7.4 Communication
26
ISO/IEC 27001:2013 ISO/IEC 27001:2022
7.4 Communication
The organization shall determine the need
for internal and external communications
relevant to the information security
management system including:
a) on what to communicate;
b) when to communicate;
c) with whom to communicate;
d) who shall communicate; and
e) the processes by which communication
shall be effected.
7.4 Communication
The organization shall determine the need
for internal and external communications
relevant to the information security
management system including:
a) on what to communicate;
b) when to communicate;
c) with whom to communicate;
d) how to communicate.
 


	27. New requirements for  8.1 Planning
27
ISO/IEC 27001:2013 ISO/IEC 27001:2022
8.1 Operational planning and control
The organization shall plan, implement and control
the processes needed to meet information security
requirements, and to implement the actions
determined in 6.1. The organization shall also
implement plans to achieve information security
objectives determined in 6.2.
The organization shall keep documented information
to the extent necessary to have confidence that the
processes have been carried out as planned.
The organization shall control planned changes and
review the consequences of unintended changes,
taking action to mitigate any adverse effects, as
necessary.
The organization shall ensure that outsourced
processes are determined and controlled.
8.1 Operational planning and control
The organization shall plan, implement and control
the processes needed to meet requirements, and to
implement the actions determined in Clause 6, by:
— establishing criteria for the processes;
— implementing control of the processes in
accordance with the criteria.
Documented information shall be available to the
extent necessary to have confidence that the
processes have been carried out as planned.
The organization shall control planned changes and
review the consequences of unintended changes,
taking action to mitigate any adverse effects, as
necessary.
The organization shall ensure that externally provided
processes, products or services that are relevant to
the information security management system are
controlled.
 


	28. New requirements for  9.1 Monitoring
28
ISO/IEC 27001:2013 ISO/IEC 27001:2022
9.1 Monitoring, measurement, analysis
and evaluation
…
The organization shall retain appropriate
documented information as evidence of the
monitoring and measurement results.
9.1 Monitoring, measurement, analysis
and evaluation
…
Documented information shall be available
as evidence of the results.
The organization shall evaluate the
information security performance and the
effectiveness of the information security
management system.
 


	29. New structure of  9.2 and 9.3
29
ISO/IEC 27001:2013 ISO/IEC 27001:2022
9.2 Internal audit
9.3 Management review
9.2 Internal audit
9.2.1 General
9.2.2 Internal audit programme
9.3 Management review
9.3.1 General
9.3.2 Management review inputs
9.3.3 Management review results
+new input for Management review:
c) changes in needs and expectations of
interested parties that are relevant to the
information security management system
 


	30. New structure of  10 Improvement
30
ISO/IEC 27001:2013 ISO/IEC 27001:2022
10.1 Nonconformity and corrective action
10.2 Continual improvement
10.1 Continual improvement
10.2 Nonconformity and corrective action
 


	31. NEW Annex A.  IS Controls
31
 


	32. Information security controls  reference (Annex A)
32
ISO/IEC 27001:2013 ISO/IEC 27001:2022
Total number of controls – 114 Total number of controls – 93, 11 new
Domains:
A.5 Information security policies
A.6 Organisation of information security
A.7 Human resource security
A.8 Asset management
A.9 Access control
A.10 Cryptography
A.11 Physical and environmental security
A.12 Operations security
A.13 Communications security
A.14 System acquisition, development, and maintenance
A.15 Supplier relationships
A.16 Information security incident management
A.17 Information security aspects of business continuity
management
A.18 Compliance
Controls are categorized as:
a) People, if they concern individual people
b) Physical, if they concern physical objects
c) Technological, if they concern technology
d) otherwise they are categorized as Organizational
Five attributes only in ISO 27002:2022 (#):
1. Control type (Preventive, Detective, Corrective)
2. Information security properties (CIA)
3. Cybersecurity concepts (Identify, Protect, Detect,
Respond and Recover)
4. Operational capabilities
5. Security domains
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	34. 34
NEW 2022:
A.5.7 Threat  intelligence
A.5.23 Information security for use of cloud services
A.5.30 ICT readiness for business continuity
A.7.4 Physical security monitoring
A.8.9 Configuration management
A.8.10 Information deletion
A.8.11 Data masking
A.8.12 Data leakage prevention
A.8.16 Monitoring activities
A.8.23 Web filtering
A.8.28 Secure coding
patreon.com/posts/iso-27001-2013-73584456
 


	35. ISO 27002:2022. Example  of Attributes
35
 


	36. You can create  mapping tables with other standards
36
 


	37. Let's sum up  the main changes
• The main part of ISO 27001 (the body, clauses 4 to 10) has changed
slightly. No new requirements, just minor clarifications
• The changes in Annex A (information security controls) are moderate.
All past controls in place but regrouped, some were merged,
11 new controls were added
• 5 Control attributes (#) were added in ISO 27002:2022
37
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	39. If you have  the ISMS, you will need to do:
1. Review the Risk Treatment Plan (RTP), align it with the new structure and numbering of
controls.
2. Review and update the Statement of Applicability (SoA). I recommend using 2 spreadsheets
(2013 and 2022) in the next 1-2 years.
3. Review and update the ISMS Management review procedure (inputs).
4. Review and update IS objectives and the Monitoring, measurement, analysis and evaluation
procedure.
5. Review and update the ISMS Communication Plan.
6. Review and update other policies, standards and procedures (if necessary).
7. Review and update checklists and questionnaires used for audits (internal and external).
8. Evaluate and possibly adapt third-party security tools (e.g., GRC, SIEM, VM) to ensure the
records you are using to demonstrate compliance support the new requirements.
39
 


	40. New SoA (template)
40
www.patreon.com/posts/62806755
  


	41. 41
New ISMS Management  Review Report
www.patreon.com/posts/44877830
 


	42. Communication plan (example)
42
www.patreon.com/posts/62937551
  


	43. Transition period
43
advisera.com/27001academy/blog/2022/02/09/iso-27001-iso-27002
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	45. My ISMS Implemantation  Plan
45
 


	46. 46
www.patreon.com/posts/iso-27005-2022-73952552
  


	47. 47
www.iso.org/standard/80585.html
≈180 Euro
  


	48. New Name
48
ISO/IEC 27005:2018  ISO/IEC 27005:2022
Information technology —
Security techniques —
Information security risk management
Information security, cybersecurity and
privacy protection —
Guidance on managing information
security risks
 


	49. Introduction
This document provides  guidance on:
• implementation of the information security risk requirements specified in ISO/IEC 27001;
• essential references within the standards developed by ISO/IEC JTC 1/SC 27 to support information
security risk management activities;
• actions that address risks related to information security (see ISO/IEC 27001:2022, 6.1 and Clause 8);
• implementation of risk management guidance in ISO 31000 in the context of information security.
This document contains detailed guidance on risk management and supplements
the guidance in ISO/IEC 27003.
This document is intended to be used by:
• organizations that intend to establish and implement an information security management system
(ISMS) in accordance with ISO/IEC 27001;
• persons that perform or are involved in information security risk management
(e.g. ISMS professionals, risk owners and other interested parties);
• organizations that intend to improve their information security risk management process.
49
 


	50. Main changes
1. All  guidance text has been aligned with ISO/IEC 27001:2022,
and ISO 31000:2018
2. The terminology has been aligned with the terminology in
ISO 31000:2018
3. The structure of the clauses has been adjusted to the layout
of ISO/IEC 27001:2022
4. Risk scenario concepts have been introduced
5. The event-based approach is contrasted with the asset-based
approach to risk identification
6. The content of the annexes has been revised and restructured
into a single annex. + More examples and models
 


	51. Contents
51
ISO/IEC 27005:2018 ISO/IEC  27005:2022
Foreword
Introduction
1. Scope
2. Normative references
3. Terms and definitions
4. Structure of this document
5. Background
6. Overview of the information security risk management process
7. Context establishment
8. Information security risk assessment
9. Information security risk treatment
10. Information security risk acceptance
11. Information security risk communication and consultation
12. Information security risk monitoring and review
Annex A. Defining the scope and boundaries of the information
security risk management process
Annex B. Identification and valuation of assets and impact assessment
Annex C. Examples of typical threats
Annex D. Vulnerabilities and methods for vulnerability assessment
Annex E. Information security risk assessment approaches
Annex F. Constraints for risk modification
Bibliography
Foreword
Introduction
1. Scope
2. Normative references
3. Terms and definitions
4. Structure of this document
5. Information security risk management
6. Context establishment
7. Information security risk assessment process
8. Information security risk treatment process
9. Operation
10. Leveraging related ISMS processes
Annex A. (informative) Examples of techniques in support of the risk
assessment process
Bibliography
 


	52. 5. IS risk  management
Risk management process - systematic application of
management policies, procedures and practices to the activities of
communicating, consulting, establishing the context, and
identifying, analysing, evaluating, treating, monitoring and
reviewing risk.
• Classic scheme (2018) + Documented Information (2022)
• Many changes in the activity descriptions, additional
recommendations.
52
 


	53. Approaches to perform  risk identification
53
Event-based (scenarios) Asset-based
Identify strategic scenarios through a consideration of
risk sources, and how they use or impact interested
parties to reach those risk’s desired objective.
Identify operational scenarios, which are detailed in
terms of assets, threats and vulnerabilities.
The underlying concept is that risks can be identified
and assessed through an evaluation of events and
consequences.
The underlying concept is that risks can be identified
and assessed through an inspection of assets, threats
and vulnerabilities.
• An event-based approach can establish high level
or strategic scenarios without spending a
considerable amount of time in identification of
assets on a detailed level.
• This allows the organization to focus its risk
treatment efforts on the critical risks.
• Interviews with top management
• Top-down
• An asset is anything that has value to the
organization and therefore requires protection.
• If all valid combinations of assets, threats and
vulnerabilities can be enumerated within the scope
of the ISMS, then, in theory, all the risks would be
identified.
• The asset-based approach can identify asset-
specific threats and vulnerabilities and allows the
organization to determine specific risk treatment on
a detailed level.
• Bottom-up
 


	54. Annexes
54
ISO/IEC 27005:2018, pages  24-52 ISO/IEC 27005:2022, pages 41-61
Annex A. Defining the scope and boundaries of the
information security risk management process
• A.1 Study of the organization
• A.2 List of the constraints affecting the organization
• A.3 List of the constraints affecting the scope
Annex B. Identification and valuation of assets and impact
assessment
• B.1 Examples of asset identification (primary and
supporting)
• B.2 Asset valuation
• B.3 Impact assessment
Annex C. Examples of typical threats (+ Origin of threat)
Annex D. Vulnerabilities and methods for vulnerability
assessment
• D.1 Examples of vulnerabilities
• D.2 Methods for assessment of technical vulnerabilities
Annex E. Information security risk assessment approaches
• E.1 High-level information security risk assessment
• E.2 Detailed information security risk assessment
Annex F. Constraints for risk modification
Annex A. (informative) Examples of techniques in support of
the risk assessment process
A.1 Information security risk criteria
• A.1.1 Criteria related to risk assessment
• A.1.2 Risk acceptance criteria
A.2 Practical techniques
• A.2.1 Information security risk components
• A.2.2 Assets
• A.2.3 Risk sources and desired end state
• A.2.4 Event-based approach
• A.2.5 Asset-based approach
• A.2.6 Examples of scenarios applicable in both approaches
• A.2.7 Monitoring risk-related events
 


	55. Annexes. Tables
55
ISO/IEC 27005:2018  ISO/IEC 27005:2022
Examples of typical threats
Origin of threats
Examples of typical vulnerabilities
Table E.1 — The asset values, and the threat and vulnerability
levels
Table E.2 — Results from the consideration of the likelihood
of an incident scenario, mapped against the estimated
business impact
Table E.3 — The factors of consequences (asset value) and
likelihood of threat occurrence (taking account of vulnerability
aspects)
Table E.3 — Combination of the likelihood of the threat
occurring and the ease of exploitation of the vulnerability
Table E.4 — The intersection of asset value and likelihood
value
Table A.1 — Example of consequence scale
Table A.2 — Example of likelihood scale
Table A.3 — Example of qualitative approach to risk criteria
Table A.4 — Example logarithmic likelihood scale
Table A.5 — Example logarithmic consequence scale
Table A.6 — Example of evaluation scale combined with
three-colour risk matrix
Table A.7 — Examples and usual methods of attack
Table A.8 — Example classification of motivations to express
the DES
Table A.9 — Examples of target objectives
Table A.10 — Examples of typical threats
Table A.11 — Examples of typical vulnerabilities
Table A.12 — Examples of risk scenarios in both approaches
Table A.13 — Example of risk scenario and monitoring risk-
related events relationship
 


	56. 56
Instead of a  conclusion:
1. General procedures (Assessment and Treatment)
are OK, as usual. J J
2. Two approaches: asset-based and event-based
(scenarios), finally J
3. «9.Operation» and «10.Leveraging related ISMS
processes» are useful for the ISMS
implementation. J J
4. Tables «A.10 Examples of typical threats», and
«A.11 Examples of typical vulnerabilities»,
likelihood and consequence scales can be used
for inspiration. J
5. «A.2 Practical techniques» are poorly designed
and described. New figures and the examples of
scenarios are useless. L L
6. ISO 27005:2022 is a very complicated standard
and every new version makes it more difficult. L
In my opinion, the ISACA IT Risk and IRAM2 are
much more useful and practical. I recommend using
them.
 


	57. Thanks!
www.linkedin.com/in/andreyprozorov
www.patreon.com/AndreyProzorov
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	58. My ISMS Implementation  Toolkit (ISO 27001)
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www.patreon.com/posts/47806655
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