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"Emergencies happen with no notice, whether with weather-related events or man-made incidents. Countless lives can be saved not only by predicting disastrous events but also by reacting quickly and effectively. 

In this session, you will discover how organizations are using AWS capabilities to predict and respond to emergencies around the world. StormSense, a project led by City of Virginia Beach enhances the capability of VA Beach and the neighboring communities of Hampton Roads, VA to predict coastal flooding resulting from storm surge, rain, and tides in ways that are replicable, scalable, measurable, and make a difference worldwide. LiveSafe, A communications platform to improve safety and prevention efforts - puts a mobile security system in the hands of everyone in organization, deputizing employees so they can feel involved and empowered to do something when they see something. LiveSafe’s cloud-based command dashboard receives tips in real time and allows security officials to respond via secure live chat."
Read less
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Effective Emergency Response in AWS
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LiveSafe
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PEOPLE FEEL LESS SAFE…
OF WORKFORCE INCIDENTS
go unreported despite the presence of advanced
indicators and employee knowledge
75% ANNUAL COST
to U.S. companies due to employee theft,
workplace violence, injury, and misconduct
$300B
Global visibility of incidents makes people aware of bad things happening—from
terrorist attacks and natural disasters to everyday occurrences around theft,
fraud, harassment, and injury. They support “if you see something, say
something,” but often don’t know what they as individuals can or should do.
Existing options are insufficient.
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CHANGE THE DYNAMIC…
People care about the communities they are part of—their companies,
their schools, their neighborhoods, and their country.
Prevention is the goal. Engagement is the solution. Tap into the most
powerful safety intelligence network that is already in place—your
people. LiveSafe connects communities via mobile technology.
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“Thanks for your tip. A guard
has been dispatched to your
location.”
“There’s a suspicious person outside
our building’s main entrance. He’s
blocking the doors and not letting
people enter or exit.”
LIVESAFE IS…
…a cloud-based platform connected to a smartphone app that enables
all of us to easily share safety and information to prevent incidents from
occurring and enabling a private safety network.
 


	6. © 2017, Amazon  Web Services, Inc. or its Affiliates. All rights reserved.
A Secure and Reliable Platform
Mobile
App/SDK
- Phone verify
- Unique user ID
- Email verify
- Deep linked
- PIN verify
Secure Virtual Private
Cloud
- Multitenant
- Redundant
- Activity audit
- Encryption
Command
Dashboard
- Activity audit
- Unique user ID
- Administrator privileges
- Single sign-on
- SCIM, Workday and file
user management integration
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Prevention, Enabled
SEND TIPS,
photos and videos
directly to security,
facilities, HR, and
other designated
personnel
REQUEST HELP
from security teams or
911 in real time. Local
emergency help
changes as user
location changes—
including international
emergency agencies
GUIDE USERS
to designated safe
zones and away
from danger or
tagged incidents
PEER-TO-
PEER virtual
escort tool helps get
users home safely
EASY ACCESS to
company phone
numbers, security
policies, safety
guidelines, and training
right the app
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Value and Engagement for Every Department
Sent directly to
SECURITY
Sent directly to
HUMAN
RESOURCES
Sent directly to
FACILITIES
Sent directly to
CISO &
INFORMATION
TECHNOLOGY
VALUE WE
PROVIDE…
Increased and more
efficient interactions
between employees and
security, human resources,
facilities, and/or CISO/IT—
lowering barriers of
communication and
preventing incidents before
they occur
 


	9. Comprehensive Prevention
Emergency Options
Contacts  update as user location changes—
including international emergency agencies
Customized Safety Map
Preload your specific buildings,
published geofences
Emergency Procedures & Other Resources
Critical information in everyone’s hands, even
if connectivity is not available
 


	10. Get Around Safely  (Walk and Drive)
Chat directly with
CONTACTS
Enter in your
DESTINATION
Keep contacts
ON STANDBY
until you really need them
Quick access to
HELP
Real-time
LOCATION
MONITORING
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Real-World Success Story
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- Multi-tier architecture based on Scala and Akka, leveraging
Cassandra for persistent messaging and Kafka for parallel
execution of async tasking
- Core business data store is using MySQL with Read Replication
- Mobile apps are native and written in Swift/Objective-C and Java
- SDK allows for embedding in other applications (B2B2C)
- Command Dashboard (desktop and mobile) are written in
Angular2, making heavy use of the CLI in the build process
- Leveraging Jenkins and Docker for automated deployment
Tech Stack – High-level
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• System is entirely cloud based and hosted in AWS
• Main data store leveraging Amazon RDS with read replication (reduced
load) and sync to warm backup in alt region; Cassandra and Kafka running
on Amazon EC2
• Amazon S3 for attachments and organization resources
• Encryption (file, Amazon S3 and row level in DB) managed using AWS KMS
• Leveraging key services for critical message delivery:
• Amazon SNS—Sending push notifications to Android and iOS
devices
• Amazon SES—Sending email broadcasts (w/status monitoring)
• Monitoring using Amazon CloudWatch with custom dashboards
• Auditing using AWS CloudTrail – tied into IDS
In the AWS Cloud
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SMS
Amazon SES Email
(Receipt/Alert)
Add Media
Report Tip
Websocket
trigger
Webhook
(multiple)
ELB API (Scala)
Kafka
Amazon S3
(encrypted)
Flow: Report Tip and Add Media
AWS KMS
Amazon RDS
(MySQL)/
Cassandra
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SMS
Amazon SES
Email
Check-in
Broadcast
Websocket
trigger
ELB API (Scala)
Amazon RDS
(MySQL)/
Cassandra Kafka
Flow: Check-in Broadcast
Status update
Amazon SNS
Push Notification
Update
Dashboard
User
Status
Cassandra
Kafka
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• Key managed services to remove burden of administration,
maintenance, fail-over (Amazon RDS, Amazon S3)
• As you move into SOC2 and other compliance areas, good AWS
IAM account setup combined with Amazon VPC, AWS CloudTrail,
and Amazon CloudWatch will be key to showing good governance
• AWS team is amazing for support both at the startup phase and as
you mature in size and complexity; business support can be very
helpful on tech side for a small DevOps team
• Leverage AWS Trusted Advisor to help monitor costs, security, and
usage
Lessons Learned
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• Amazon API Gateway – Redundancy and edge distribution of API
• Amazon Elastic Container Service – Management of Docker
containers
• AWS Lambda – Serverless computing (used now for monitoring -
“Canary” methods)
• Elastic Transcoding– Handle/standardize any attachment type
from mobile
• Amazon Rekognition – Facial recognition for submissions
Looking Ahead - Services of Interest
 


	18. Safety. In everyone’s  hands.
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Thank you!
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StormSense AWS: Becoming a
Resilient Region through
Exemplary Data Science
S r i d h a r K a t r a g a d d a - C i t y o f V i r g i n i a B e a c h S y s t e m s A n a l y s t
 


	21. © 2017, Amazon  Web Services, Inc. or its Affiliates. All rights reserved.
StormSense AWS: Becoming a Resilient Region
through Exemplary Data Science
1. What is the problem or opportunity StormSense is dealing with?
Why is that important?
Problem: Increased Flooding | Opportunity: Regional Resilience
2. How does StormSense’s solution address the challenge?
Solution: Data Science & Modeling
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StormSense AWS: Becoming a Resilient Region
through Exemplary Data Science
3. How are AWS platform and services being leveraged and how do
these help with StormSense achieve its overall goals?
Leveraging AWS: Make modeled flood predictions
and sensor data more publicly accessible
4. Our lessons learned, and locally realized benefits.
Lessons Learned: Troubleshooting effective sensor types
and near real time sensor communications and technologies
Benefits: Share our approach next year via AWS Marketplace
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1. The Flooding Problem
• The Hampton Roads region is the second-largest population
center in the U.S. at risk from sea level rise (Boon, Brubaker and
Forrest, 2010; Mitchell et al., 2013)
• More than 400,000 properties exposed to flood or storm surge
inundation (CoreLogic, 2015)
• Population of over 1.7 million people, living and traveling on
roads exposed to severe and increasing frequent chronic
‘nuisance’ flooding (Ezer and Atkinson, 2014)
Problem - Opportunity - Solution - Leveraging AWS - Lessons Learned - Benefits
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The Flooding Problem
• Existing flood communication and messaging systems have not
yet responded to the changing risk patterns brought by sea level
rise and have not been able to meet the needs of diverse at-risk
communications audiences (IoT sensors and predictive models can
help)
• A better understanding of flood risk perception, information-
seeking behavior and decision-making can inform the
development of new communications tools and flood risk
messaging
Problem - Opportunity - Solution - Leveraging AWS - Lessons Learned - Benefits
http://www.lifeatsealevel.org/photographs-and-maps/
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Project Partners (as of November 2017):
GCTC & Partnerships
Problem - Opportunity - Solution - Leveraging AWS - Lessons Learned - Benefits
GCTC program
• Smart cities and Communities
• Form partnerships
• Participate as “action clusters,” and
“SuperClusters”
• Demonstrate Replicable, Scalable,
Interoperable, Measurable
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3. Sensors & Modeling Solutions
• Water-level sensors funded by NIST’s Replicable Smart City Technologies (RSCT)
funding and Virginia Beach
• Tides, Water levels, precipitation and several other weather parameters
• VIMS High-Res Hydrodynamic Forecast Model
• Other data sources from Federal agencies like USGS, NOAA
• Compare NOAA’s National Water Model and support with densified sensor
network
Problem - Opportunity - Solution - Leveraging AWS - Lessons Learned - Benefits
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Desired Deliverables
Achieving objectives via:
• Densify the sensor network to support modeling
• Streamline data interoperability to access the data regionally
• Support mapping and charting capabilities with minimal coding
• Create and calibrate high-res hydrodynamic and precipitation models using VIMS
modeling
• Provide critical data analytics, real-time voice activated systems and predictive
model using AI to increase citizen awareness
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Prototyping Sensors
Virtual Hub
Yocto Hub - Wireless - g / WiFi for
Industrial IoT
Power
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Schematics for Field Installations
Sensor in Newport News, VASensor Components...
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IoT Stream Gauge
Network
Server
StormSense
Web Portal
6-min automated
retrieval script
Observations & Predictions
Newport News (8)
Norfolk (6)
Virginia Beach (10)
Sensor Network and
Modeling Approach
AMI
(StormSense
Hydrodynamic
Forecast Model)
UnTRIM
Amazon EC2 (Dedicated Host)
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Problem - Opportunity - Solution - Leveraging AWS - Lessons Learned - Benefits
StormSense Model
Data Management
• Water levels extracted from grid cells with water level observations
• Perl and python scripts run in the background to produce geotiff
rasters of water level and flood heights (water level- land elevation)
for each 6-minute interval
• Spatial outputs are prepared as .kml files and javascript-layers for
production of open layers maps, Google Maps, and Google Earth
animations .
Hurricane Irene Storm Surge Inundation Street-Level Animation (ODU Campus)
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StormSense Cloud
Data Management
StormSense.com
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4. Leveraging AWS to Provide Solutions
• RSCT – Measurable, Scalable, Replicable...
• Precipitation (Regional Cities, Public Utilities, Public Works, Hampton Roads
Sanitation District (HRSD, Other...)
• VIMS Hydrodynamic Forecast Model – High resolution streamflow
predictions during severe events
• National Water Model – Predicted streamflows in 18-hour, 10 day
deterministic (single value) forecast
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Data Management Overview...
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Datasets... Outputs...
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Base Architecture...
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MEAN Stack... Scheduler...
Transforms..
.
Amazon Cognito - AWS Notification...
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Scalability...Replicability...Serverless...
Amazon
DynamoDB
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Amazon S3
bucket
Amazon EC2
(StormSense Service)
IoT Sensor Data
(REST Services)
Amazon
Glacier
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USGS Sensors in
Virginia Beach – 0, 12, 24
Hour data intervals shown
as labels
Mapping...CartoDB...ArcGIS...
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StormSense...Citizen Awareness...
Amazon EC2
(StormSense Service)
AWS
Lambda
Python (boto)
Alexa voice
service
Echo
“Ask StormSense
Water Level
at London Bridge”
“Water Level at London
Creek Bridge is 0.98ft”
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AWS
Mobile Hub
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FEMA Flood Zones
By Neighborhood
City Officials...Data Science...
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Left to Right - 2016
Hurricane Hermine (Sept. 2-3)
Tropical Storm Julia (Sept. 19-22)
Hurricane Matthew (Oct. 8-9)
Source: Data
Scientist...Dr. Natasha
Singh-Miller
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Future Plan...
Amazon EC2
(Dedicated Host)
AMI(StormSense
Hydrodynamic
Forecast Model)
UnTRIM
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AWS’ City on a Cloud
Recognizes StormSense
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Lessons Learned
Problem - Opportunity - Solution - Leveraging AWS - Lessons Learned - Benefits
• Embracing cloud technologies to support a project usually requires finding applications
that have a manageable footprint and leveraging emerging technologies in local
government is a challenge as well as an opportunity.
• Choosing between on premise and cloud always becomes a debate as cost calculators are
hard to work with for budgeting projections.
• Ease of AWS free tier availability for 1 year has helped in idea building and prototyping
• AWS - Multitude of products developed and speed creates challenges, and the changing
environment in rapid pace makes assembling the components tricky
• Best way to embrace is work in the environment and find components that suited our
needs while developing the application with big picture in mind to solve problems.
• Voice activated real-time systems integration for multiple platforms as well as disparate
datasets outside the on premise systems was key to embracing AWS environment and
provide such service to citizens in the future.
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Benefits of StormSense
• StormSenseVB’s first new sensors were installed in July 2016 through Virginia Beach’s Public
Works department funded a project and supported the USGS and a CIP project funded
additional sensors.
.
• StormSense was funded by NIST in September 2016 to employ IoT solutions throughout
Hampton Roads to purchase and install additional water level sensors.
• Therefore, StormSense throughout Hampton Roads, and StormSenseVB within Virginia Beach,
have brought the total number of water level sensors in the region from 6 to 40, resulting in a
5x increase in the number of sensors from 2016 to 2018
• IoT sensor approach is replicable: ~98% as accurate as federal sensors, at a lower cost
Problem - Opportunity - Solution - Leveraging AWS - Lessons Learned - Benefits
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THANK YOU!
D r . J o n D e r e k L o f t i s
R e s e a r c h S c i e n t i s t
V i r g i n i a I n s t i t u t e o f M a r i n e S c i e n c e
P r o g r a m M a n a g e r : S t o r m S e n s e ( j d l o f t i s @ v i m s . e d u )
NIST and StormSense Team at First Installed
Sensor in Newport News, VA
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Questions?
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