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Amazon Web ServicesFollow
Have a mission-critical serverless app that requires maximum uptime? Come learn how to build and deploy a multi-region serverless application to maximize application availability and resilience. In this workshop, you'll enter a scenario in which you help a fictional unicorn ridesharing company (www.wildrydes.com) deploy a critical customer support application using a serverless architecture. When a passenger completes a ride, they can use the app to inform the company if they had any issues with their trip—perhaps a lost wallet or a misbehaving unicorn. Since Wild Rydes is global, this support application takes advantage of a multi-region, highly available architecture using services such as AWS Lambda, Amazon API Gateway, Amazon DynamoDB, Amazon Route 53, Amazon CloudFront and Amazon S3 to maximize availability. It also uses Amazon Cognito Federated Identities for user authentication. Attendees should bring a laptop and be familiar with the AWS Management Console and the AWS CLI.
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Build a Multi-Region Serverless
Application for Resilience and High
Availability
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Wild Rydes has a challenge!
Our product is being adopted globally
We want our customers to have a great experience
We want to hear feedback from our customers
We need YOU!
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What you’ll be doing
Users
Wild Rydes
Feedback App
in Region 1
Wild Rydes
Feedback App
in Region 2
Failover
Can still provide
feedback!
Can provide
feedback
Ops team!
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The serverless challenge
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Why can’t we just use DNS?
Amazon API Gateway
configured as
feedback.wildrydes.com
Amazon
Route 53
AWS Region 1 AWS Region 2
Amazon API Gateway
configured as
feedback.wildrydes.com
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DNS, Amazon API Gateway and Amazon
CloudFront
“The domain name you provided is already
associated with an existing CloudFront
distribution”
API Gateway has up until now always created a
CloudFront distribution with each API, preventing us
from having more than one API Gateway with the
same domain name
 


	7. © 2017, Amazon  Web Services, Inc. or its Affiliates. All rights reserved.
The solution has arrived
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API Gateway regional endpoints
With this new functionality there are now multiple ways to
configure your API Gateway endpoints
• Edge-optimized endpoint (the way it has always worked)
• Regional endpoint (newly released functionality)
Flip between edge-optimized and regional endpoints
Enable on existing endpoints! Use the both at the same time
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AWS services overview
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Why serverless?
Provisioning and utilization
Availability and fault tolerance
Scaling
Operations and management
All of this goes away….
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AWS Lambda
Amazon API
Gateway
Lambda
function
Lambda
function
Amazon
DynamoDB
Region 1
Amazon
DynamoDB
Region 2
Amazon
DynamoDB
The Wild Rydes customer feedback application uses two AWS Lambda functions
Customer feedback microservice:
DynamoDB Streams triggered data replication:
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API Gateway
HTTP requests are the event source
Automatically scales
Supports authentication, rate limiting, SSL
Supports two endpoint types:
• Edge-optimized
• Regional Amazon API Gateway
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DynamoDB
The Wild Rydes application data is stored in Amazon DynamoDB
Easy to Use NoSQL database for serverless applications
Workshop runs DynamoDB in two regions
DynamoDB Streams and Lambda are used for data replication
Amazon
DynamoDB
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Other AWS services
Amazon Cognito—federation and authentication
Amazon Route 53—metrics-based DNS routing and health checks
CloudFront—content delivery and acceleration
AWS CloudFormation + SAM—configuration management
Amazon S3 buckets—static website hosting
AWS Identity and Access Management (IAM)—AWS resource permissions
Amazon CloudWatch—monitoring
Amazon
Cognito
AWS
CloudFormation
Amazon
Route 53
Amazon
CloudFront
Amazon
S3
Amazon
CloudWatch
IAM
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Single region architecture
AWS Region 1
Amazon API
Gateway -
Edge
Optimized
Amazon
Cognito
Amazon
DynamoDB
Amazon
S3 Static
Website
AWS
Lambda
Amazon
Route 53
Wild Ryders
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Multi-region differences
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Replication
It’s easy to forget…
Code
We still want to access our code in
the event of a regional outage.
We may need to make updates or
deploy elsewhere.
AWS CodeCommit supports
backing up or replicating to
another region
Data
Our data needs to be available in a
second region so that our service can
continue to operate
DynamoDB Streams allows us to
easily push data to a second instance
with minimal lag
Templates
We might need to quickly deploy or
make updates to our app while the
service is failed over
A simple solution to this is to store
CloudFormation templates in
Amazon S3 and enable cross-region
replication on the bucket
 


	18. © 2017, Amazon  Web Services, Inc. or its Affiliates. All rights reserved.
Route 53 health check
Ensures application is working as expected
“Deep Ping” checks full app stack from the API
endpoint all the way down to DynamoDB
On failure, initiate failover to failover region
Configured as a custom health check in Route 53 with
HTTP endpoint in our API Gateway
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CloudFormation and AWS SAM
Serverless Application Model allows us to simplify our
CloudFormation code by introducing new common resources:
AWS::Serverless::Function
AWS::Serverless::Api
AWS::Serverless::SimpleTable
Also provides utilities for packaging, deploying, and testing locally
SAM package—zip up code and push to Amazon S3
SAM deploy—deploy template using CloudFormation
SAM local—test your functions locally using Docker
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Considerations
• Service availability
• Compliance
• Data sovereignty
• Continuous integration/continuous deployment
• Security
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Multi-region architecture
AWS Region 1 - Primary
Amazon
Cognito
Amazon
S3 Static
Website
AWS Region 2 - Failover
Amazon API
Gateway -
Regional
Amazon
DynamoDB
AWS
Lambda -
App
AWS
Lambda -
Replication
Amazon API
Gateway -
Regional
Amazon
DynamoDB
AWS
Lambda -
App
DynamoDB
Stream
Wild Ryders
Amazon
Route 53
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Your turn!
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Workshop requirements
Administrator access to a working AWS account
Ability to purchase a domain name via Route 53
• We’ll provide $25 in AWS Credits to each participant
• If you are unable to purchase a domain, we have a “loaner” domain - see us for help
A Windows, Mac, or Linux Laptop with the following items installed:
• Currently released version of AWS CLI (this includes the Serverless Application Model—or AWS SAM)
• Git installed
• A text editor such as Atom or Sublime (more basic ones like ”vi” or Notepad will also work)
• NPM and Node installed
FaceBook Account
• Participants will set up a developer account to configure sign-in for the app
Each workshop participant will configure components themselves—this lab is hands-on
Participants will have a choice of using the AWS CLI, or using the AWS console
 


	24. © 2017, Amazon  Web Services, Inc. or its Affiliates. All rights reserved.
Your tasks
1. Build a single region service (60 min)
2. Stand up a second AWS Region (10 min)
3. Configure DNS health checks and failover (30 min)
4. Test failover and failback (20 min)
Provided CloudFormation templates will help “catch up” to the next section if you get stuck
Work together with your table/team and help each other out
Derek, Steve, and Juan are all here to help—ask us questions
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Thank you!
P l e a s e c o m p l e t e y o u r e v a l u a t i o n s !
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Go!
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